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Abstract The access authentication is one of key techniques to guarantee the security of satellite networks. The re-
searches on access authentication for classical satellite networks have thus gained great momentum over the past few dec-
ades, while the researches on access authentication for the promising Software-Defined Satellite Network (SDSN) are still
in its infancy. In this paper, we propose a synergetic authentication scheme for the SDSN, including a synergetic authenti-
cation model and an access authentication protocol with highly tolerant capability for topological dynamics in SDSN.
Merging security technique and Software-Defined technique together can not only endorse the access authentication for
SDSN, but also inherently resist to the DoS attacks in the process of access authentication in SDSN. Moreover, this
scheme helps avoiding service access interruption which is caused by handover among different satellites. In the synergetic
authentication model, to reduce the attack surface of the access authentication service, the identity of each legitimate Satel-
lite Terminal (ST) is used as the order parameter; based on this parameter and the coordination of the management plane,
the control plane and the data plane of SDSN, we filter and only forward the legitimate STs’ access authentication requests
to the access authentication service. In the access authentication protocol, certificateless public key cryptography based on
elliptical curve cryptography (ECC) is adopted; and, to improve the service continuity of STs during handover, we proac-
tively update the forwarding-and-control parameter to reduce the handover latency and the interruption time of STs” ongo-
ing services. By using the security analysis, we prove that proposed scheme can meet the basic security requirements of
access authentication, thwart the access authentication DoS attacks and improve the service continuity of handover STs.
Moreover, through numerically simulations, we demonstrate that the proposed scheme can effectively reduce the number
of re-authentications, and the computation of the access authentication can be achieved within milliseconds.
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