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Abstract Adversarial attacks exhibit both potential insecurity of face recognition systems and the way of performing
attacks. Most current adversarial attacks on face recognition systems are carried out in digital domain. However, based on
the recent reports in literature, more and more studies begin to concern about how to put the physical patches containing
adversarial noise on human face and its neighboring regions, for example, eyeglass framework, paper sticker, and cap, so
as to implement adversarial attacks in physical domain. Such a new type of attacks can easily break through most of cur-
rent living face detection systems and thus affect the decision of face recognition systems. Although there are a few meth-
ods proposed for the generation of adversarial samples in digital domain, it is not easy or cheap to realize those methods in
physical domain. This paper proposes a method of generating adversarial attack in digital domain which can be readily
extended to physical domain. By adding adversarial perturbation of special shapes into an original face sample, we can
fool the face recognition system and make it regard the face as someone else’s face (i.e., dodging attack) or a specific per-
son’s face (i.e., impersonation attack). The major contributions of this paper include: First, we propose a method of using
the face landmarks to construct a specific shape mask of the adversarial perturbation for individual face. Second, we de-
sign the adversarial loss function to train the generator to produce digital samples. Third, we design the printing score loss
function to reduce the color difference between display and printer so as to reproduce those samples in physical domain.
We improve the quality of adversarial samples by means of data enhancement which aims at simulating the way of wear-
ing eyeglasses, illumination variations and other situations in real-world applications. Experimental results show that the
proposed method can attack the face recognition system VggFacel0 in a high success rate in digital domain. Moreover, it
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can be readily extended to physical domain and generates samples quickly and economically. Our study exposes the secu-
rity risk of face recognition systems, which can provide us with useful information to design better face recognition sys-

tems against adversarial attacks in the future.

Key words face recognition; adversarial sample attack; digital adversarial samples; physical adversarial samples; print-

ing score loss function
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Figure 1 Flow chart of the proposed algorithm
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ters
St K 5
RIS R B B
FTEDAR G HRAE refl2]
KPP h e [-10,+10]
S R 45 THTH v e[-10,+10]
e d e[-5,+5]
ae[0.5,1.5]
S IR, Akt b e [-20,+20]
By AR 4 7 €[0.5,1.5]
e 1 €[-0.5,+0.5]
i YN RS o €[+0.5,+1.5]
JE 45 g 7 q [50,100]

5 SCIGZER

51 ABRRIRAIZFINZGER

% VGGFace10, JH MR AE 4T
MK, A 1D WEARGE R K 3 Fros, T HER
%49 98.55%, FE LU 0T R HEE: o
5.2 MFWHEHFLLER
521 FENLHREGFE

8 08 5 ID fE B, i Buds Hofth 9 A
P ID S EG Rk 4(L0) s, P ah &%
N 97.85%, M 08 5 ID HEMS LK w1 ) R 5y i
Fofth 9 ANFEN ID, 3R T ASCHTHE HH 0Bk A
 SE A SR R % Ak, A A 9 A ID
P 08 5 ID HEAT A XERAE, HSrIh s Rk
SRR, “ERHIHRIIE N 99.49%, HF—DKH
T ARSCHR VI R R R

L 08 5 ID #1375 Kt 025 1D A109 5 ID M, &5
R 4 LR, BiEE A EAE 2
WHlEE R D, T2 RMNEGEE, aRR
VGGFacel0 1EfiRA], 400 RpR Iyt H s
Pup
522 PEANSEIBEER

{5 FH PE AN 24T 98 MLty 00 5-09 5 ID (15K
e 5 Frow, AN IR G, A
— MR BEA T BT T, UL T AR B AR IR R
B itk sl g TiE A ks, tiEeE 1A
N 0T HURE A O AR5 R G mT Re
5.2.3 XTHSEBER

AL S RAUSR MY T AE CSS16161, AGNSsIY],
AdvHatl8E 1T X b sE IR 45 i 6 Frw, A& H,
ARSIy BT R AT H 2, B T AL



134 Journal of Cyber Security 15 5 2454k, 2023 -3 H, % 845, # 2

SR
5.3 IS E SLIh AR

08 “5 7EP s Aoy 158 Mook HoAth 1D (125 SR an sk 7 Fr
N, BT 3 B4 R AR SRS F T BN 43 B ok (4
kA1) FAE T ER 3 B0 RAR A P A4 B 3
PG IR (AR FE-2)  [RIIAE T B2 B0 2 R4
W BRI B 9 (AR B-3) (U sk 45 I, o iR &b
R OAREIE-) M T R i, S0UE T A SRR
IRAE IR S IR R A AT AT LR AT BN AR B
070 2R ATASE RS B A 50 40 30 i oo A7) 3L A o 1) G S A
F . J5 3 54 B 7R 1 CSS16[61, AGNSLT, AdvHat(te]
WA R, W UE RARIES A EE
PHE T, PR T ARSIR A . Sk,
5 5.2 WB T I EIGE AR ER 6L, FANE
VIR R A PR, REL T 3RS B
S 22 5, IESE T S A 4 A A S AR AR ORI
PRl . R A SCRIRE R FT B4 H R R )
TS A B o RN XM 22 R, {H JE VR AT BR
T L A7) 3358 R 5 3580 A7 A At 1) 22 3 3 DL — —
B, X—E R LS T P E s S R 1) R
[F) B .8 B T R R B SOy 1

Pl 08 5 ID #yi# X 02 5 ID #1109 5 1D 4k
R, VB R E 4 A=A FoR, WA
08 S A EXT PR B AR S T HR S, A
ARIREIER N, UER T ARG ES RS PE; 08 5
TiEE T B 4(e)FE 4Q) /s rIFT Ep X iR 8 s (an
A(d) A 4(3) T 7%), VGGFacel0 43 4t i 1K 51 4 02
SH09 5, Wi T .

#&< 3 VGGFacel0 xf& ID KM ERZR
Table 3 Test accuracy rate of VGGFacel0 for each 1D

ID iRy ID HEHIZE
00 5 97.75% 055 96.71%
015 97.44% 06 5 97.35%
025 100.00% 07 % 98.43%
035 97.83% 08 = 100.00%
045 100.00% 09 = 100.00%

6 Z5iR

NIAR T 3 G5 10 22 A 2 2 R SR L 7 3R]
RIEM A2 — o BUAAHEURZ B IR T B8
IS BUREAR By, ASCRBLIE R PR, A 7384
BRI PLPah I E Y, RSB AR 5

®4 BFHEASEER

Table 4 Intra-dataset experimental results of digital
domain attacks
PHE BT Prs PHs NI

08 5-->00 = 96.48% 00 5-->08 5 100.00%
08 5-->01 = 97.21% 01 5-->08 5 97.44%
08 5-->02 = 98.00% 02 5-->08 5 98.27%
08 5-->03%5  100.00% 03 5-->08 5 100.00%
08 -->04 & 97.66% 04 5-->08 5 100.00%
08 5-->05 = 98.88% 05 5-->08 5 100.00%
08 5-->06 = 95.54% 06 5-->08 5 100.00%
08 5-->07 = 98.21% 07 5-->08 5 100.00%
08 5-->09 & 98.66% 09 5-->08 5 99.72%

FEIE 97.85% FHE 99.49%

®5 BFHEIEHER
Table 5 Out-of-database experimental results of digi-
tal domain attacks

Prs st s R ris gk s IR
B A-->00 5 34.06% Btk A-->05 &5 42.19%
FEEN-->01 & 50.94% FE A= \-->06 5 30.15%
FEEAN-->02 5 99.38% FE A N-->07 5 37.50%
B N-->03 5 30.75% FE A= \-->08 5 94.96%
FiE N-->04 5 47.50% BtE N-->00 &5 30.31%

RGNS AR S o BARHE, ASCHEW T —
LIRS TYNITE ST IR APl S D=y 2 NP EAI (NI E =P
AT TR AR g% oR AR BB T S N B B,
SRS ) NFT BIHL A Hidi 2% bR 0K B S o i3
LA BB, T U AR R R A S PR IR B R 30T
U RO I, $5 38 A A0 ) B iR S R ' HE AR
77 S AT B o . SIS 45 AR A ST AN
HA] 7E B 8 DL i ) FR A B N R R R
VGGFacel0, & w] i T 1 76 47 B 88 se B X, LSk
PR — G W R AT, TR HhE
F T % o AR SCHE B St T N 1R 2R Ge
VIR I B R, O Ry 1 B o PR A
HEAT SEUM I AT o BR T HRER, R AT iEIE
A 75 5 b A AR Y K ) B B B . R ek
EJ7 [F) B4 2 LR A 1 5 I AR B R 2 A
VRS 2 S, DR m Y B S B s D e, DA
T AR HIR A 4 S 1 A 2 7 v ek L A U o8 i B sz A=
RS
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Table 6 Comparison of experimental results of digital domain attacks
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e— i I ‘

ccsieie AGNst! AdvHat[*®! ESZRPS

08 5-->00 = 96.12% 95.32% 94.00% 96.48%
08 5-->01 % 97.32% 96.76% 98.00% 97.21%
08 5-->02 = 96.43% 95.63% 97.00% 98.00%
08 5-->03 = 95.83% 96.43% 96.00% 100.00%
08 5-->04 =5 97.24% 98.33% 98.00% 97.66%
08 5-->05 = 97.65% 97.97% 93.00% 98.88%
08 5-->06 = 95.87% 96.23% 96.00% 95.54%
08 5-->07 5 95.71% 96.87% 99.00% 98.21%
08 5-->09 = 96.86% 97.96% 97.00% 98.66%
FHE 96.55% 96.82% 96.44% 97.85%

&7 YR 08 S ID PURME AL 1D KL
Table 7 Experimental results of ID 08 impersonating and attacking other IDs in physical domain

AEE-1 AREE-2 REIE-3(I ) ccsi16ie AGNs[ AdvHat!®!
08 5-->00 & 66.67% 75.00% 75.00% 75.00% 100.00% 66.67%
08 5-->01 5 75.00% 75.00% 83.33% 75.00% 66.67% 100.00%
08 5-->02 5 83.33% 83.33% 91.67% 83.33% 75.00% 91.67%
08 5-->03 5 83.33% 91.67% 91.67% 91.67% 83.33% 83.33%
08 5-->04 = 75.00% 83.33% 83.33% 75.00% 91.67% 66.67%
08 5-->05 91.67% 100.00% 100.00% 100% 83.33% 75.00%
08 5-->06 = 75.00% 75.00% 66.67% 75.00% 75.00% 83.33%
08 5-->07 & 75.00% 83.33% 83.33% 66.67% 75.00% 75.00%
08 5-->09 & 91.67% 91.67% 100.00% 83.33% 83.33% 66.67%
FHE 79.63% 84.25% 86.11% 80.56% 81.49% 78.70%

(f) Bt pE A

Figure 5
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E 4 085 ID WEFEHSYIRENERRELRR R

(c) Py ¥RhlfEA
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Ilustration of digital domain and physical domain impersonation attacks of 1D 08
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