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Abstract The deep learning based object detection algorithms have been widely used in many modern industry areas.
However, recent research progress suggests that they are quite vulnerable to various adversarial attacks, which can greatly
reduce the performance of deep learning models. Attaching an adversarial patch in the digital or physical space can make
the attacked object “disappear” from the object detector. Therefore, patches generated by the adversarial attacks can cause
major security risks to the deep learning models, e.g., automatic driving and intelligent camera evasion etc. Fortunately,
those adversarial patches typically have very distinct features, e.g., rich colors, drastic changes, and hence, plenty of high
frequency information. In this work, by tanking advantage of these features of the patches, we propose a mask based de-
fense method for patch attack that utilizes fast Fourier transform, which can quickly locate the adversarial patch in the
physical space. Specifically, we first divide the testing images into multiple pixel blocks. Then we use fast Fourier trans-
formation and binaryzation to extract and process the high frequency information in each block. The blocks containing
more high frequency components are masked. Finally, the masked images are re-processed using the original detection
algorithm. In that case, the detected patch is consequently located and neutralized, and the hidden objects can be detected
afterwards. This defense method is not related to the model or adversarial patch generation methods. It can be used as a
general method against all similar adversarial patches. In our experiment, we use two widely used object detection algo-
rithms in physical space to evaluate the performance of our technique. The experimental results show a defense success
rate of more than 94% in three commonly used data sets, which is 6% higher than the state of art method. This results
demonstrate the effectiveness of our techniques in real-world scenarios.
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Figure 1 Attack the object detector in physical world
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Figure 3 General physical space patch attack defense method based on fast Fourier transform
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binarization of pixel blocks containing different patch
areas
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Table 2 Summary of the performance of the defense against two typical target detector patches in the physical

space
YOLOV2 YOLOV3
[EXEREFN POETINEZN POETINETN [EXEREFN POETINEYIN
PG BIisE A 4 B G/ itk B
K Inwi 100% 0 0 100% 0

LGS[lambda=13] 98.39% 31.77% 45.45% 100% 88.68%
LGS[lambda=11] 98.39% 32.71% 52.93% 100% 88.95%
LGS[lambda=9] 98.85% 35.34% 61.48% 100% 87.86%
LGS[lambda=7] 99.19% 35.53% 65.55% 100% 86.63%
LGS[lambda=5] 99.77% 35.34% 72.01% 100% 81.31%
LGS[lambda=3] 99.77% 28.20% 70.33% 100% 72.17%
JPEG[quality=90] 99.88% 8.08% 72.73% 100% 26.74%
JPEG[quality=70] 99.88% 8.08% 70.81% 100% 24.56%
JPEG[quality=50] 99.65% 21.99% 72.97% 100% 29.20%
JPEG[quality=30] 99.42% 31.39% 69.38% 100% 74.22%
JPEG[quality=10] 75.72% 21.24% 41.15% 84% 38.47%
TMV[weights=1] 86.77% 25.94% 35.89% 97.93% 41.06%
TMV[weights=5] 88.84% 28.20% 34.69% 97.93% 40.79%
TMV|[weights=10] 87.23% 26.32% 35.89% 97.81% 40.65%
TMV|[weights=20] 87.11% 25.94% 36.36% 97.81% 42.43%
TMV|[weights=30] 86.42% 25.38% 34.69% 97.93% 42.16%
BR[depth=1] 100% 13.72% 71.29% 100% 19.78%
BR[depth=2] 98.27% 59.59% 50.48% 99.78% 61.26%
BR[depth=3] 79.75% 19.17% 3.11% 97.93% 22.37%
OURS[top 10] 100% 96.62% 94.50% 100% 95.09%
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Table 3 The defense success rate of dividing the sample into pixel blocks of different sizes

1% %YLK /N BlockSize) 40x40 50x50 60x60 70%x70

TOP 1 11.47% 11.47% 15.23% 19.36%

IR . TOP 3 23.68% 25.19% 29.70% 34.97%
AR A TOP 5 35.90% 41.93% 51.13% 53.95%
TOP 10 64.29% 74.81% 96.62% 86.10%

TOP 1 67.22% 57.42% 55.50% 51.44%

LA 3 e TOP 3 79.90% 77.03% 77.51% 76.79%
MILFARA B TOP 5 83.49% 82.30% 84.93% 86.37%
TOP 10 86.84% 88.76% 90.67% 94.50%

TOP 1 66.44% 65.21% 77.22% 85.00%

Ly ; TOP 3 75.31% 74.62% 83.90% 89.90%
AR C TOP 5 75.58% 77.90% 84.31% 91.95%
TOP 10 77.63% 79.67% 84.31% 91.95%
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Figure 5 Datasets with complex backgrounds
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Table 4 The defense success rate in complex background

YOLOV2 YOLOV3

RAEREA KHUAEA RHUAEA RAEREA PUETIWE VN

ik G AR D AR E L G AL F

AN A 100% 0 0 100% 0

OURS[top 10] 100% 63.16% 89.47% 100% 88.81%
OURS[top 15] 100% 86.28% 93.30% 100% 93.32%
OURSJ[top 18] 100% 92.67% 95.69%s 100% 94.27%
OURS][top 20] 100% 94.93% 95.93% 100% 94.27%
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