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Abstract Neural network models have been shown to be vulnerable to adversarial examples, which are the maliciously
crafted inputs with adding slight perturbation to the original natural inputs, resulting in incorrect classification by the ML
model. Such adversarial samples threaten the security of high requirements and key applications in daily life, such as
autonomous driving, surveillance systems, and biometric authentication. Recent works have shown detecting adversarial ex-
amples can be more effective than preventing them by enhancing models during training time. Moreover, the neural network
model is more easier to distinguish adversarial samples from original natural samples as its middle hidden layer capture and
extract sample information during training time. Therefore, we investigate the statistical divergence of hidden representations
between adversarial inputs and benign inputs on different layers in neural networks in this study. Our results show that this
divergence can vary among different layers. By identifying the most effective layers for identifying the divergence and the
statistical representation distribution of the benign training datasets, a framework for adversarial samples detection using fea-
ture distribution is proposed in this paper. The framework can be divided into generalized adversarial samples detection
method and conditional adversarial samples detection method. The former calculates the outlier score of the test set after ob-
taining statistical features by extracting the learned training data representation from each hidden layer. The latter obtains the
statistical features of the corresponding training data by comparing the prediction results of deep neural network models. The
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calculated statistical features include the L, norm distance from the origin and the correlation with the top eigenvalue of the
sample covariance matrix. Our experiment results show that both detection methods can detect adversarial samples using
hidden layer information and have good detection effects on adversarial samples generated by different attacks, thereby dem-
onstrating the effectiveness of the proposed detection framework in detecting adversarial samples.

Key words neural network; feature space divergence; adversarial example detection; outlier detection
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Figure 1 Adversarial samples detection framework

AN SCPTB PR ASL I ATE S 5 4 o I X A A
W7k | SOMGOREAAL I 772 5 2 A X iR A K
ML o X FIX PRSI I, # 2T il
28 EINZRRIZ IR i) . Bk, 76 3
JiiE, ARSCHEREAN KR P 3R U T B U 2R s

Ror, WA THENZREURE I GETH Rk, IF A Eq]
4T BE AL BURE AR (K I TR A S 3 0 2
FESATTTVE TR, AR SCH 13 2R AP 4 9 2 A5 )
T (0 T 45 2R, R 55 NS ) 1) I 2
HE ST IR o T34k, ASSCHEZMER P N 1 P



4 Journal of Cyber Security 15 V%4244, 2023 £ 5 H, H 8 &, HFH3 M

ANGTRFE, AR B BRI L e,
AN R R AR T i 22 R ) T S 1 R PR AT R
Pho SRR IAEEE, ARG EE L R
SR BB I — B AR, WADE HON S PIREAS . ik
P75 B R RS DN Y B2 PR PR AR
21 RBREFRTFHGITHHEHE

AT ARG THRAER X 222k B D KT I 25
35 x, LK 1 Dy (RS HUREAS X, ARSI BE D IR B
RN A AN, JF HAERLE R B Dy RRR
NG AR AN A o

FESER R, ASCRBL D A D, LG 2 28 9 2%
FIRFAE R RN, D A D, [ GETHEFIEAR T . et
W 2 AR (1 v 8] J2 2 Al Do R IR A, AR TR
ARG I RHUREA . Kk, A ORI R GE T T H,
Wi Z-Score S AAKIY:, 7EKR RN BRI HURE
Ao FEH 4 Wi, ARSCEE S S T U AT RO
B Dy, JFB5 IEXTHTREA IOV AL B . A SCHE Y (AR

BB ] DAHE) AT IS IR 2, HAT 2
2 TR . 6T RUZ IR VIR, A SO0 Z5 &
THEUNGRFEART) L ya gk, 5N GRPEA ) 7 22 5B
(T Bt AL i R T S ) o PR A DG

Il 2 AEL 3 AT LA, ResNet 125 [0 45 AN [i]
AR, NPUREAR A0 5 T R L, 53 A 22 )£
Bz 5. B 2 JER T 8l S L, G
H, BPFE £ 2 2 b i 3 AR IR AR 7 BIM(Basic
Iterative Method) A Jilé 1% HTAE AT 35 Il S Ei it —
WAL TARE S A rh e AR, ERGE)Z T, BEAKE I o
BRI BUEREAR MG 5, A HUREAR 5 152
oy B [FIFEHL, Wil 3 s, diid DeepFool J7ik T
AR B RE A, TEAN R R 2 B R AL
JEPE. #F ResNet #fiZe g, WiFfxdHirEA LA A
R B . BT IeiEA5 5 —RE R oR gt
FEIEBOE  r BEONIUREA, T A RBOR AR Fn 5ts,
PR AR SCAE DNN )8R — 2 A I peAE A

m Train Data
= Adv Example

6000

20 40 200
Data Level L, norm

m Train Data
= Adv Example

m Train Data
= Adv Example

6000

4000

2000

400 600 800 200 400 600
Layer 6 L, norm

Layer 12 L, norm

m Train Data
= Adv Example

8000 5000+

6000 4000
Q

g 3000
Z 4000

a 2000

2000 1000 4

150 200 250 300 50 100

Layer 18 L, norm

Layer 24 L, norm

m Train Data 6000 m Train Data

= Adv Example = Adv Example
4000+
2000+

150 200 50 100 150
Layer 33 L, norm

& 2 BIM MHRAEARFAIIZREEE L, 57

Figure 2 L, distribution of BIM adversarial samples and training data
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Figure 3 L,distribution of DeepFool adversarial samples and training data
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Table 1 Z-Score detection accuracy under different

Std scales

Z-Score il 2.5 8td 3 Sid 48td
BIM L, 100% 100% 100%
DeepFool L, 85.2% 81.6% 77.7%
C&W L, 65.9% 57.5% 42.7%

False Positive L, 28.3% 16.2% 6.5%
BIM Top Eigen 100% 100% 100%
DeepFool Top Eigen 76.0% 68.9% 59.4%
C&W Top Eigen 35.6% 16.3% 4.9%
False Positive Top Eigen 33.4% 11.3% 2.3%

3804 AR AT HUREA . DRI, B A 7 M (b 15
B, 4 NhRUEZE, Z-Score K E5AT5AR LLAEF K 1 BH
P2 ok 98 S T PUREAS, TR AR N [ ZE 1]
fEH, M 28.3% RFFER] 6.5%, M 33.4% K FEH] 2.3%.
SRR R I3 AT B 5. BIM A% AE L, Hh R
FEAAE H 5 T RREA I 2K 2, DeepFool [¥] L, £
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Table 2 Z-Score condition detection

& 2 Z-Score M

Z-Score il L T 5 bji JiE b0 T e i R At
BIM L, 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
DeepFool L, 64.7% 62.5% 733%  77.6% 152%  42.8% 25.3% 61.8% 96.9% 87.5%  60.8%
C&W L, 41.3% 63.3% 66.0% 642%  92%  34.8% 12.4% 347%  70.5%  52.7%  44.9%

False Positive L, 6.5% 6.9% 6. 1% 5.4% 16.5%  10.0% 15.2% 11.8% 2.1% 8.2% 8.9%
BIM Top Eigen 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
DeepFool Top Eigen 45. 1% 40.6% 26.7% 564% 152% 11.4% 24.1% 263% 959% 75.6% 41.7%
C&W Top Eigen 20.6% 25.0% 8.0%  37.9%  4.6% 6.2% 7.3% 49%  449% 182% 17.8%
False Positive Top Eigen 5.6% 5.4% 9.8% 7.4% 3.2% 4.7% 2.8% 103%  5.7% 9.7% 6.5%
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Table 3 Performance of other defense frameworks
7k BIM DeepFool C&W
SEP Al 10.6% 10.2% 17.0%
fE: 5 K 10.0% 10.1% 17.2%
2% )y B 0.5% 26.3% 38.2%
RAE E 4" 0.4% 9.8% 18.8%
SERLTT 8.9% 9.2% 23.2%
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