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Abstract As an effective method for solving complex problems, the neural network has been widely used in medical
imaging, autonomous driving, and other fields. However, neural networks are very fragile, and adding a tiny perturbation
to a sample can cause the neural network to make wrong judgments. When the neural network has erroneous behavior, the
common repair method is to retrain or fine-tune the neural network, but these methods require high costs and cannot guar-
antee complete repair of the erroneous behavior.

In this paper, we focus on the problem of the complete repair of neural networks. Given a neural network to be re-
paired and a target sample set, the problem requires the repaired neural network to exhibit 100% accuracy on the target
sample set. In this paper, we propose a neural network repair method based on the idea of divide and conquer. In this me-
thod, we continuously divide the target sample set into smaller sets until the sample set reaches an acceptable size and then
repair each set obtained by division one by one to obtain a local patch, and finally integrate all the local patches to get a
patch for the entire feature space. Experiments on two public datasets demonstrate that our method outperforms current
state-of-the-art neural network repair algorithms. For the target sample set generated by the adversarial attack and back-
door attack, our method not only completely repairs the behavior of the neural network on the target sample set but also
improves the accuracy of the network on the test set generated by the same attack method by 55.79% and 55.79%, respec-
tively. 60.59%. At the same time, our method can avoid a large reduction in the accuracy of the repaired network on the
standard test set.
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Table 3 Comparison of repair results of DACRepair

and NNRepair
Method E(%) D(®%) G (%)
DACRepair(-1) 100 17.02 3827
MNIST spv DACRepair(-2) 100 2,05  55.79
NNRepair 32.67 3.14 10.4
DACRepair(-1) 100 12.57 1.46
CIFAR10apy DACRepair(-2) 100 6.08 1.19
NNRepair 3476  0.27 0.27
DACRepair(-1) 100 0.07  50.79
MNISTrors DACRepair(-2) 100 0.01  60.59
NNRepair 96.36 3.11 45.56
DACRepair(-1) 100 0.94 24.39
CIFAR10po1s DACRepair(-2) 100 0.57 3.79
NNRepair 96.08 0.61 3.77

33

TS EI e e e £, AR AE RQ2 Al
RQ3 AT IR

U AT TR, PRDNN Mk LA Ak B K RIS (14 4ol
ZMBEE . ERATPE T, PRDNN 74 {3
KO A B2 AR A 18 52 2 I A DU A fi i ) SR A v
BIHIN T A A7 R 1)@ . Hoh PRDNN 5 DACRepair
153K i MINIST apv 1 CIFAR 10 pv 25 1 #) A AT AR
I i) RS TR A AL W ] 3 BT

60

Y
o O

[
(=]

S
@
-

KA N AFIFE (GB)
&

0 !’ ____________ L |
0 5000 10000 15000 20000
HRREA S G U
----- MNIST_DACRepair CIFAR10_PRDNN

MNIST PRDNN  —e— CIFAR10_DACRepair

3 PRDNN 5 DACRepair B7FHFERI L LLES
Figure 3 Comparison of Change of memory consum-
ing of PRDNN and DACRepair

MELE 3 ATRUR I, DABIECE — 2 B5EEE R
&)=, PRDNN LKA NHH KB N -5 H bR
R IR S IE L, 7 B bR B S U AR KIS A7 T
FEIR I =y, DRI TS558 v %) 1) TGRSR A o 704
Ja IR EEZ A B EZE T, PRDNN £EK i
AN AN IR T GRS G o AAE SR AR MNISTeors
I EAF 2 T — A0l AT % . Kt PRDNN 15256 45 1
KB JER{ER 2

MELRE 2 P E s T LUK, AT NNRepair,
DACRepair 75 = r] @ [¥] K fif o115 21 T Lk NNRepair
HUAF 4 . DACRepair MUSERBER T HHE 4%
e HARFEARSES EIAT A, T HO T ARl A4 |
(1) HE A 23 AT /b, LA AH [R) 20 A 1R 2008 4 1
FigmE L. HTHH T NGEDRIEREAR, il
NNRepair f % 514G 242 8 55 W9 2 A brifE 4L
Pt EIUERG R4 . 78 CIFAR10apy 08845 |, B
X NNRepair (& 5417 K AR AENASE EAERRZR 1) R
R/, {HJE NNRepair (VB R T HbrFEAS A =
WA, HABEE G M2 7E & MR B AEf
AN T 0.5%).

ZEE L EWLEE, FRATTATLARIZE RQ1. DACRepair
AT LA 200 SR AR A RS (1) b 28 P 2845 55 ) . AH



34 Journal of Cyber Security 15 V%4244, 2023 £ 5 H, H 8 &, HFH3 M

L FEL A TAF, DACRepair 1] LLALFHE 2% 1ij () #4145 /0 2%
1693 T H LA B (F)— Se A AR I H R AR A,
BEIERA W& GE /E H bR FEARE S LRI
100% [ e i % o 5 b R, o K R
DACRepair 155 )5 (1) 9 45 7E brvAE IR AR L F0ORS B 43
KN, HAEY B bREEAREE S P AEAH [R5 A 1 SL
A A L R 2 AR
5.2.2 RQ2 F ] BUANAR ) 5 M

7E MNISTapy F1 CIFAR10Apy H 15 B A [A] [
Sizegioweds g R E 4. B S5 .
e BRSO b HORE I Bk

: RS B4 b HORS FE 4T

0.4}
o
> 03t
2
o2t

i I e

0.1
0

100 200 300 500 1000

4 MNISTpy L3 PR [Esize gpopeq BB RIS
Figure 4 Influence of Different Value of size,;oyeq
in MNIST opyv Experiment

e FREBORAE F ORI

AR EE S LIRS

I
w

KA
g

I
—

500 1000 1500 2000 3000

SIZ€ yjioved

100 200 300

Bl 5 CIFAR10,py K3 R AREsize poweq BRI
Figure 5 Influence of Different Value of size,;oyeq
in CIFAR10,py Experiment

)‘)\@E‘jﬂu%'ﬁh, &E%Sizeallowedﬁﬂ{ﬁﬁj{, 1@
A Jr A I 4 AE BRI S B (VORS EE B R AN LE A )
IATEAE AL LIRS R T & BT XD,
Wi sizequowea N, BE—>F [ A 55 (1 AR A
6=l p I LN i L (O E DR TTR
Bt 389K, AR 2 ] 1 70 v 1) A O AT 1Y
I, KW R AN TG A OF BT AR, P
LA, BEAE 7 i) b PR AR A 1 B 0 R b A v
FI K, SRR 45 2R A AN T 3kt G i i B
KIEIE R, ABR) IS B A1 [ 23 A (10 8 1z A6
RE Bz P . PRI, FEb T iz AL ae A el 4E

ZAAAFAERUAT o BE R IR AR AR & R 25 7 SR BE AT 11
ZAGRE D), AR 2 S 3B 5 S 1 W 45 0 AR R 4R
BB EEy e S N S 1 i

EAERN A2, RINEXLLNEET
Sizeguowea 1 22 A0 Y0 [l 24 100 | 5000, fH 4
Sizeqoweq %W B IIL KNI (£ MNSIT opy S50 H K
T 1000, 7 CIFAR10Apy H KT 3000), 73 fiFf32011
I ) R S A7 AR LR PR ) FEOC R I Dl . AR
TSR R FE SO AR AN A Tk
e e e O S P SYE e o e d N S 0= % g =l
BT AU A e B AF AR BRI, 7 BB IR A
Hom il TR AN TS RE ), e LT )
TCRR I B o

g L g T, FRATTAT LA RQ2. T4
AT ) A R 2 AN TR AL B ARG [ e, B
DAY 7 ) R AR K, SRAFIIR kb T BA s
UFMZ A BE T, R IR B 2 5 80U K5 X 45 0 btk
el BroukEefR R R I . U7, Tk
PEAN T 04U e AT B, 9T LA 27 ] 70 RS et
TERPEAN T AT DA 2 1) B KB, ) K A 2
ORI DL
523 RQ3 ARABEEHIZM

T RIS 3, BATAEDUAN S 5 By DA
Je — 2 B2 R B R R RO R R e R AT
TN, P ISR s R RS A A 4 0 2% 1 U A
AR, LIS AE R WK 4 PR

*4 TREERMESELNZIN
Table 4 The Influence of different repaired layers on
the repair algorithm

L T (s) D (%) G (%)
-1 56.99 17.02 38.27
MNISTpy
2 202.91 2.05 55.79
-1 2207.37 12.57 1.46
CIFAR10 pors
2 7789.79 6.08 1.19
-1 5995.17 0.07 50.79
MNISTpy
) 230,01 0.01 60.59
-1 6349.77 0.94 24.39
CIFAR 105015
2 13472.65 0.57 3.79
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Table 5 The accuracy of the four neural networks to
be repaired

Size TS (%) ST (%) GT (%)
MNISTg 10,000 34.38 97.45 32.15
MNIST 10,000 4429 97,39 43.04
MNISTs, 10,000 54.16 97.63 52.80
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Table 6 The Influence of different location of re-
paired layers on the repair algorithm
L T (s) D (%) G (%)
-1 33.06 58.53 18.85
MNISTgs -2 34.22 37.83 20.35
-3 33.54 8.67 23.80
-1 53.94 50.06 15.00
MNIST 2 -2 54.05 33.43 15.61
-3 53.75 7.73 20.70
-1 102.72 54.21 12.95
MNIST,s6 -2 96.24 41.23 13.94
-3 92.84 7.51 15.94
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Table 7 Effect of hyperparameters on DACRepair
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