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Abstract Due to the inconvenience of traditional password authentication methods, biometric identification technology
stands out due to its convenience, reliability and traceability. Among the different biometric technologies, iris recognition
has been proven to provide high recognition performance and stability, and it often used in areas with high security re-
quirements (e.g., authentication management of confidential organizations). In these fields, the number of users is often
confidential and cannot be disclosed. In recent years, attacks on iris recognition have become more sophisticated, and the
number of users obtained may lead to additional information and greater security risks. However, the existing secure iris
recognition schemes only consider reversibility, irreversibility and unlinkability, and do not consider protecting the number
of users.

In this paper, we propose a secure iris recognition scheme that protects the number of users, where each user deter-
mines the number of registration templates based on the result of random selection from their own iris feature data and the
system parameters together. it is difficult for an attacker to infer the number of legitimate users of the system based on the
number of iris templates stored in the server. The scheme proposed in this paper can be effectively combined with the ex-
isting secure iris recognition scheme. The theoretical analysis results show that the proposed scheme can protect the num-
ber of legitimate users, protect the number of new users, and prevent associated attacks. At the same time, in addition to
maintaining the revocability and unlinkability of the original secure iris recognition scheme, it can further improve the
irreversibility of the original secure iris recognition scheme. The experimental results show that the probability of the at-
tacker correctly guessing the number of legitimate users is less than 15%, and the relative error and the relative expected
error are more than 10%. Therefore, the proposed scheme can effectively protect the number of users. And it will not have
a large impact on the recognition accuracy of the original security iris recognition scheme, the difference is within 0.55%.
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Table 6 The GAR (when FAR=0.01%) of RBS_NP scheme using different un

un

HiRE
10 20 40 60 80 100

. RBS 98.93% 98.40% 98.73% 98.84% 99.02% 98.80%
RBS_NP 98.71% 98.81% 98.94% 98.82% 98.68% 98.58%

RBS 99.48% 99.32% 99.05% 99.47% 99.38% 99.35%

RBS_NP 98.84% 99.19% 99.51% 99.48% 99.19% 99.39%

3 RBS 98.87% 99.26% 99.40% 99.29% 98.87% 99.04%
RBS_NP 98.93% 98.90% 99.15% 98.74% 99.26% 99.13%

£ 7 FAR=0.01%B}, FEIEIEELER RBS NP AELR[E un 89 GAR &
Table 7 The GAR (when FAR=0.01%) of RBS_NP scheme using different un in different dataset

un

10 20 40 60 80 100
CASIA-Iris-Interval 98.93% 98.90% 99.15% 98.74% 99.26% 99.13%
CASIA-Iris-Twins 95.04% 94.33% 94.79% 94.54% 94.90% 94.53%
CASIA-Iris-Lamp 96.13% 96.47% 96.62% 96.53% 96.49% 96.14%

% 8 FAR=0.01%F%, RBS NP /X[ un) i GAR {&
Table 8 The GAR (when FAR=0.01%) of RBS_NP scheme using different un)

un; 1 2

6 8 10

GAR 99.02% 99.17%

98.74%

99.09% 99.09% 99.08%

4) SEEG VY R G KALE mb, R mb, X R R
JEE 1R 50

JEHL RBS 7 EHIE 3 dlh S8, 1otz
mby, =6, uny =4, X mb HATSHOPEE, WL
FH PSR RS mby 55 AR 7 AR R 5200 o 1 9 P,
BUNNE BE IR B K22 A 0.15%, 1T LAAS 3] mb, Ao
X EOIRG FE 7= AE BOR IR 5E
% 9 FAR=0.01%F7, RBS NP 5 ZEF[E] mb, # GAR &

Table 9 The GAR (when FAR=0.01%) of RBS_NP
scheme using different mb,

mb, 1 2 3

GAR 99.55% 99.40% 99.48%

W 58 mby =2, uny =4, Xt mb, 475K
B, WLEE D BOH AL FH K mby XU BIRS B A 15
Mo IR 10 o, YRGB i K22 5 A0h 0.13%,
AT LA 2 mb, A2 PR FE 7 AR KI5

L5 LFTR,  mby Rl mby 2% YUK B AR K
SO, 250 S A5 B S5 S wn) N2 UK 15
T R RS, X = AN SR 4 R B 7 R

O R AR K, 3k T WA T A 2 A
AR IK) 7 3 AN SR K P38 RS o

%10 FAR=0.01%Ff, RBS NP 5 X1 [E mb, B GAR {&
Table 10 The GAR (when FAR=0.01%) of RBS_NP
scheme using different mb,
mb 4 5 6 7
99.40% 99.39%

GAR 99.44% 99.31%
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