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Abstract Third-party Library (TPL) has become a vital component in mobile app development. Developers usually inte-
grate TPLs into apps to realize specific functions such as advertising, message pushing, and mobile payment, thus im-
proving development efficiency and reducing research and development costs. However, since TPLs share the same sys-
tem permissions with its mobile application (host application), and developers always lack understanding of TPL’s security
risks, security and privacy leakage threats caused by TPLs have occurred frequently in recent years, causing serious infor-
mation security and privacy leakage problems to the public. TPL traffic identification is of great significance for
fine-grained traffic management and security threat detection. It is an important capability to support the determination of
security responsibilities between the host apps and TPLs, and a critical detection method to promote the development of
TPL security compliance. Unfortunately, the existing studies on TPL mainly focus on TPL detection, privacy leakage
caused by TPLs, etc. To the best of our knowledge, there is little research on TPL traffic identification. To this end, we
propose a new framework, named LibCapture, to identify TPL traffic. The framework first designs a method to automati-
cally generate TPL encrypted traffic datasets based on dynamic hooking and TPL detection techniques. Secondly, for pri-
vacy protection and data sharing, we propose a CNN-based federated learning (FL) model to identify TPL traffic. Finally,
we apply our framework to 2327 real-world apps, and the results show that our proposed framework can achieve high TPL
traffic identification accuracy, and demonstrate that FL can achieve similar accuracy compared with the non-FL method. In
addition, to study how the local datasets of participants influence the global model during model aggregation, we analyze
the impact made on the global model when the participants in FL have different local datasets and point out the further
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research direction in different scenarios.
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Layer(type) Output Shape Param
Convld-1 [-1, 16, 75] 96
Tanh-2 [-1, 16, 75] 0
MaxPool1d-3 [-1, 16, 25] 0
Convld-4 [-1,32,21] 2592
Tanh-5 [-1,32,21] 0
MaxPoolld-6 [-1,32,7] 0
Linear-7 [-1, 128] 28800
ReLU-8 [-1, 128] 0
Dropout-9 [-1, 128] 0
Linear-10 [-1, 5] 645

Total params: 32, 133
Trainable params: 32, 133
Non-trainable params: 0
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Table 2 Overview of TPL

TPL

com.qq.e.comm com.baidu.speech

com.bytedance.sdk com.alibaba.sdk
com.amap.api com.tencent.bugly
com.kwad.sdk com.google.analytics

com.baidu.mobads com.kuaishou.weapon

com.oppo.upgrade
com.flurry.sdk
com.anythink.core
com.tapjoy.TapjoyURLConnection

cn.magicwindow.common

cn.jpush.android com.mopub.volley

com.alipay.sdk com.iflytek.cloud
com.weibo.ssosdk com.sensorsdata.analytics
com.huawei.hms com.adjust.sdk

com.evernote.edam com.google.firebase

com.umeng.commonsdk com.qihoo.sdk com.uc.sdk com.google.ads com.igexin.push
com.uc.crashsdk com.tencent.tbs com.baidu.push cn.jiguang.jmlinksdk com.pgl.sys
com.baidu.mobstat com.appsflyer. AppsFlyerLib com.sigmob.volley
®3 BIREKIRMA
Table 3 Description of the dataset
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Kl di f KR 23 2 fl. f2 5 FEARCR A, S0 B
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4) FEEAREE b 120508 2 4y, Srolidh dl.
d2, A BdEsE d1 a3 A0, BdlisE d2 w2
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Table 4 Description of experimental details

i SEHG T POYNART] Ygrde Wik&E s Accuracy Precision Recall F1-Score
1 al a3 38 60.52% 3.00% 8.57% 4.44%
2 43.1 bl b3 5 69.29% 55.15% 65.36% 59.82%
3 CNN cl c3 5 72.73% 71.40% 71.39% 71.40%
4 132 dl d 5 36.25% 48.04% 25.85% 33.61%
5 el e 5 47.65% 48.98% 28.67% 36.17%
6 433 fl f 5 83.05% 81.62% 82.49% 82.06%
7 al. a2 a3 38 62.01% 26.00% 20.91% 23.18%
8 4.3.1 bl. b2 b3 5 70.09% 57.09% 63.62% 60.18%
9 TS ONN cl. c2 c3 5 80.53% 78.88% 79.00% 78.94%
10 432 dl. d2 d 5 54.06% 42.54% 46.14% 44.27%
11 432&434 el. e2 e 5 60.01% 59.56% 60.12% 59.84%
12 433&434 fl. 2 f 5 92.34% 91.28% 91.66% 91.47%
13 el e 5 57.49% 78.59% 60.25% 46.05%
14 AppScanner 434 fl f 5 95.97% 95.65% 95.68% 95.65%
15 gl g 5 95.04% 94.63% 94.74% 94.57%

&) HUUIE o B4 2 (h, AN 1. 12, 3 P
B 1. 2 [EAndh £ TP+ FN
7 B ¢ R T0%E IS, i gl 1 g precision* recall

FiA 30%E M IRER, 0k g2, AL g1, g2 1
MAEA go
4.2 S REETMERR
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B AT VPAl o ARBEMFEASE N “17, AT TR
SERN 17 IFEA R IEREAR, JLABARZEFEA R F
Ao B¢ TP(True Positive) AR FRZS A “17 15k A
) “1” BIFEASL, TN(True Negative) 4B oAl bR (1)
H s A W A 0 AR A (I AE A EL, FP(False Positive)hy
W FAD AR £ s I “1” A4 L, FN(False
Negative) A WEARZE A “17 [ HIKT R A AR2E 1
FEAS PRI DA EAR I FRAE TS 2 X S B
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accuracy =
TP+IN+FP+FN
.. TP
precision =
TP+ FP

precision + recall
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2 55 %) LU S2 6 o 5286 1-3 FIsEy 7-9, s
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B, WIIRSER M4 F 8 %, CNN B UE i R o4
60.52%, FEHIEK 3.00%, HREEA 8.57%, B
CNN #EFIZ A 62.01%, FiffiZh 26.00%, #[H#HH
A 20.91%. XN RITRIEFEFEF ROC 26 Wil 7-8
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