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Abstract *Bitcoin, the first and the most popular Blockchain-based cryptocurrency, has attracted more and more users
and investment. Because of the anonymity and decentralization of the Bitcoin, it has become one of the most common
ways for malicious entities to launder money. In recent years, it is reported that Bitcoin has been used as a medium in
many illegal actions, including cyberspace hacking, darknet marketplaces, money smuggling, scams, and blackmails. To
combat such malicious behaviors, it is crucial to identify the roles of Bitcoin addresses and purposes of Bitcoin transac-
tions of interest. However, existing solutions only partially addressed this problem and had poor performance in recogni-
tion. In this paper, we propose a novel machine learning (ML) based solution BATscope to address this problem. BATS-
cope can accurately identify the Bitcoin address type and the purpose of some transaction behaviors (e.g., mixing transac-
tions). At the core, it iteratively and automatically augments the training set of Bitcoin address labels with some reliable
heuristics and a novel pilot prediction method, and thereby continuously promotes the ML model’s performance. Evalua-
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tion results showed that BATscope can recognize obfuscating-based mixing transactions with a precision of 0.99 in the
public dataset and recognize the type of Bitcoin addresses (e.g., attackers) with a micro/macro-F1 score of 0.9621/0.9567,
much higher than existing solutions. Besides, the result also proved that our reliable heuristics can augment valid address
labels with high confidence and pilot prediction corrected mislabeled addresses to further promote model’s performance.
We use BATscope to further analyze the mixing transactions in Bitcoin, which revealed the relationship between malicious
addresses and mixing transactions. To demonstrate its robustness and usefulness, we also used BATscope to verify known
malicious addresses and help law enforcement authorities analyze unknown addresses and close cases. The case studies
showed that the result of BATscope is reliable in practical application.

Key words * bitcoin, address classification, machine learning
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Figure 1 Illustration of a classic money laundering
process in Bitcoin
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Figure 6 Number of mixing transactions per week

TEAL 45 AR Sl 1 VR AL S 1)) LA BN [A] £
2013 FEZ FIIL AT IR TAZ 55, LI 2R TR AT )
(AE eI AR b S B IDRE Hb bk (satoshi dice) &
E L), XA LA ) il S R 2 ik (Vanity ad-
dress, fif LU b 2k v 5 A ] 000 (9 540, bk
1dice7fUkz5h4z2wPc1wLMPWgB5SmDwKDXx) H' [1] 4
TRFFF (dice A Tucky)RAUE I . 2014 SR {ETR M AS 5 1
B AR IR I K B B R K, X ] DA ik
2013 4F 8 Y CoinJoin AN Al 2013 4F 11
1 Shared Coin™ {1t 1) 4 ek 1 AR 45 SR ARRE o 2 Ji v
A G B 1T, 162014 4F 3 HikSE(E, X—
MBABWISCHER[21]1 5738, BAh, Sat v e R m
e, TATRARR] T RSCER21AH R 4518 .

20154 1 H, IR MAZ 5 MR TRIR T FE, TG4,
RER2]T PR 4 R, A H WX & T
Shared Coin [SEILHEAT 75, B9 7 X454 API
s HERY, 2015 48 5 H, A JoinMarket®> % A,
TR T AT S R B8 3 — PRI 4G Bl S R R 2%,
A §E55 Shared Coin 7£ 2016 4F L AR5 1R IR S %
201746 20 HEI 2018 4 4 H 16 HA A, WA
Dy B BEARAE TARE, X — ARG LR M ) Sk
2 5y BB Wasabi £ F1 Samourai &80 f5 T 2018
7 HAM 2019 FEFIHRIRAR T RS, SERT
A 5y TN

SR KA, FRATTIHE B U ST DL B A A
PV B 2 R AL S, JF HICBE D 32k e 1) 73
AT WA LORe D S i A ORTR AT 5 1 R A
UE B BAT I H (R RO S92 0 T 5
52 RAERHIEERITE
5.2.1 FEWE

TATE SR B WAL T7 1k o FEARFR A H A



TR % BATscope: Hus g ik A i A2 2 1)

kB 22w TN A 26000 AL, A
Blockchain.info/tags WalletExplorer fll BitcoinTalk %5
INTF S SEE SR, WG 7 FRAS AR, BPAZ 5
HYIP(E UG BBt i H ) KBk . R4,
AT .
AT 2018 4 1 H 4 H = 2021 4F 6 J 8 HIWIX kR
H (1) Coinbase A8 & A FTWCEAED k. A 18 5
FoRs M RA20 T ke TAe0E, WM E A
P, AN BRI T, B IRATA LA
N HAIX L Coinbase AC & (1) LT A i Hi thuhk #0 J T
it Zo0d 2o AR BBt U, AR T
434 AN 3,319 AN o FATTE i SEFRAS 5
FI RichList™ V45 28 FF 9 46 9 Y5SCHE 1 441 250 A2
Syfithl. BATEREMN 2021 4F 5 H 15 HZHT Bit-
coinabuse! [ 1 PR AE R Mk, 3% RS A R
TR B R A AR VRS BGR SEA
LS mithhEk . Bitcoinabuse H 4R 45 R bk id L
B LA K T RIWE K AT 2 R vl S A8 5y i
Hudko FRATVIE I R MBS Al i rh i 1000 2EAZ
Gy b s pE s L R (AL B BT, AT E] 13,
379 AR, BRA, FRATR AE 40 g
HYTP( i RS 78 T H )bk s i 215% & 28000 . %t
T LR TR P, FRAT DT kY 3 e
Ja R REFESREUH bk o R TP AS [ 2R I 2L
i, AT T 10% G E R A bk, S8 T
2060 > ik

TEARSCH, O T A IR T 0 A 0 s o ik 3% &
T8, AT LA 5 BT (Exchange) « % & dik
(Malicious)~ "t (Pool). #" I.(Miner) F1 ¥ 1 F F
(User), PR ILAMEEAG “ HADSET” (Others), FF
XX e e AT 32
522 JBRATTEM

BAEFRATTVEAG Mok 5 Ji ) e 07 ST S
BAMAEAS y pr ik B T 3@ A 8 R 7, T4
BAIR R TT 25— 3R TR T L.

9

B TR 558 5 P & 4E, W] LUBCER A X B 2
MIAZ Zy P kit 76— 2650 44 bk R B0 R4, v LA
YENZ %) baseline. FATERE T 4LAL 5 Tk,
R FEAE 55 1) 10 /N4 5 B ik Fc £ 19) 55 b 240 A
A oy Bl AR R R 07, FRAT TR A
Mk 2y e S 75k RN 386k Mk IEAT B BTk, IF
FH B MY AR A 1 v IR L i e b i (g 2R

2 % B b R A ) K R b ik 1) K I )
FEAH, T 75k ik, AT 1) 1%, FFi
Tk A P e R ik, R R XIS RE 10
o T 386k ik #, FATIr AL ) 1% A0
10% 47K o FATTAE FH i o ok A0 FeATT 1 38
Ja R AR PR, RIS Mk B 00 O 22 5 P
(I HE b7 SRAFE I e ik v (R s . e A, FRATTaE
EEXF At T R R T e i T ] R s
il 22 A b b1k I 2 AN [ PR AT 25 (Can 7 341 25 % vh 7k 4R
REEAT ), BT b A~ HiES
Coinbase A2 & J-AF A bk o Wi iR — AN bk A2 5
eh R A N 0] UTE LB A 195 21— Coinbase 48 %y,
BATA A A H kg T — AN o 38 3l H e kX,
AT RN 1, 076 DB RIEHAE, JER H AR Bk E
WWE N 3. 58,

SERNER 2 Pis e MR T LUE H, FRAT i
JA RIS R o AEXF RAFEE A (1 BT -+l
TR, MR AR R IRAT By I A e 25 1) i v FR 4
4 90%, I H AR I a b 2R AR EF AN A E 7
R HIMEIE S 5y R (S 5 B 2), FRATTR A X AT54R
AT AR R R A R . TR IRSS A T iR
ol i A LR S, DO 58 Ok EAT AR
T, MR 2 B k38 A A AR . R, F
il &5 Fn] IE BT 8 R O VE R T SEdE . b4,
BT A R X O iR IE Tt D 0 1 ik
JEHLHET] LAE 8 Bk 1] LLIIYE 2] Coinbase 22 &), 14 HH
T8 JE e X7 92 S n] LA It btk YR AF H 8
et

*2 BRBAXTETME

Table 2 Evaluation of the general heuristic
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Figure 7 The confusion matrix of model with basic data
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Figure 9 The confusion matrix of model with pilot
prediction
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