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Generative Image Steganography Via Conditional
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Abstract In recent years, the field of generative steganography has developed rapidly with the widespread use of genera-
tive models. Generative steganography is a technology of generating stego images directly from secret messages without
real images. However, existing works can't control the generated image content, thus can't guarantee behavioral security
during covert communication. To address the above issue, this paper proposes steg-Cinn, a generative image steganogra-
phy based on Conditional Invertible Neural Network(cINN). In this paper, we formulate the data hiding as an image color-
ization problem and the secret data is embedded into the color information for a gray-scale host image. First, the binary
secret data is transformed into latent variable that follows standard normal distribution using a mapping module. Second,
we use a conditional invertible neural network which uses gray-scale image as prior to guide the colorization process,
where the latent variable is mapped into color information. The colored images generated by steg-Cinn can match semantic
content of gray-scale images, thus ensuring behavioral security in covert communication. The comparative experimental
results show that the proposed method is able to control the generated image content and generate realism colors, indicat-
ing good performance in terms of visual concealment. For statistical security, the proposed method can resist the detection
of steganalysis successfully, where the detection rate calculated by steganalyzer is 56.28 %. In addition, the proposed
method can achieve 100% bit extraction accuracy with the hiding capacity of 2.00 bits per pixel(bpp). Therefore, compar-
ing with the existing methods, the proposed method achieves good comprehensive performance in terms of image quality,
statistical security, bit extraction accuracy and hiding capacity. As far as we know, the proposed method is the first work to
use cINN in image steganography. Since any information can be binarized, we can embed data with arbitrary types into
images, thus bringing practical utility in the real-world.
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Table 1 Related work about steganography based on deep learning
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Figure 1 Difference between embedding based steganography and generative steganography.(a) Embedding based
steganography.(b) Generative steganography.
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Figure 2 Framework of affine coupling layer
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Figure 4 Distribution of noise latent variable. (a) Distribution of noise z in embedding process; (b) Distribution of

extracted noise z’ in extracting process.
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Figure 6 The training process of the proposed generative steganography framework steg-Cinn.
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N T ARIZ A B I Se 50 45 R A NAE R, I 2R3

P15 T Coco®™ i 4, M EHii% H BossBasel™
HmgE . HA, Coco®EHa 4 i 7 K kb BE H A E AL
WM E . PAXTEL 7% steg-glowBOUA 1, S48 A ok
L RIEIE RN Z steg-glowBOUR L I 2RI fryAs
B ot — Sl L R 1) NSRBI T & X
EIZ . DA, steg-glowBO I ZREidiE R )2 70 2K 2
Ja ] Coco™i#asE, s Rikizf AY. AT Ik
WEVI 2R 48 BLEE o0 AT (R~ 1, 0 2R e AN B
BN IR 3 22 2 3 RO SR BY (crop) o TR T4
3L J7 V2 (steg-Cinn) F1 3 & W5 > X L J7 7 (ddhl1o1 Al
udhl'7), i Cocol*E Hm 42 it I i ) AN 75 22 73 2 il
REFRHERAE o EAN, FrA B TN SRl ) 5
Wiy PNG %3, JFRE N 128 X128 B H%.
4.1.2 XTHITEE

ARIIEFE T =PI TR B 24 N 2% (Deep Neural
Network, DNN)HI& S 75 VA A% L7 i (baseline),
B2 steg-glowB | ddhl'VF1 udht'7, JH i,
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(Dsteg-glowB g TAE AR S, BRI WIEE T &
BT 4% Glow!®), 3= BLEAR AR G & R
T 2 e R A T R AR, XN IS RN TR RS
HAEBGS S, XT steg-glowPR i, #AAKEIE
& M IKE)) Glow W TE 6 i) 8, &% E1E
T 2 8 i il 5 Y S B SR 2 i ) 7 R B Glow! 31 Bt
PEME . BT Glow*I g KRR mTH, Fitk steg-
glowlBO 5 B BETT DA i AN 2%, AT DU 2 s, M
T ] AT AR K SR 25 A5« (2)1f1 ddh!'IF0 udh['7 g+
MAREE, e, H 4wl 2% (Auto-Encoder) A 45 14
B, DAFLSE HAREMEOAEUAEIE, LL encoder %ith
1 UG R R - 7772 ddhlMoVRT udhU 73] fa) (1) iR 4
£ 55 215 EAR R BE R R, BIARD 25 9 2 A B 72 K]
1%, B ERIA 24 bpp. 1HAE, EATBHA T X HhE
TH SRR 20 . PEROR T, ASREERR IR —
T 1% T B8 5 ARFEA S N ) ik, X RAGHR . ™
TERIEEEENAZ steg-glowPOFIA S /774 steg-Cinn IXFE,
FELCRRAVE RN e BRI, DR 7 SIEEGXT LU AP,
FELEHS ddh( IR udh( RS B BGR LEAF IR 2 B
T R, S R B AR S R R .
413 ARiBEX

AL S AR RS 3 B B (cover) EIR
%% (stego) B . H, BT ddhl'F1 udh!'JE T
RS, I LI P b 7 32 0] 2 PR 344 2 T8 5
SRER, oF B2 % B 252 ddh OBl udht gy H (1)
K%, T steg-Cinn Fl steg-glowB3O4 J& T 4E i fa 5,
JIt LI P A 7 20E I PR 84 2 M 75 3K )] steg-Cinn B}
steg-glowPO & B i G, X W 5525 PG 2 28 o i 3
IR 2 S5 B K steg-Cinn BY steg-glow!®”]
AR
4.1.4 PHIERR

SEIAE Y T DU AN 48 AR (metric) X A SC U7 ik
steg-Cinn  F1XJ bt 523 (baseline) 347 VEAY . AL i &
(visual quality) Ztil %4 (statistical security)~ Pk
% F (hiding capacity) M1 HU#E 1 % (extraction accu-
racy). TEMRFRIIRIALIT .

1) oot B AR E — N Ba S 55 B 8 0 Bl
Yo ARSCH, N T SEBGXT LU AP, AT G
2% M i E PEYr (No-reference image quality as-
sessment, NR-IQA) T BBk & 1A &3 T4
ALl B ] L HL (W PNSR. SSIMI*)skeffiy i
XA, A AN 771 (baseline) 2 —, steg-glow!3]
T — FhE B 2B o 2w BRI 25V B T i, T
THESLEB 2. B, steg-glowBOB A F A HE 1
(Ground truth, GT)EIEE NS HE EE, FrLlE A aefd

FH B T AH AL B2 5 1l T H ORI A s BUHR )
& .

Rk, fEACH, ML o & AN TE 275 BHE
Ji&E EAT (No-reference image quality assessment,
NR-IQA) I H k& : BrisqueP Al hyperlQAL3I,
Brisquel2LE —MZ2 HLf{) NR-IQA TH, ‘EJFEE,
WRIE B R s g A, SRITAL R B AR B 7 T ]
Aeth IR E . 1M 55 —F0 NR-IQA TH hyperlQA!
MPAR B, e A T — Mol I 2% (hyper network), LA
ResNetSSUAH T (backbone) F HUE SCRFAE, M A
FKMHE R G (Human visual system, HVS)FIHRFIEREAT
M, Brisquel2Al hyperlQARP3I1) 43 £ i ¥ 71 [0,
10075 N o XF T Brisquel?, 73 $Ub k%~ EHE R
il XF hyperlQAB3), 4 Bl 6 on KUE i &
AT o

2) it w MR — AR S BRI REA N 4
TH AR B R FF R RE ) o ARSI R RS 2
Hres Ke-Netol, @ it B2 BT B 5 73 b 5 J1 K 0F
il it 42 4 . Ke-Netlolj& — /N 2 1 28 A2 ) 4%
(siamese network)%h 14 B 5 4 B A 8, wT LLRI T
TR BRI HEFE= %S 5. e RE
PEAOL TS B R AT LA 2 1) 2, B, A
1EHE Ke-NetCOWE NS 73 ds, Pl A S I/
b TR I e Ak

PEAS G v 22 PR FR bR 2 B 5 2 B ksl IR 22,
CAE Paerecrs FaE 3 HTRTIIERIZE Paeree: K FH B IEA
#(True Positive Rate, TPR)F1 . /% ] % (True Negative
Rate, TNR)FIIIE KRR, 1HEI7 AR AKG-7).
o, HIEGIRFRETABREFEAR Y, G204
B WO IE B T R R R AR A AR R A
B 2 /DFEARYE I IER 1o PRtk B25 2 Hr kil =
B Paerec BIG, AR BIEB 4, HUkaill PR .

TP

TPR = 5)
TP+ FN
NR =1V (6)
FP+TN
TPR + TNR
detect — 2 (7)

3) R B 1 7E R 5 i B AT DA AE B SR L)
BIFR T, AT LAREE 3 Ho B 2 v itk 5 3 S 1) £
2. EREAENER SR D ZlEGR R
B i EERE AN B, DRI, FLERA R EUAF AR 3R (bt per
pixel, bpp).

T AL T775 steg-Cinn FX E 7 v (1) B 25 /2.,
7 CRFIR UL, steg-Cinn [ B2 &A% 2.00 bpp, Xt
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b 7772 steg-glowBO I BEsE 75 & 72 3.00 bpp, ddhl!oIA
udhU'7) (¥ B2 ik 2% & 2 1.00 bpp. H kML, BT
steg-Cinn 1 steg-glow3O 1) T AF HLAiti # 52 1 10 X 4%,
TR T X 25 P i N i e R 50 DR — B, BRI,
steg-Cinn 1] DARS8L )RR 25 2 LUREAN SO B EUE B
ab W B 4ER (n*n*c))—5; steg-glowlOT AT DLRGEE A5l
2 B ELEFAN N RGB 18 R R4S (n*n*c)— 3.
Horb, n 2 BB PR, o) &P ab KIEIESL, o) /2
RGB G IHIER . ARG F n=128, ¢/=2, c2=3.
A, steg-Cinn FRIBSHEA 2= 2 2.00 bpp, X EJ772%:
steg-glowB P B 25 & & 3.00 bpp. MXf T ddhl!®l
A udhl R, —sk A BB RREA p*p*3 X
(patch) AT PARGGE — /N EURF. Ho, p 2 2 BB,
FEE p BRIMESE 1, RIESECE &Y 1.00 bpp.

4) PEEUHERA 22T RR 08 IR VK S AR B L
G AR A TR B LR B A A e DR, PPA R
TEETf 22 IR 48 b 2 PUARE VK 2 ME A/ 22 (bit recovery accu-
racy).
4.2 SKENRIT

HNT AT steg-Cinn FIPHERER I, A/
WA T =ANEE, S EE T & SiE e e A
PEHHERA T AT T 2R & I . Seie it
ks
4.2.1 EH—: WHEEIF

ASZIEIT T BrisquelS2Al hyperlQA /34,
HAVPAl AN EL 3 AR ST steg-Cinn. steg-glow%l, ddh!6]
A1 udhU 7V 58 5T &, AT PO IR R B v, DL &
Gy AT AR ST R A R A AR B BB N A =T
.

25

422 EH " G RAMEA

ARSI KBRS 748 Ke-NetPO R 1T H RS 4
LR T SO N I Sl O Sl = S NSl
steg-Cinn. steg-glow®%l, ddh!'IAT udh!71ix PU A7 7%
M giit a4tk .

R URRE M IR S5 o 23 5 3% K]
G5 AR, Rk, ARSEEE 7T T a Xt steg-Cinn St it
LA o NERIR AT BT, R B
BOH R EARF R cINN BB S R, I BB 2%
AL B B S 8 7 1 A 2 W5 AR ABL, VB S Bk
steg-Cinn A& HUATII K e, A R AE FH 1) SR 5l g
FEICAE ze, #0%5 BIGAE FH 009X BN e A5 10 2o BT
AT, WS zo ()70 AT R RR S E a P50, o iBR/)S, MRS
ze MW S zo () 3 AT Bk, B R385 BRI o A
W, PRI RE R GE, St etk
423 SER=: RIVEFERITAL

A S 6 38 i B B RE VK E B 2 (bit recovery
accuracy), K Pl Al b &8 A SC 7 steg-Cinn -
steg-glowP, ddhl'*F1 udh!' I yH B3 BUERM R . It
Gb, ARSEEGIE A M 1 AER BRI SR A A A 15 L
T, AFEIFS HER R B A =
4.3 SCIEER
4.3.1 EH—: BRI

R 2 JRIRIR XS HE T i (baseline) AR LT 1)
Brisquel®2153 4 LA & hyperlQAP1 345, HH R A E 4 7]
H, 7£ BrisquelP2WEANFaAs T, RIHLFIIZ udh!!;
fE  hyperlQAB3 ¥ fy 48 5 &, R I & 4 1 £
steg-Cinn. 18 [7] W2 A] %1, steg-Cinn 7EP MRS T #D
bt steg-glowPPOIR I EE 47

*2 AERSEEBRETNT, TRRERZENAERES K
Table 2 Visual quality scores of different steganography methods measured by two no-reference image quality
assessment (NR-IQA)

52 BUE i 2T (No-reference image quality assessment, NR-IQA)

Fa 5 7772
| Brisquel®? 1 hyperlQAL
ddh!® 49.9708 20.27
udhl!” 18.3516(Top 1) 36.11(Top 2)
steg-glow!*") 33.2320 27.31

A J5 steg-Cinn 21.7449(Top 2)

38.46(Top 1)

(F: “ 7 FoRX R BUEECR, EIRRERLT,

B 7 B AN EE T v (baseline) FILAS SC 7 VA AE
ARRAG T TH AL SE R ML 7(D, o) v LAE H, ddh[!®)
F udhl 74 B 3 G S ik G = AR AL o,
i+ ddhl'OF1 udhl'7E TR A KBRS, B LK AP
R LR AR R LS AR, o B 3% AR R A5

“A7 TRt R EAERUDN, BB BRAEE. )

A ddhl9I B udh 7 ) IS T steg-Cinn Al
steg-glowBUHR J& T A BB 5, B LAIX P b 77 7250
L AR 2 T 75 DK Bl steg-Cinn B steg-glowBO5
BIG, X R385 G A 8 ik 35 Y S WIS 2 i g
75 UK 5] steg-Cinn 8Y steg-glowPO 4 i 1B 5 . K 7(g,
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h) i PAE HH, steg-glowBO & B R AETE LN 5 TH
ANArgs, BRIE DT AReRE & s R AR B &
THEE . XA, steg-glowBOE G Bl B R R 54X
ASCH FRL ) M K RS, Y B R AR AR B R B B
HROIRE . Kl (e, HFTLAE th, ASCT7% steg-Cinn
G BB ERRIESHR, I H, fEiE XA
577 TR B B DU Y

I, 5 steg-glowBPY A1 L, & T H B
steg-Cinn ZERL 5 57 & 77 I I R 4F, I HLA] LAFz il
A B EE LA A, ATTERIE T BERCEAE AT A
Zht.

2) 77 1 ddh Rudn TG Bk (L G)

a) cover for ddh"* and udh'"” (real images)
r\‘@ B
-

b) Jriddhl' o5 B 2k %
b) stego synthesized by ddh"*

¢) Trifudn 3 B R

[17]

c) stego synthesized by udh

) Jriksteg-glow!™ 5 il i kA& 1%

g) cover synthesized by steg-glow"™”

AR 2023 FE T H, B84, Ha4 W

432 LR Gt Rl

WAL ST S R B RTER 3 . R
Fm T, ddhl'OFT udhl7V) RS 3 b AS I I A 26T
£ 98%ULL b, IX R R 5 73 A a8 v] AR [X 73 4%
1 UGN 3 BUR I SEvh AT 2 7 T steg-glow30)
AL ITE: steg-Cinn FIBR S 23 A ksr il 1E 1 28 A8 7E
56.5% A, XM FRS o a0 T 8 R B
B Gt i3 A 11X 73 BE JARAR, e DRSS 7 ik 4t
RO PERELF, ATCAPRIES T e . IR BN, BT
) EARANE: steg-glowBOIRIARSL 7% steg-Cinn JE 3K
()2 BAR A 0% R AE Givt oo A iy R %

d) 1E R AR IR L R 1R

d) grayscale images as condition

e) A3 7 isteg-Cinn i i 2844 &I 1%

e) cover synthesized by proposed steg-Cinn

) AR5 Hsteg-Cinn s il (1 28 4% R5
f) stego synthesized by proposed steg-Cinn

II

h) J5ikisteg- glow”‘”AbJL B E % EE
h) stego synthesized by steg-glow!™”

B7 ARBREHGZEEAKEGASENAKTER,

Figure 7 Visual effects of synthesized images for different steganography methods.

*3 AERERENGITREMERE SN IERR)

Table 3 Statistical security(steganalyzer’s detection rate) of different steganography methods

a5 771k iS58 2 5 (bit per pixel, bpp) | HBEE M 2% Ke-NetPO4- 55 R H A6l 1E 7y %
1.00 100.0 %
ddhl'9
0.25 100.0 %
1.00 99.04 %
udht'?
0.25 98.80%
steg-glow!*") 3.00 57.09 %
A7k steg-Cinn 2.00 56.28 %
(F: “ 7 FRBREPTRNNERRBAR, RS SEIRRS AR IR Be IR, Soit e iRy, )
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A AR RN UG BT FH 21 (0 A2 OB — 5, HLOR
BIEAR A B R 7 R B B 8 AR G R 48 0 L
TH SR R g 7 E A AT L A ARBAR, TS AR AR
EUE I Guit oA 2 AR, AT o] AP S 7 i
ARG o 11T ddhU6URT udhU 7136 SR f0 A A A 48k 3
GG ERRNIE S L, MARES T 0,
L EAVRE SRS tras il ®]. iz, 5
ddhl'IAT udh"AHLE, A7 steg-Cinn [IBRS 404
R R 2B, TEGETT /A ORr 7 T B N 22 4
FAb, AN EAT T — AT R E
LT IRERBG B M FEESE o ST
steg-Cinn Zi it A VERIREMN, Wk 4. R EGE AT

27

Hl, B o B3GR, steg-Cinn f 22414 T [ (B S 404
Tl EAf 2 E ). X2, KB G R A
(BN ze) A& IR MARTE IEZS 70 AT, TSR3 #0% B &
JSHT P (TE A zo) A2 25007 FRAR I 1E 25 43 A5 (15 FH 1]
WESH o W) , W 8 P, [AIRGZSEL a K, 2
M zo FEGETH AT B ZE R OR, BURRI B BB
GuitorAn b2 Bk, BB 5B RS b dE
Rl RS HT, o HL 0 Nlr. (B2, FEEEIE
TE A AL o B2 W] Re S A E RS BE R 22, IRk, AT
AR DR A G it e tk, AR SR RS H o
90010 B, B 7 AN R AR B S ae DAAk, HE
SEIGIITE a=0.1 BEE FHHT.

T4 NE aBREFER M EFRSH)IERT, KX steg-Cinn FI5 1T R 21125 2N E#HE)
Table 4 Statistical security(steganalyzer’s detection rate) of the proposed steg-Cinn when a(interval parameter of
mapping module M) changes

R 5 772 EIEZH o | HBEE T Ay Ke-Netl o5 1 S fr RS il 1E 1 %
0 51.09%
o . 0.10 56.28%
AT steg-Cinn

0.15 64.02%

0.20 71.82%

Probability Probability
0.40 040

(a)

8 BREREENRHDMER. (QERINBFERERHIRE 2 57 (D) RHNBEEIGE RIS - 1597
Figure 8 Distribution of noise latent variable. (a) Distribution of noise z. which drives generating cover;
(b) Distribution of noise zs which drives generating stego.

433 L= RIVEFHRIFE

PEALFL T B IS ER R 1 45 R R 5 PR,
Horr, $2 B 6 A i 0 AR A7 M ORI 5 2.
T THE SR ), BT 2 LU ARR VI R 2R

2% K% B4 T A, steg-glow30) A SC O ik
steg-Cinn # A LLSEEL 100%1EFIFEEL . 1X A2 KA EAT]
1) 45 R LAt R AR AT Y, U 2R DL R B BE mp
DIAE AR A SR AT AR A5 IS, 5SS H

tr—2. BT steg-Cinn 1 steg-glowPOl ) TAEJEAH AR
ST 0] T X %, T ) 4 A N T S e RO A
[F] 1), DAL, steg-Cinn 7] AR 108 25 7 B LLARR N 5
MRS ab 108 4E50(128%128*2) M [ steg-
glowlOTRT DARSGER Ik 25 91 J2. LU ARE N 01 RGB A% 2 A4
HEH(128*128*3) A [ o [K L, steg-Cinn [ R 2 & /2
2.00 bpp, XI Lk 75k steg-glowl® [ [& ik 45 & A&
3.00 bpp. M4k, J5E ddhl'OAT udht B BELE] 100%
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x5 FAEREAERNERREIERRCHREERE)

Table 5 The message extraction accuracy(bit recovery accuracy) of different steganography methods

fa 5 Tk [T 2% 2 (bit per pixel, bpp) VE B BUER R (LU IR R HER %)
1.00 98.21 %
ddh!'®
0.25 100.00 %
1.00 89.95 %
udh!!”
0.25 100.00 %
steg-glow!>") 3.00 100.00 %
A Iy steg-Cinn 2.00 100.00 %

IERFREL, (HA2 XM EOL T FIREA 2 2 0.25 bpps
MPEHAER AT 90% 2 A7 IS5, FRsl A EAKIAAN
575(1.00 bpp). HILMZ, 5 ddhl'*IAT udh!'AHEL,
AN T7FBAT e B s AN B v P B AR 2R

5 %

ASCHEH T —Fh Ik T 2% A m a0 9 2% 1 AR R R
1 ka5 Bk steg-Cinn: EKXKEEBEHIEST T,
steg-Cinn 7] ATE B M5 b €0 3 F b BRslR 259 15,
B4 B EMB B A A T, WTRIIE T B ioEE AT
N4 S R, steg-Cinn A2 R L -1 7]
DAAR B b DT PG 2K FE B8 b 18 (S B, AR A D B i
PETT R AR BIMRIE . AN, TEG T4t TH B3
H Tt 26 R R 75 1 7 T, AV B R 2%
HIERERIN . ARR TARNE 22 4k 2L B 57 A2 W 75 Bt
TG B A i AT I 2 B S B, BRI AR T IR I B
R
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