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SG network function trust prediction mechanism based on
Markov process
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Abstract The 5th generation mobile network (5G) has become an important driving force for a new round of technolo-
gical and industrial revolutions in the world, with increasingly improved service functions and more complex and diverse
security challenges. The traditional defense method mainly protects the internal security of the network by creating net-
work boundaries, and the applied network form is relatively simple. 5G based on software-defined network and virtualiza-
tion technology are becoming more open and flexible, and the network boundaries are gradually disappearing, requiring
new security concepts. Zero trust theory is suitable for data security protection of open networks. The 5G core network is a
dynamic system composed of network functions. The communication behavior of network functions can be abstracted into
Markov process. The network function trust model is an important technology to realize 5G zero trust security. In response
to this problem, this paper proposes Markov Network Function Trust Prediction (MNFTP) mechanism, which includes
network function trust evaluation and trust prediction. The trust evaluation mechanism classifies the network functions into
legal, fake, and illegal according to the behavior mode, performs hierarchical analysis on the security threat of network
function access requests and obtains the trust score. The k-means++ algorithm is used to classify the trust score into five
trust states. The trust prediction mechanism constructs the network function access request trust state chain based on the
Markov process, calculates the Markov state transition matrix by combining the time factor and the adaptive re-
ward-punishment factor, and solves the stable distribution of the transition matrix to obtain the predicted trust state. Finally,
the network function defends against untrusted access requests based on the predicted trust state. Experiments show that
the MNFTP mechanism has a better suppression effect and trust status classification ability than the existing trust predic-
tion mechanism for fake and illegal network functions.
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Figure 2 The framework of Trust evaluation mechanism

3.2.1 B TIEE SR A R &
ASCHET NRF F1 UDR 2% D) GEREA T 5 A T
BURIBETE, (SR TRIHLEIN, T 5G W48 R 55 b 244 1)
s sk b, NRF Al UDR 4% S e T4 AT
U2 S5, Wil 3 P A5 AETLEDS T35 i) NRF
F1 UDR (1) 925 Dy i gl 37 L By R ] Pl i) £, 57K
AT RTINS FE R 2% D REAR TRAT 9 4% Dy fig g s

Vi3S SRAFARRZS S 05 i 3 SRAF AR IR AN A
o ARARFRIMLAX TR D7 1 AE A M 2% D e
2 T HCME— (K bR AR, D S U S SRS AR S 2 AR
FEPPAS LA X oK s (1 9 45 B fig b R0 1A 335 SR A
RS AR VRN, i Uy 3 SRS IR 25 VP
LIRS SR 1) W4 28 D BEAS YR U7 1] 75 SR I AR AR A
PPl e AEARNFI R R ER A 08 LT, tRid ~ FF



52

Journal of Cyber Security 15 FV% 4244, 2023 £ 7 H, H 8 &, HFH4 M

NRF UDR
Nnrf Nudr
NSSF PCF fEAETI L]
Nnssf Npef
Nausf 'L Namf Nsmf
AUSF AMF SMF
N\ N2 N4
UE (R)AN N3 UPF
B3 5G Mg ETmLE
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Hik 1. MNFTP AL M 2% D g TR AL A 40
KN RN

HWIN:V,R, Cyt
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1) FOR i=1TO n DO

2) s = T(R[i])

3)  C = F(Cy, hs, Is)

4) PMy=1t*My

5)  PMih][l] = PMiJh][l] + C;

6) Mi[h][]] = Mi[h][]] + C;

7 hs=lIs

8) END

9) RETURN My, PM;,
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i X, FFRaor AT X AR A W28 D) RE A AF Tt 1) &,
PP AE 53 A o AR ds KR (A5 AR RS AR R b 2%
DIRe P S ARIRAS, tHEIEWT .

Bk 2. 2% Dy RETIMINE RS S

BN PMy,

fr: W DIRE TG ATIRES Stateiq
| B1,B2,B5,RasBs |

By, Py, Pyy, Py, Bs
1) PMiy=| Py, Py, By, By, Bis

Bus Bias P B Bys

| PPy, Py, Py, P |

53
2) BRI X=(x1, X2, X3, X4, X5)
3) MR- VAR A e 43
Ry, By, B3, R4, B
Py, Py, Py, Py, Ps
X PMia=(x\,Xy,%3,%4,%5)| Py, By, B3, By, Bys
Py Py Piys Puy s Bys
PP Py P P
=X
=(x1, X2, X3, X4, X5)
4) RETF1
Byx + Pyyxy + Byxy + Byxy + Foyxs = x
Boxi + Pyxy + Byxy + Ppxy + Poyxs = x,
B3x + Pyxy + Py + Bxy + Piyxs = x;
BaXy + By + Py Xy + FiyXy + Pyxs = x4
Bsx; + Pysxy + Pysxy + Pysxy + Pisxs = X5
X+ Xy + X+ xy+ x5 =1
5) KT A x=F(Pi, Pn .. Pss),

i=1,2,3,4,5, Hrb Fisi x; (g R 5L
6) max =0
7)FORi=1TO 5DO
8) IF x; > max THEN

9) max = x;
10) State;g =i
11) RETURN State;,
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Figure 7 The success rate of requests for legitimate
network functions in the three trust prediction
mechanisms
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Figure 9 The success rate of requests for illegal
network functions in the three trust prediction
mechanisms
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Figure 10 Network function trust status distribution
in MNFTP mechanism
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in BN mechanism
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