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Abstract As a decentralized and immutable database, blockchain cannot only effectively solves the trust problems
caused by the need for third-party intervention, but also ensures the fairness and justice of the application execution
process. However, immutability limits a multitude of applications of blockchain. For example, different institutions need to
delete illegal data stored on the blockchain or edit old data. Therefore, how to design a redactable blockchain and legally
redact the data on the blockchain is an important problem for expanding the application of blockchain. This article aims to
systematically investigate and analyze the current redactable blockchain schemes. Firstly, the timeline of these schemes
and the unified process of redacting operations are summarized. Aiming at the three important segments of redacting
consensus, redacting processing, and redacting proof, the typical schemes are classified in fine-grained from six different
perspectives: redacting operation type, redacting right ownership, chain structure involved in redacting, redacting object
granularity, the data structure used in the redacting process and redacting consensus technology. Secondly, this article
summarizes the main idea, novelty, advantages, and disadvantages of each scheme, and comprehensively reviews the
important components of these schemes, such as cryptography primitives, common technologies, and consensus
mechanisms, including chameleon hash function, secret sharing, committee selection, incentive, and punishment
mechanisms, proof of work and proof of stake, etc. Thirdly, according to the different application requirements of identity
management, the Internet of Things, and outsourcing, several latest application schemes using redactable blockchain
technology and the potential value generated by the redactable function of blockchain are classified and discussed. Finally,
we present some open problems that need to be improved or not solved in the current schemes, which may lead to new
research directions, expand the application scenarios of blockchain, accelerate the combination of blockchain and more
fields, and promote the development of blockchain technology.
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Figure 2 Classification of redactable blockchain scheme

® © 0 0 ...y
- e

@ LN <—| |<—| H |<— SR

i R TR
H PATSRATAL Y .

PS mﬁfﬁéﬁ?’/
a . > G
2) I AR N TR . - - /
FogpEn .
g <[l ) B

3) 0 R PE ¢ o A . .
L e ST iE \'“‘;
4) AR A6 - e T bt

ot .,
P NN
.v ~ . \ .

B3 FAI4miEXRES EH SR
Figure 3 The overall process of redactable blockchain scheme



M A n] g IR T IR S PR

1) DXHRBE b H G AT oK o 30 17 SR LA i
BRAZ Dy el SR DX R 51 G A8 S BRI BRI A
Ty G ARAR RO SE DL A ezt . ANRT %
XHB H G AR 3 SR K P B BAT AN R EESR, hlnfE
AEVF R BE R AT DUR IXEREE R GE b AR T, i fE
VEREE ] g HUR AL ST B B R T 4.

2) A G AL P (G ) 0 T R AT 56k
NG I o G40 H W R AR OR N, B ST
JE TSR SR B HEATIRAE, A I uEi i, WAE S
R 1AL 7 ) i i AR SR AT AR,

3) AEIERIE VYR, G AR g B SR I P 7
ALPREE ERCHR .  BORIE SRR B, fEG0 AL
B IR R AN R 0 50 S 3R T i

4) A T DX 93 ARG AR R L g 0 AR, o A
B L B NATI Y (10 Gt UL B, o IR 2 A B T B
gk o

5) {EGIR ARS8 A IR S 1 A R

S REAN T R ST RN, M ST P 2
BEATIGAIE, B 5 30T LA X e
1.3 MExXIME

Politou 2 A (K] £ 45 X S e £ R OV 7 388
BRI, [FIJBT ) LAS T 2 08 DX LR (K it ey g 0-800-12]
FH-—Me B RO 22 B R3] JEsH i T EVE Il BUE VR AT X
P NS ATy RRI R AE o (HSC 2 I A 4
JUAN T G B DX B 7 R AT R KA ie, ety
SR J5 T BE IORIT 9 7 ) AT 5 AR e (1 1) . Yuan
SN IR ER IR IR T T G DX R B 1K) T AR HE SR, IF
BRI SN it 38 R 8 B

65

TR T G i DX BE R BOR 5 T, TR T I U R £
fARRIK) Y ) . BRI B R G X By
FREAT T 73808, H TSR0 (2 g AR 1 1 26
RUK AR, AT G S04 P (10 Kol 45 M 55 B 2 A
JEXT T YT Z TR  Zhang 45 A 2R 0940 H
AT DB BEGR AR B 2 A DU, 70 148K %4
ANPERE, 47T 8 DCHURE g 45 2ot 1) it R 7k,
PHE T R e BT K Pk, RS RV
PrifE o AEGESCESY H DYSRAG SOl L i A (4 A 4
P, JF HL Al B A X mT G 8 DX B B TR A 5 W 5
BIREATITIE

U7, H AT £ SCHR P i e BT R
O 01 [X L 7 S8 K R 3R RL AR B0 B, LR Ry
FHMARLEL 732 5118 53— J5T, AN
S PR AR R0 T g 7 S I S BLIEAT 78 0 R, 2
AT TG BEBOR AR, (BB R 3d S B
Rl g 8 DXCHVBE IR I T 5 56, 1 QK DX B £ W]
BRAE N T AE TR SOR B R GE0e), LR ] A2 0 e g
iy RO B BB AT G R AN 1 PR, A2
TG Ay R ECE ] G B X R 1) B B A TR,
AT LA A B i 2 J v e R IR A1, A T 2 X R
BT S A A S PSR A T T FECRAIE .

BRI R B 1R IS — 4 A
e, BB R SGIE R AT g 4 X R 1) B 22481 AR
(3PN IR A 2 TR BT RN 2 AT i, 3K
ATXRS ZRI8 (1 2 H I g AN EIRAN L Z AL, &
X DX R T G R g R EAT U A . RSO Lk
TR IR ] i DX BRBE £33 SO (R0 LR 1 s

F 1 ARXFNIAE ARG X RELRIA T ERIXT EE
Table 1 Comparison between this article and existing redactable blockchain overview articles

o BT %E%T}E‘X‘%Wﬁé AR EIYE RO %Eiﬁ@)ﬁ)ﬂ ST RN
ST ) HAR FIGE iR Ti% HLHI
Politou[10] X X N X X X
Yuan[14] N N N X X X
Zhang[15] N N X X X X
AL v N N N N v

1.4 TIERFASCELHL

FEACH, BAVEA T EiRghR P A, &
SN EE R ICTE L o e S ES S W I A A
SANTE IR 7 RREAT T AR, 4 T M
IR TT R, MM R0 JEARL BB s L A
e s, I T G R DX RN R R TR W
A Sy T AT 4 0 RO 1R g, X s
AR ] Gihl J7 R I E ANy o AN, BABE S

T DXCHBE (¥ R G B ) B8 i A oK (10 9 A8 N H] 4
Jeh G5 H I 5 S 0 AR AR R B S 1 T L, D A
FRBIFFEN B B 8 189 L 98 A0 R SR 7T B (R AT 5 7 170
DL e DR 1R 48 P 4 55, S B S S T ) I B
g %o

ARSI AR TR P AR 55 2 54 1 Al 4
PEDCHEER TS AN, ORI RS I TR T W
MRS o 55 3 WM GRS iR Ae B, S



66 Journal of Cyber Security {5 V%A%, 2023 7 H, H 8 &, 4 M

UE WX = AN FEEIA A6 H A A) G S BRBE Ty S kAT
PRV . AR 4 0, AT 1A R g A X B
BEIDLAS NS Tda, S WA T HETTRA
Tp 58 3 B DR (1 T, FF BV AE BT SET 18]

2 TREENR

21 WY XREES R BEFRIE

AR A X PR S, e e viR
BT PREE o FLH A A R B X HRBE P R A, R i
L) A2 ROR, R AT K45 o
ST =8 N AR g s O N NS S R
T3 A5 R AR A, P DLl T4 X R
FERCHR (1) e HE RN SE B D R, A X DUBREH A
AL R R . A B H ) g X R
BETT Sy S — S L o R0, AR 0
WA R A, ML, 2T BES A K
CAINES e
211 B ERRA R

AR {6, JE WS A A 2 (Chameleon Hash Function) & FH
Krawczyk 1 Rabin & H (1) —F iy B 110 50 0] 05 A5 bR
HUS1,FH W U0 (0 fe W Ay R O BB 4 e
AN m LIWEAAE Him), WIRBAFAT TR AL
B m (PSR, R R R I8 AR BA T sk
PR A R R 2T S m (RS, BT DA m A
3 Him)=H(m")» SCRR[201%5 T 1IEAUE X, — AR
e Ay R A AL DU ToAN S

1) pp « CHPG(1"): A LS 4UE i 579%: CHPG LA
RZHMERN, il — AL H pp, BAM
ZHAE R AR B A

2) (pk, sk) < CHKG(pp) : % 1 X} /£ & 8 %
CHKG AN ILZH pp 1ENHN, Hth X 22 0 e
A AR ph R sk, e AAEH sk B UARRA T

3) (h, 1) < CHash(pk, m): 2% {6 Ju s 7 26 il 5%
CHash A2 pk I JE m VE 5N, A2 (580G
Av{H h FIRENLEL 7

4) d « CHV(pk, m, h, r): W5 75 B 4F 5235 CHV LA
BRI AH phy THE my PEA(E b LLKBEHL
Hor fEREN, it — MR d € {013, AR E
h EEWEH 1, 2 A 0;

5) r' « HCol(sk, m, m’,h, r) Al & 4= ;%5772 HCol
DA S A P T sk THIHE me BiHE m's W
A fH h MUHBENLEL » FE 08N, S HosrRErLEL ', Al
73 CHV(pk, m, h,v) = CHV(pk, m’,h, "),

2.1.2 FpsEFEE
b 2 3 55 (Secret sharing) & Fi Shamir $2 H ] %

b2 7 221, H 2 R R 3 AE 22 A S AR 2 TR) 22 4 1
L, ] AR B 2 L 1) SR AR R AR 3 i n
o REGAR AR, RAADT e stk 12 2
WAIREA BRI . T7 W F:

1) (14, Tg, o Tp) < Share(s): #y A — /N Fb %5 (H
s € L,, IEWBEN R ay, ay, ..., @y € Zp, LR
=1 IR Z IR f () =s + o1 x + o2 X+.. 4 1x ' mod p,
Horp Z Fom s B ARBU B, p o — DR E
RIGIHEWE S R n M8t = f(k), Vie
{1,2,..n}k; € Z, JWHk; = i

2) s BY L Rec(tq, Ty, oo Tp) ¢ BTN ¢ N 43 &
(11,7207, HAEE H 2 0 a (X)=a0 +
ar- X+ o2 X2+ Fac - X7, Wa(0) =a =s.

W, MR LR T E M 24 2 7 Al
i, XFEA e R4 25 07 A (R 0 e A IS AN 2%
Bt
213 RZELTHUHHE

% 4 % J7 1 5 (secure multi-party computation,
SMPC) - ZHI T KA R )3 5t . SMPC 3 1982 4
HH kS0 e AR I 122, S H e
fEAEIEANIN 2 5 3 1) F S5 e [R] R 25 HLAN T 5 %
AR AE . WK UL, SMPC s — A
WEHAH n NEGERAN S 55 P, Py, . Py, &
HAA AL, Sp, v Spy AT TASALSREN — L 2R 21
f1o far oo froo IR L6 0K E TG B M N 25 T7 (WAL 25 {H, B
fi(s1, 52, . Sp), UWLINIEH SMPC W3, &7 43 )l i
NS EEAR S AT W [F) 1 55049 21 P 75 2 K e 40U, /e
AR R, & TR A AR B . L —
AN FEARAR T SOZ AR P S AF 0%, 1 XOANAELE SN
HIE SRR, BRIt a) BUE A SMPC SRt 5
214 HBTFESL

B 7% 4 (Digital Signature) 2 X B HE [ 228
T2 S 22—, T R Al e R 56 I A
HEMELET & BrA%a A8k, ik
AT AN = AN . Horp g 8 w] DLd i
EU A e WO JEL ) e A K S D A i o R rp 28 44 A 2%
SR AR IANUIE R FR T B CE v LU Rk
)2 AR 2 22 AT IR, B T 2448, AR AN# G
ENIE R4, AT IR A48 A4 50
HRLTH, PTUMEAGES A S S . BrE4
WA LUR =ANE:

1) (pk, sk) < Gen(1"): ZHI%HE 5% Gen LA
GRZHMERFN, X AR Hrp
FAEH sk FRZE4, N pk B ILAD ] P a6 iE 25 44
A EE;



M A n] g IR T IR S PR

2) o « Sign(sk, m): 2% H KLU P RAEH A
Bm RN, B R m %0, — O H
KSom IS A5 Him) AT 44, AR BN m 2844,

3) b « Ver(pk, 0): WAEEE Ver L A% pk
YA, Ft— M R1E b € {0,13, #2384 50
fth 1, 2k 0.

TER] G X T e b, B T AT A
%, LW RS EAHRIN A T, N2 EA AP, R
HRALLN, PR AR 4y A R
B9 £ HEE 4 (Multi-Signature) & 5 75 7 A H
th, Rl m AN PO A BT84, %84
AR RN B A2 44 (Aggregate Signature) &4 2
BB EM A, AN E A, XA
RS AR R, SEIAT B LRSI, $E R .
HEZE 4 (Group Signature) FlI FA %5 4 (Ring Signature) £t
WAL KSR J7 S . AR, R
AN R e LU 44 () T XA AN A 4
FETH BT 4 . IR A RIS 24 I DI REARALL, P2
REMS KBRS 44 (1) & 4y, (HOR BERE 44 AR A 4 B
IXASWAE S =77, AR Ar L BN 8 7R % 44 11 5
By, MAEIZE 44 T Al PO AN RE VR H 25 44 4 11
G0y, A E A O\ S, L R HAFr
k.

215 HETREMERINE

B3 O A B g SR T G DX DLRE T S
NI o O TP TURERAE, SRRk R ] 458
() 2 4, kB 22 1V J7 28 2% R A FH 6 T 1P 1 o
FOR, DA T Ge g SE LR A 5 A D E 2L
P (R S, R WA ALV ) s 28 o 15t i
J6 72 tH Waters 42 HiP7), JE T 2 ¥ 1 %5 (Atttribute
Based Encryption, ABE), #% 1A 442 iz 2T 5% (1) 32 $F
SHRLE U 1) (PN i o AR T ARG AN 7 &,
ABE J7 ST B PRI S SEms R PR DGR, X AF
A% R B0 BN JOH 1 Vg ) SR, PR T8, T
s, 55T S0 B B A LG, R TR 1k 1
JEUE TG 7 F P A I I B i AniE BaleE 1) S5 R

ABE FZ53 A S BE T SO SR 1) Ja M
% (Ciphertext Policy-ABE, CP-ABE) 13 1 % 4 7
(1) )& PEHE N %% (Key Policy-ABE, KP-ABE). i (1%
SCHNYT ) SFEWE AR G, T SR FH ) S P 35 A2 12 S s )
CIRDNE R0} i SR EE A R VRGN TP
WOURERIN JE PR & H P i35 g s, B4 H
A LA % % 3. i1 KP-ABE Ml CP-ABE A1, AL
X FLIRAT EE A 44 CP-ABE, Hoil i iR 2 Wikt
1) 575 [¥) 41 (Setup, ., KeyGen,, Enc,, Dec,, ) 41 A

67

1) (mpk, msk)<—Setupg,(1*): LAz 4= HOM i
N, ARG R msk FUAS mpk, 28 mpk
VE A AR B

2) sky < KeyGen,,(msk,U): L& 48 £ 9]
msk FEPEEE UAE RSN, it A MR SCIR 1)
FhiHsky;

3) ¢ < Enc,(m, A): LAWISC m M5 1) 4544 A 1F
HEN, AN e

4)m By L Dec.,(c, sky): PLs~r e FIH P e
sk VE RGN, R @t U w2 % S5 1a)
G5 A, W IS0 m, A5 R R R L
22 WREAEFHERREAR

X TP JRATT A A W G AR X P T S AT
I — S5 BoR, A5 P& BRI Dl os | W
JAAAE TTRLAR S 3 RE A A5, IX RG] 1] G 45 [X B
BEOT R A BTN AP IS )7 A 2
HESER -
221 FTHRESEE

T AT G X PUE 7 S, e Bk T AR (0 e s
A RN 7 2 B, AT kD G BRI Ak s e
T H T BN B T TREAT RISy, IR BENLIE O 2
R ROXBERE TR B, it LAAnAe] 5 B P 1) ik
Iz s, AN 23 b T4 T 6008 e o0 & 1) B
AN H AT T S 3 A T AT ) B AL R
4 (Verifiable Random Function, VRF)[28], ixX J&—Ffn]
DA J 23 T R 36 E Dk BEATL S ) R B, 38 A2 i 1 B
P = R ORER, ATAR 15 s W] AT L VRF )5
E R ORI UE A O BEALE WY U B o 2
AR AR v SO | AT I o 11 S B T G
(Verifiable Delay Functions, VDF)?1Jg& 4 i J5 S AR Af
FRARLSA R S — S BRI FH I R 1% bR E 1 oy A
ST VI oK B A QLR B BN, BRAER T IR AT TR
WASBEIH 5T
222 Hh5EEIIHLH

h T YR DR ) R A FRE, H EION L
JAly B A T AL oA 2 Jalh o 5 7 s A TR . H
DX PR P e S R R 2 T T, R
My BaT . SR E R 155 . Horp AR &
A D P R g b e BB G| ) ah 7 vk, g R
P B AT He (A AR 2 0 I T FH 7 o) i e =
MIPEAN g, P 4y X 28 7 — 8 IR 78, AT I
JihH PR Z 5 ey Pt R4 22— s T
P S G R AR A 2 5 e, e T
&R Y bR ARSI ALE, B2 59
BN H s EE AN RUE R VS ARG I R A% 4%



68 Journal of Cyber Security {7 H 222 2# ), 2023 /£ 7 H, # 8 4, 2 4

TEV] G B PBE DT 22, /5 SN L85 BRI Al
BT AL R A 4 G 452 A ) 1 AT o
223 HHaH

X B o 4 e 5 29 (Smart Contract)P0 g 1 B 5K
A S A H A P, AT DUBR AR R a2 52 5 g
IR, £ TAHGFAE, Wil & & 20 3% -
—E R PATERAE . H T A5 LUK Y 2 2
MR G622, BREG AN I X Pt 1
FH i I\ ali i 0 3 T A By i B ] Rt At o —
B RE G AR E UGS N, T AR
YetE, B RS A BREER REE s G ST ]
B ATFFIEH . HIEAE DAO kA )G, Eokk
Z SR I IE RN B B A 2 N S S AR,
Rl AN W]l fe 2 Y IR TEAR R X BB, 35754
LI, R TCVE HME S, X REAY 45 T P AN T
IR 2% o a0 R SRVFAE T8 40 0 X i R AT
Gl A2 iae M P MR AT R I AN R
224 RSB

R B (snapshot) /& 1C. % B %1 R GRS — P
AR, AR DCHEE T e IR R RS R
SRR E DR B PR A, X BE BRI/ N7 2% (1],
M RE P IR AT B RS R, R SRR
s A0 R 22 B e ) I R . Sidecoin g% LLARF T
HEAT PRI — B LRI Bl ) 8] R 4ERS, 8% EAAAE
AR 22 T R A, IR B O A (A, By BL o]
B B A 2% B Js R — AN RVE AL 4 Palm 55 A4
T — A X B YD A7 il FUBE Y B K (prune) 3
W2, TR R T BT A e A, RENE AL RE AL
JAOMSTIE BRI BRAT AL 5 o R AR %7, R
DX PURE R B 1 AR M R T AR Gy, B A T RE
R e O, 1 HOW TR N SR U, TG
o e R S R .

BYAL A — PR BRI I B4, 3L H bRl =
T DX A7 i S H, 3 RSN 5 1 s
w1 ng g R K N R B AR E T 2B AR EOA
FIE IR g S, G S NS I BR A . H AT
Lo W TT R D, KEZ 2 X RPIBIE,, HiZ
J5 v B AR B BY 25 IR B R0 5 8258 5 TR oG, Rl X
GG BRI S N 5t
23 REEX

ALK FEAREH A BR L. 58
HENERIVH R ERA Y, DUSCEE BT R o AN
(IALEE VRS TR B T B S A\ 7 Fna A R HAR N 25,
FoA FH PO X L NN B2 AN AT ANRT S, ]
DAASE FH [ 25 T 3 e S 33T, DX H e w5l 110) e 2 e

EFRAEAELERE B P B e e ok, — MR 3
RS T AR I AIE S 4k s S5 000 1 A R R I KO B
P, L EE R AR IE W IE AR K, T DU
EIE ARSI, 2R A RAIE B B4 g T
SFGAVEETRL P RE s Uy ) BAR N B, R
BT i B2, B AT B, il 2R 4 i
SE IR &5 7 vk, 7 L ) SN v o o R
B T .

Gy AN AR R B I e A A B,
o 85 B A3 0 FRRIIE R R PR, 5 o ok
TR 3 (35 A R 1, 4 30 s A A,
LR IR B TR AR o AE T 7] 9 B X e
BETT RN, BRT 43 A 6T BRI B B 5 55
WA PRSI Ty %o 3 3 04 1L A
WA SRE . S ek
AL SRR R RS B T LA B AL
RT3 4 o A0 A5 L85 B o T 4 i X By e AR
I, AT g0k S 4G PR R AN ] o 454
TR T ARG A T o, BATT I BE AT
SR DU HESEAR T BT IR S T X B s
PE IR AEAL, BT LR 27 P g, A 8%
Fe Y FH PRy, Re g K i U FL g B RLRR, B
SR T W T R 5 2B T B M R 2 %
B, TR I SR
24 REMRFERIE

DX P AT = AN FE B 2 RS R
KRN SERTEE . kU, B TR AR RIS T
AT Berp, 8T X5 A e, HF
(ST T U (R A L 4B e 1K 45 DX e
2 DURI I 1) 8 1F B 00039 155 1 Fo Rl o [ i, A 3%
TSR T G i DX R 7 8 SOY AR G AR 1R SE T
28, AR IS T S AE AN RN 205 I 4B
C, Moterh— SIS sE C B 2 A LM x MR R
BRI Y — A KB TR, efEck < ¢

BEAL, DX HRBE I 75 2 AR B AR A
Pho VR TR0 ARG8T BT A S P R R
BER NS FIIKAS, A AE 23t A8 5 i A 1 i
W5, 24 0T PP il S ot 47 25 0 0 [ 52 I, 4
FRWIAE G RRE (o U SR 528 5 I AE X Bk 1 45 /b
FEAE kAN He, 58 A% AT 5 S R e (1, v ko —
MNRGSH, FRFREL SIS . F AR
U T P R A 5 N R E AL 5, A
AT T AR A B (R AR [ 47 B AR 5 %A 5, B
AIEHA 558 GG R E AT S iR A
PRAIE T A5 — BN )5, 2R 28 BL BT A s H 0 #8424



M A n] g IR T IR S PR

A 200 X PRSI, d s S R AT AE 5
I BB S AL HE X B A

HT 75 52 B I FH o 75 B 22 A B P A
JiHl, BT TR N AT RN T &, TR
52 DXCHRBE (K 22 A B, B VF 2 n] g 7 R A
B RGPS TT AT R 2 H . AL, AN IR ] g
DX B 7 S Al 10 BUAS R], 5 &R 40 0T 10 25 4
HALANIE o B A7 % 3B K UL B L A
KA 2 FioRs

Fz2 ARFLIENHHBHEE
Table 2 Fault tolerance of different consensus

algorithms
SR P (R RTT e L IR
Proof Of Work, POW 12
Proof Of Stake, POS 1/2
Practical Byzantine Fault Tolerance, 3
PBFT

(M ML SCHR[36], A L8 n] gt X Bt 77 2205 S ) POW 2248 %
SEfr B 1/3)

3 FIREXREARMNSE

AR AR R 3w G B B BE T R0 SRR
FE, 561 2 02K, A RINGREIEIR, gndhabEe
O HEIE W3 = ST SR O Ty AT e . i
W, AEGR R B R g BB BRI R,
Yt 4 b R 3 B G AR A R G R SR
BE, i B E B PR 5 5 18 o A FH 1 s S5 4 LA
S AEHERE
31 #miEHIR

IXCHRE A g B R S, A AR
P (G50 T B OAIE SR A A5 A, W R,
YU) T A S 8 2 D)) S 75 [ 3 0% G B AT
I IR A AN A 5 B X Bl G 4 DA, X R IR
BHRAE T, b T ik IR E AT S
) TR BB, 7 AU . g A
B R I 2 g T SR AR IR B AR B A i, 3
T G A T JE B T O A R A IR AL Y P i T
FEREOR 85 T AR ORI TS BB
SEUL TR AT B DA R oAb vk
311 ZmiEATEA

FEGRARILIRF, i T AR T T AR (0S4,
JIT LA AT LK 5 40 A Brfea . 2 A 22
g IR, =R anlE 4 Fios.

B S FE G A AR AR — AN S AR, wT R
AN, WAL AP, XR S N EOR T

69
[
&
- F o %y,

() Sl ®e iy
s~ &saH
. | &
® ® F
o —F @
® (¢) £k
o F

(®) Zrfi

B4 (KEREMBIXIDBIARER
Figure 4 Scheme category based on redacting
authority

E2 J5 Z MEATAE B . W1 Lee %5 N4 H (1 —Fh e
VR AT P Hh A B 000 B e s PR v A 18 T 2 A
FON, FEig & R Vss AT 5 B e i iR
e, AT P BAT AR . FoAz L AR 7
S8 SNAZ Ty HARE, 1A AT 5 AR 5 RS X R
MM E, HBECZ AN, RIEESIRXERE, 5
A H AT EOn RIS IR B, MBE Err™ L5
TR AN TSR IS A AL, HRHET POW A2
B Bfir 2 BORFF AT 5 I G AR AL, =4 B B 2 AL I,
HRAEAS i 4 BRAE T8 BT AT N (0 2 B4R A, I
HH LM SEARORSE - FH 7 AR AZ B N I B, AR K
SR RK KA S, T S IR P R REIE AL
Sy BB AN BLSUI 00, IXFERERS B g 5 (1)
J7 AR G 2 i TR A2 5 (0 7 AR FF— 2, de
WxHERBE MBS, &S H T A8 A =
M55 s T oARBGE e, R 5T
# B OA A gAER, WEIRIA B AL T ARE S,
Fofts F P oV AT O, e Z AR N R, HOT B
BT TSI B A AR IR T ik, ASRERCEN 1R )5 HA
N T 2 G B P A B D, e X X
BREEM MRS, Jia SFANMIE T AT F a5 I
(100 4 WL JEE T G 5 DX B SS), JOR 5 S AR
B DCHUEE N A, T H AR TVE T R B S Y X R
e ZITEACA I WS FRAERS Sy ARG SY -
e bR e RS 2> i S e i P BUAL R, Ul S
M P T BB e, MR8 SaR AR 3 32 4y
AR AR RV AT S S, R
et AT ] DO SLd AT B ok, JF A A AT
B, XSO gD AT E2 5. R
KBLET T, AR 2l A5 0 A5 ML mT LA 1%
I Gl (BRI E A T, T5 %
M I B AT BE 5, AnAE S T X EREE T



70 Journal of Cyber Security {7 H 222 2# ), 2023 /£ 7 H, # 8 4, 2 4

Iy R, B Lidsk T EE PR IRAE R, SEER
A RO 12X S B WAL 5 UGB 43 IR o
BARTT R BAG AT B, (G R I S i 1)
b, ASCREE R E A, HASCR B,

Z O R IR R BUR T 2 ANk, IX PG
N G IR A 2 2 AT A . YR
B AL 5y R IEE 0T E HEms Rl e 1), SRmE— R
FFEAS 2l A S 48 I Vg dE . v LAgn’E
WISAE R AT . — MO G 4R A 2 A SR ) gk
TR LR, WEE SN A 222 i kR
B, 12017 4F Ateniese 5 A4 H 1) 7] 2 i X B
T3 ZE0, 3K 2 i FLBE AN 3 TR A NS A bR B
(00T 4 0 DX BRBE T 58, R 0% ST AN Bk RV XX B 1)
WZE, HXEREESERINIE 5 BToR. %5 MR B
H AR 0, o s 75 06 K CH(hk, (5,2);7) BUEE X B, 2455
TS R RS Gy I, FEA AT SR T LR B —
XA AE1S CH(hk,(s,x);r) = CH(hk,(s,x);r"), Horr
2 DX B gl 1) BB G M BENLEL, s 2 00— X BRI AG
A AH, hk S 8ONG5 BRI A5, x Bl x93 i) G i
G R 25 5 AR AT TR RS A i,
Mz putath, 4 93E H TR BRI B AE, ar s o
A AWEITIA AT, 5 F ] Shamir A% 3=
RUE R 1] 3 45 AN TR RIS 0o 22 5 S g 1 X e 000
I, 25 07 %) G 06 S0 IR, A 2 4 2 7 O
WA, SEOgRE A . T RBE AR,
FERAT T PO 2 A1 i, WA a5 TR B0 22 5 i Ak
PERE; #FAERAT A Ee g Fa e 1 AL, WIS AEAESR & H
B I fE R, BT L% T EANIE A T KRB AH
Bese. LR, 1207 R gniE LUECHRLRE, BR T AT
SR PR AE T A, AT S BT R AT R,
AR XA, XA PEUEE M T RB
XN P Beha, 1T E R AN, — B
B EARE T, At T BL 2 A BT TREAS [R] X B

IR EAT S
5 s"=H(etr,G(sx:r))
‘ ctr ‘ ctr' ’
Wi r o e

x x!

B 5 Ateniese 75 SHIXREELEH
Figure5 Blockchain structure of Ateniese’s scheme

Frpri Al — R T A SEARER AT g AL, Rk
oy S 3 WL A3 A o P A, R P 8 23 T 2
BRI O OIFE SO Y 8, IXFE A BEHOA N

AL EEEE . Deuber 25 ANHE H E TCVF v X B
BEPIE T THREE I A iR X T R, TR
FAT A FE AT b Fn] o) o v, HBS A O S 5 ) %
2 T H SEA R E s, HAz O & Sk
BN — AN X B IR A, BITH DX ER 18 BR vl IR AR G A
fHo Rk, J7 Mgt USRS R iy
A TS 30 A 5 g e BRI G 0 SR I, 2 A THRAR
AW UF R, SR 5 50 E g ik Pt 5 F ET— N X
PRIERIG A (B 25 O T A Sk B e
peeReead s 1 A N P KR S 1B7 S Tl B U s 4 Y.
E, WA A i e B A 280, A A R 45 52 I
P, BT DA B0 SRR A (B B A Al AT 192
I NP - N L (B S D =¥ V€ TEEAIOE S S e
WA S, P2 b IR REAN Y R AT DR 48 4 5 S
0 UIF 2 B 1 SR 5 RAFHEAE, bl Qi ek A A i 2 11
BEEHUR A B AR E, WU AE Lol
HIEREE T 0 % g 1 sk il iR, 2 JE st nr B
FA e 1 B i SR AR O BT I B A . 1T RE &
NH T AF R 5, 6B R R M7 % &
Bl o AR T R TR B (B g 5 ok, H e iR
coinbase A1 OP_RETURN 7Bt HL (1) AV 4, 1
BT ZMHBEE K, AEMTy R ZE, A6k
SR BB T
312 ETROMATERE

Bk T LR Ateniese J5 ZU7Mi H 3t A8 (0 R G
F REU LR E R, Ashritha 28 AN BYE Ateniese /7 &
JEACUR R b, B HA A 5 9 2 £ T e A bR ok
BEUIX PN 25 . T R AL AR R 73 B T TN A T
ALk AR S v, R X N 2 AT S AR
PR B T RT N TIE  RE A 8 B R AL 1
BEATT, 3 75 s G 6 DX B ) B0 o TS L S04 I Pf
Bl ], S R AN BA T A e X P AT g
Wbk, J7 G 1 A0 M 2L AT F S A I ) B R R
{EA3 I B 2 B RE A AE — BB 0] J5 B A IR, o] T fig
YEFFA I I 235 1 DX He B B T TR
ST X HANTT G 48 1) 0] R, 3 T VR AT R R Y
RMAITE B MY st. SRMTZ T MRS X L D,
HAR AT DU R IS N R A B T S AR ) Ak
REMR, AH S TR L R 2 A 22 O v R e
AR T8, PTG & T KRB A F 55t
Ty Ak, RIS DX B Py 2R R 0, A R T g AR Y
S AR ), Tk i E AT IE 5T .

5, T RSN g B R T I ], VR
J7 AT T T R R 0 i . HAEX LT R,
FLABAE Ty 1) i 6425 A1 W R3S AL R AN AEARAE B vh ) U5



M A n] g IR T IR S PR

] S, FATIFFA A TR EES R, HER
FEEANSPARN, TCIEIAT R TT. A TSI A BT A
TTLIfE, Tian 55 A3 H T — AL AR (0 e 45 R 250RN
CP-ABE [f 7] 4 5 [X P 7 21400 ] i s L T i) B¢
FIEE 2 Thie. Horp A F PRGOSO I BT 2 %07 K10
—RSE R, U A, AN RO SE R RE AT AE L
(1A Ty FVE o i et ok, B8 44 BLI A 3
—Ffo BEA, Tian S5 NIEFEH —ANETCVF AT IRES B sK
T2 TF ) TR 22 4 5 1) DX B FH A i A
T Z2AH P AR T sh & RS, R
HuREr 2, LA bty S TR R I 1tk Ah,
S HE 1) B 0 T B 2 A4 R, TR AR T &
Vg E A S AL B BT R, DL T S
B I N s T8 BRI S BB, 45 7 AN
RE UG AT S (R P e o, IEREIWTZ H P e 75
HAZ GG %07 &M T 2 5t Re ]
nlR AR s, WAE A I B B LR 1Y i A
o A DO B A T A R I, — FOH IR, %
J5 B AR A5 4 S W G B AT ) BT, A 4
RBEFIRAR. (H2, ZHEINT —AELS, TH
RAAN % TS EN S 03 2 L (R 8 PP RTBE AL

MG —TJ5 K F, 1A B Bl 5 4 BT T
AR BRI A bR AUR AT G B IX B 2 A G B .
M )R Ateniese 25 AR P2 JE Y, L
TVFZAUAT T3 I (A2 (0 G A5 7 &8, X 48
T7 FAG KA — IR VEBHA AT, e A
b i 2 H 2t g — IR MR8, 1X it /& i Camenisch
S NP H RIS B T 120 FEZ J 7 b, WH AT
i . A T EYaZ 8, Wu 558 H
THETAREETIVRITCHS BT 10PN 0 %5 8 ik 11 A2
RS SR AL, 4 T e ATIAE AT G A DX B R
FHU21, JE3 H B ROL I LA 57 1058 FH X B (1 ] 24 4
e — AR TR, R A I T S
AR TR S =, AT X 23 118 U BE,
(TNEREYE S ARNIED AP CEn Sl N Sy S
[F] T~ Ateniese A4, 1% 77 SEAN 7 EAT AR N 2
MAEAZ B HARUE B 45 5 e %5 i 2 T Rk T 45 &,
{2 5 S X HBEREAT 2 A T 2L

Huang 55 A EH50) 1] g 5 X HCBE SR HE T W5 AN T (1)
PR 2 7 ) [R) AT R 1 AR €8 R A5 (TUCH) A
AL T Y B I IR 25 44 (LRRS), 430 H F-18 o8
FAEBE 44 25 44 B3 1E A Bt . TUCH M1 LRRS
53 E R e A5 BRI 28 4 mT LU — A T R
GBI X BediE . ANt LRRS S DASCR i s 44k
H X8 OB 58 4 E R AT A X By L F

71

b IXFEANAHT BT TS i DX HRO IR BT
M B AE SRR T 45 b AT g S0 Rl R )
Panwar 55 N B0 505 X Bl = B 44 1 280K L
S /DB TR AL ) R, SR T AN RS
VFT X HRABE (K HESE ReTRACE!™, HEZLALFE— A Il
IR T AT 3OS AR (e e A 7 58— PR g
U PR BE A T AN ST A TR . AT
PS5 %8, FAUHT P ] Jd sk I I B D SR G AL
R 8 S B 0 FH 75 3K BEARUES X I IR T TR U 1) o R
AR TT 5, BBUN T Rens B 44 AT M g A4S
Sy, WhHLINAE B O3 RENE 4R e S B 1K Sy o AH EH TR
BAPAEAEREE B L, I =07 Ak, HAESE
BT X PR ZiK), ABEHRA AT EiH o

AT PTIR T 5 AR R A R R — H
JUREAL T AL, T At ] fig 2% 2 J0O6) X s 2%
HATAEREESR, HREXEEAT A GIEMN %
ML, eAh, BE T8 M 1) A2 (0 S A J7 58 W] REAF
TEFLRERGE O T AR POX L ) B, Xu N2 T —A
A < BRI T AL AT BRAS SO BN EE T epoch 1)
A Y X P (KERB) ), IS K 3, T o/ % =
ATH, AU CA BLE g i 2 e 1B 2058 5
kR, I HAEA G 8 300 AR B O IS TR A ORI
S, WA R IS H] N g 1%, 84 CA W] LI
AEPRUE G AE R AR, A5 DN Ta) 21 5 n] LA b G 7 1
CHGE . %7 RN a2 8T A8 Sy A 2
ARG O, FLBCA A TR 0 52 2% 1R 6 7 i
T, TR T 25 44 RN T8 ) AR e G A R A,
i T VR AT B (R 3 5, s N s il ks FH
Fo AR IR 5 AT E P o Bk 1) G 8 O KR 7 ) KK
FBR, SR B, SR P R (H
e, &Y, WAL SIMAERE TR AVHE
H O BT E s 64T G B0 00 U7 ) SR, I8 3K A
R e I AR =

H R AL, BT BE ) B I T AR (0 0 S A bR
BT R o fEIMATTZ, KRR i TT R —
e B O X PRI I B 450, 5 AR G X RN
AL, MIAS Ty ) 4 7 58— AN B e X Py,
REE SIS 1) FE2 o
313 ETHFIIR

RS T B2 0 A] 2 40 X He i 7 58 20 ) T
YE = AE B (Proof Of Work, POW). L35 Ik B (Proof Of
Stake, POS). “%[H]1iF ] (Proof Of Space, POSpace)%s 1t
P, IXET7 % AW Kol 2 5 2R IR B R 2
JR TR, AHECRE T A8 (0 Je s Ay R BRI U 58 B B SR A
A MR AE SR BhaSERAE B AT AU I S T,



72 Journal of Cyber Security {5 V%A%, 2023 7 H, H 8 &, 4 M

DA B e Fn () 2 B A B o S T R I R e T
FERAEWE 6 Prox:

75 POW EIEHLHIA, 17 s e AT IR A3 X BB ik
RS LA ) /NGOG, T8 5 AR —A
POW (W INAEI)EE, 74k 2N EIa I papLEL, ) m 4
W5 CRAF T AT EREIRAL 35T POW JE
WA g I P 7 R %, Hil Tl E e AR b,
Ko R P A5 WGy, UG 1 S
XTI Ren 25 N\ ik T Deuber (175 %0, #2447 —ANil
iR ERE YNSRI EIE LSy A N E S
FEALR: BRI H A 5 BE R N,
DLHCR R A 2 Bdls, A Bl 8 A s 22 5y i3t

o FR BT

& HRHTX?

(a) AR AR oG . thBedUTl
P SRR, 0 e

ATt o AR AR ORUE R P IS BEAA, IR P
SEH AT R, W™ ARSI R SR T 5%,
SR TR AL KB ¢ I, ABIX ¢ AR
W, BATTIBOIASES o A T AR AL A MIE WSR2 o)
(eridtt, Ak e sl I S A oy 4
5. Ren 175 ZAHLL T Deuber #1753 I 1 B FALRA
Dhie, HSC T2 o g, ST AR, gt
FoEUS BB K i ML, A %07 S RES £
G R (M R R, SR g iR (10 M5 S s
P FATIOAL S MR 20 5 ot T AL RATAC ) K
IEH AP RIAE S (FIGAEAL, i Z 36 i iR A8 B &
AN TR SR o

AR | R (b) 0 17 5 2R T W X

XHR/3E 5

R T, AR, WA

BEZLI X R e

<— KB, X e IHX H:B,nk
HZRTX,, | IHZZSTX,

IHX B, 5k
IHZZ 5 TX,,

< .

() M REIA S —E W, WFoRIR XS E KA iR, FFIIET R/ A2 b
MRS Ae S, AT 2 TR 2 A A 1 2 4 k]

Bl 6 ETFHRERFRmIEXRELFELIMTRIZE
Figure 6 Overall process of voting based redactable scheme

POS & — PR 25 UF B (1 JL R0 HI, il kA
FEMEMEE T REA K, WA GRZ, RGd
K HL 2ok . 5 POW X Ah T SR8 4 )y . I
FE7E U5 A L LA B, POS SEARALBIAS 75 BLFE 2
KM S AR, HIEAR B S pLEfF %e
gk, EHiEAEEZY . TRk
Deuber J7 ¢ 1) 4 8 I 280VE 1) 8, Xu 88 N T 07
FHGRR T T 38 45 POW I POS A 55 M I8 ] 4
B8 T 7 T R AR UR ST POW A
POS 2 i s B ZENLHI, RS 0P g 5 Ak 2 1) 33
FEo Bk A gk th, IEadtem
NG, RS IR 2 LA slot, X2 —Fil
B b 8 1) B O ) BT B slot £T — MG,
T S o et Ok A, A R A G DX B — R
HOBT R, 7 AR B SR A T B 2 0L 4 AR
U SR P IE BRI SR, SRS AR 7 1% slot

RG22 A e, TRk, T8/ B8 J7
FAHE ) s RBORBENLE N i1 s, HA AT
TG UF PR A ) DR o AN B AR 1T MK 2 X e
M) A, FL A WO X 23 s B B AL
i, AR T4 X Pt R G ERE

7 — PR ML H] A& POSpace, 1Z AL H A& ik 1H
BORAL LR E A NI, s T AR
B2 0 — e = A7 o0 1), B0 o R A o () e
K, ULEH AT K . POSpace A& A% FH A7) £ A
B A AE A O UE B, SRl SR TR R R o T
POW I 9} K 52 W% Y5t 11 I R, (HL R0 HG At RO o A
—FER AL fEHET POSpace 1] g 4 X B 55 77 %
o, REAN X R A AN, il R UE B B
BE4 T RIAL Gy 1P o HoA 75 ZEYERR 1) 2 25 24 BE I
SEHE, MAN S A HE 156 4E . POSpace [X ik 45 1)
w7 PR,



M A n] g IR T IR S PR

Bi, B B,

<—4‘ HEW]FH e [ ER e '”F_ancf;&k__

T——{%‘%%ﬁ% <_T'M' <1 BT —
i

7 ETF POSpace B [X HRiELEH
Figure 7 Blockchain structure based on POSpace

PLRJULANTT #4018 7% T POSpace 4514 (1) 22
AR50 Ren 58 N FHSGH T TR 492 T —
T TR 7 Z 1490, 22 75 L o 2 X B B i
FHOG PR MM R 1 oK, At S S0 R N ok o A,
HA B — @B EMH P REZIER, BB R
(11T B P12 44 A Rt B b AT I B o« AR 7 1% 07 %
o, B SR FA RS Ty N A0 A 2 T ] DL, XL
AT ae M EE AN NRFA. TR H PR
B4, Li NG G RIE PR A48, Wit 7 —
T B 44 () 0] i 8 X Bt o7 22000 Hrp ek A 44 2
FRE AP0 R S B P AL, Bk
R VAT 2 B R AR (S B 45519 21
KR PFH iz E, JemHr A a B
ANFAE, R LB S R IE G EM L, M
LR [FI25 P — AP S A R 2 FAEH, P A8 B4
Gy et AE R b SCLRE 44 D RE, 2 GRS A I
[F] B A T AV AN 0 FAAH . 7 22t T POSpace [X.
PBEGER, A TP IMANT — A 524411
RIA . B AFAE G B 1) 75 3K, WA R R] S B 1)
M Bk B BE S, il R AH N I e 2, T
B AT 2 44 P BRI BILAS, B B A Re i1z
CE R o Cai 8 AR T —FPJET- POSpace B fA
LRA P AT BH B DX B 521,y 28 (1 g A TR R 3
TN, A SC R I ] 2 A AL R
B TTE, RVFZAH AT -kl A sl 2
B, BAmAS oy WA FIXUT Hudk, DLSIZBLRE 44 Dy RE .
[, BOAAER T B BRI IR 4, WA 128
e H A P AR ), WUIRT DR I P A4S 126 44 6
FEAE— D o AR AN [F) R A B S IR, 20 A FH mT
ERIMIAZE 44 B Pedersen 7K i 7 2k 48 7~ FH P (1) BL 5K
Gy 8RAT oy WA, AT43 77 S8 HAT A TF w56k 1 A i)
ik, HABIATATRIAE T o SR, 7 MR
S U, FEMI R 2 5 R uE M B () &R T,
RUAS 56 E I i 0 1 e 3 v, T LA % B 3 4
M v] B 5 BUG 858 ) A SR O, A A
I ) A 1 BRI L

73

314 ETARLS

ARG IX Petfrp, — HRBEG 2 I, A
TR R BEEAT R 7y X, X o FRAIG X Bk 1) 2
fEARRECL AT Ve AR XA DL T, B TR 33
BT AR e v A bR BN BE SR () 2 4R SR AL, e m]
DL W AR A8 5y B 7 A H A AR . W AEAL Y
(Mutable Transactions) & Hi Puddu &5 A $&H A 201,
P ] AR A Sy HRAE R € T — AR ET 1, 7 I )
I B AZ Sy o v AR BT 9 JRE 1, R o e T 8 11 1R 22
Gy AT AR o R, T R R AR AR AL
Sy R 1% 7 vl CLIE$E A% 1A 5y o ] AR B AN il AR T,
W At W] AR () (mutable), IBAKE 5 TS — M S 4R
T Horp, TH A AT REIIAS S AT, 72, ..., TR} X,
HEA N T G R AT & ERIRE, HRAEX
JUATE DL ARG BOIRAS, A8 5 4R A — BN ] At AT
DL SRS P AR E s M TR, BEh0HiAE &)
FRA, nf DLl B A — NIRRT ST =
(refr, a) K BB S IXHEE DT L, Hrdrefrfa7n
BAEMINAL Y /2 T, a' REARIE RN v A8 A8 by AR T
ta's BEFNARA G AT AT L) nope, "EANES
B X HBE FPIRES, 43T nope IR 2 15 BN I BRIV,
A LK — AN AT AR ) X B % B o Puddu 11 7] 47
5 ) 8 I

[

K T /R a o

e O o
LT e e

3. T=(ref}; a’)
S — OO —
2
2y Kb 2. ta 4. 1a xE LU
T={T", a, P}
= rll, 2,..., rf:}} .
aei{l,2,...,
P;{M, At} a

oy el

8 Puddu HRIEXR HHER
Figure 8 Puddu’s mutable transaction scheme

WAL, %77 LR T 3T 5 U Ok
VK AR BRI R, IR T R R TV 4
W AT By AR BRI 43 Ok AT A% 42 i (mutable balance) FIAS
AJ AR 43 Al (immutable balance) 5 #7y, A AN AT
AL Ty A ReAE O AN AT AL 2, A FH W] AR AL 5 e AE 2
PRARRIEAY, R [RR AT B 42 80U B A W] AR AT By AR i b
AT G . %7 RADOEH T W AE, i TAF
Bedgae, WAEAIAFUE RS, Befg SCHRE R - AE A
PSS ST B A 4if . AR g B4 .
HARIZTT AR T —ANBBU W g BTV, AH 24



74 Journal of Cyber Security {7 H 222 2# ), 2023 /£ 7 H, # 8 4, 2 4

J7 IR TR AN D) B, it LU FE 1),
HEA MR IR X Yedt EMIBRi%AS S, H&ibn s
o0 AN BT L, AL S IR BT WA TH A 7E X
Puik b, X2 le RAFA il ) DA R 2 A B ) R
315 HAhFTHR

5 AAEAL, PR avris e AP el
Z5, HEGEAN, FHEREeR g, E@H T
WA B R A2 1], R e iAok H ik 2 1)
MR 55 TG KA T AR MR- &, Rk
WA TV 2 R A O B I AE I H o AR e A%
SRR WEE D, V& JoE N N DA R I B, A TS
FET R I H AR A S br . AR TR
e WE Ay R BN BRI A AR S, Li SE NS S
P B T A T BB I v] g B T 3, A4S
A AR IR R N, BEAK HE Fi 0 w0 [ S 4k
WEAT % . 7 Serh IR NS RE SRR (4 Je Fa 1)
FRAAE SO, AH I RS D ) 2 8 450 AT 3 7 3k
ATHEEIGR b 2778 0, RABENLEH—H
PO R AT S S T X, AR P 2 5 #
S TRAUR R e M 8 s L2 . 7 R SL A AR
A&t T IR R A () A A g s oK, A1 H
FUETE R R oA A P, oAt oe AT R,
BRI, MR IR R R R, ARG i 4
A UL A e A BE AL 47 F P ) [ B X Bk
AR RATIE . BARTT SIREE T AR (0 G Ay R £
Bea 1145 B SR 4H, DRI Ay 3 ot Bt AT L 0ok i B el o £
THE X B, J7 S 1) Ak A B BE LA A Y,
It A BEHLE AN BEB BT $2 0 &, 5 W) AT Be A7 A1 4L
B IS . AT RSB, R RS
Nz, BERMRK.

2w T, Execute-Order-Validate #H B
T H A SR S IE A B AR S bR, AR
AR, BEIEINAZ Sy et . T RN R
7 Mk 7 Sk R BROFA 3R B, Manevich $2 H T 2 — A
Execute-Order-Validate £5 3 ) 7] 2 45 [X BRBED4, 1245

Hi 1 w7 A2 DLERh B AT R R a7 4, X
SOl )RR 2050 UE Y R, SRS R BB B R AT
HLREAT IR, 56 Uk 5 S 4 A0 X Be gy, ok
FHR (A HIARZS o DRA RN A8 5 — K, S A8 o it
R 7T 6 RS B g 4 AL TR, DL I ks st
TR o %7 F LRI A Deuber J7 ZEEBIA—
FE: Ja8 93 2 order-execute AR FG 1 X Bk, ANml
R bR et e 27 10 AC 2 B4k, 11 Manevich (177 € 7] LA
ez, (H T Z 50Uk I RS UG — NS 5 e xk, B

o FHUEAN YU UE I, 5 18 BV 2 0] G B X LA
T7 FMIEHRIR A%, Grigoriev 25 A 3L T- RSA % J7
ZEBS B AN SRR L T g R X BB (1) T Z2 06
T EE R RIS WA GG =5, (e
O 4 DX R I, EEOHT U S R A A, TR AR
RSA MEBUHEL R E8E - Forby, DXBRBEI AN i) ZL ek 2
T RSA MERE, T HoAh 7 5802 T i 2 e A5 BR 2L,
BRI, R £ G TRESE, H Dousti
(R SCEBTIHE HAZ A IS & A4

7N E TR 5 3 NS % S a7 11 ] 51 b E Y] L e
& T X P U — M S AL . e T4
A~ MRS X BUBE EANA TG (0, 32 ] g
DCEBE IR H AR T 5 0 T RA B I N 46 [m]
SRS I BUR, e H bR A2 O FEA 1A alH X et
RS SR BN . ZEARPAS S 3R 1) n)
b, VP2 TAEHARAS B i A $2 A8 B oA I 24T B
e sl IO AT Sy, 3X AT HE LR AR DX L () B A e 1,
T LU X BRE K R AL, Martins 55 A/E EVM 1
SEILES — AN TS LUK token (PR ¥R T 080, 75
JrEH, AR UCE ARG K, Al X R I 4
WAL PR E BEAT AT S H K, R [A) i v
K, MIFAT KIS HERAE o JLW R AR I IL AR T 4%
SENLHI R Y 2 Tk, A TF 28 UK 2 X LB
W, MR HEREAY, HERAHA EKE BT X
i B AN I B TR B R, RIS ORI DX P (1)
FEARJBVEABAIR . B T LUKYS, %07 S AFEEH T
LK £ 4L, Cardano 551217 EVM /A H &, DL
Quorum. Hyperledger Besu %217 EVM R A i

SVRUE,  H AT g LR T AT LAy T
AR Je s Ay BR BOM AR AR (0 e s Ay i A, Horb s #4
TR WA 5 UL R AR T 1)L, BT
GG TV 2 B2 I B RS A SR R G DX IRE IR 1 G
W TRe, Al AR (O e G A (1) 7 28 Ok R ) 52 AL
T3 R R, B LA T AR (0 i A bR B 7 5
TG A T /NS VE AT DX S, BIVIEC A A sl FA AT B
FETREESGRI 7 B — OE AT a8 40 g
T SRUEATBEEE, 0 A SR EOE B A R A RO X
Puih B AT g, X Fh 7 S LRSS A GV T IX
B, BIAAHE. AR SOOI TR 0 G Ay 1R 77 SR 3T
AR TEIG A (17 SR 45 3 R 4 PR
32 wiEALIE
ST G R SRIB RS, 3G AR BRI,
O 4 P ACHRR SR RIS SR N ST b s AT AL Y
(IR o e 32 B 18 O 452 A P S N G 48 0 5 r
FE WS T7 10T



DM A AT gmi X PR I IF R S PR 75
#x3 ETTEEMRFARNELE
Table 3 Summary of chameleon hash based schemes
PIE S KR N REETREE AN RHERZ) AT I REEIM REHEAM

2017 4F Ateniese[7] & & RE 85874 2 =
2019 4 Derler[63] = w HUE LT = w
2020 4F Tian[40] 2 & X7 Lo iz =&
Tian[9] = Z PR LR 2 i

Jia[38] i Z LR; L) 2 w

Wu[42] i P R LR i 5

Huang[43] o 2 B Py 2 2

2021 4 Panwar[44] 2 & U B = =
Xu[45] i Z PR LN 2 i

Niya[65] i Z FL Lok i i

Hou[66] = w LiX; B 2 i

Zhang([73] [ 2 2 Hegi 2 5

F4 ETIETBEREARNEE
Table 4 Summary of non-chameleon hash based schemes

HRBEG . £ EERT wwous) anmme e DI R TR
2017 4£ Puddu[11] 2 g T ok 2 i i Hmr LA
2018 4 Li[53] B Py 2 i jaan)

Deuber{8] 7z P gk 2 & i JTavraf
Dorri[12] - P gk 2 i HewI LA
Lee[37] P E4: Lok 5 e i T
2019 4 Xu[47] po FLAE =74 2 1 1 TV
Ren[49] = HURE gy 2 2 i Al
Cai[52] = L% 3 LHH = 2 1 Jvraf
Florian[60] L gy iz = Vrn]
Marsalek[72] = EZi gy = =2 i JoFAr
Martins[58] R B 2 i 2 HrI LA
Thyagarajan[59] 2 2k LS W 2 i 2 Hnl LA
2020 4 Kuperberg[67] 20 T ok i - i Al
Matzutt[68] B Pk = 2 Jovraf
Hillmann[70] L LW iz 1 Hen LA
Chan[75] - P Y 2 i Gl
Ren[46] P LR L%k P 2 i T
Xu[48] po FLAE =74 2 1 i TV
Li[51] & g P 2 =2 i VFR]
2021 4F Manevich[54] = R gy = [ 1 Vrn]
Dousti[57] P gk 7 i i Gl
Matzutt[69] P gk 2 2 Javraf
Daniel[71] R gk i [ 1 HrI LA
(FF: “--" RoRBAE VW)

321 4YREEEBRAIFFE

HARINAS S B DCHR, T T HE AR A I 2 A

M AR BB IR L IR AME O, X8t I S B A i DRIV A e N B DX P B, X T
AR TR X IERRA AT, A DU AR XCERBEEA T S 4, AN H AT
B9 BiaR. Hohdd NS SR/E I DRI Dy e it D SCREI RAm N, KR 7 s S 2



76 Journal of Cyber Security {7 H 222 2# ), 2023 /£ 7 H, # 8 4, 2 4

B AN

(a) il A1

N EHE
(b) I B3 A { 5

BEEe
(OFEEcE

9 =MXREGRIBRIE
Figure 9 Three blockchain redactable operations
(7E: AFAEPRRP I B, — b BB B, 10 29— Tl £
Wi, HOR MR A2

TEAE SRR T, VP2 T B EME T 400
B, VRS R T. DUKY S IX RIA X Pt e 4y,
[AI It Thyagarajan S5 A$&H T s FH 16 0] 2 4
Reparol®), & 1y — > & JF 0l % {iF 2 (publicly
verifiable layer), 0] DLYEVE 0] BTG VR A) (1) X Bk PR
TREROEAT, BRI IS A I 1 R BE A 4
BONEE TR BRARE N A . BRI 4R 0 S V5 2 Gk

A2y, 1 FEAENE LRI A5 2 2 LUKYI 1K) DAO il .

ZWp N Deuber )7 B AEFIAL, (HAN[R Z AbAE
T, A EIE IR AE X B SG BL, i24E
IH A 5 i e A AE B B THAZ S SR 6 5 THRZS — il
A AE PRI — SRR a5 b, RSN R 1
AR T7 AL, %07 S BAT 2 3T RAE A R 53
P, HAS B BRIEEE 41, GE5 Lhds m AL
KU EIA AT I X HBEEAT SR . (E ik
3G 2 [R5 I 7 T SR, FLAE 6 EIN A T BRI 0%
SN R 848 5 o

FEM R 18, DA 1 98 DB HT ™ IR A7k
25 ) A S A AH 45 AR s 1 T4, Florian 55 A
T AVF RN SAEA R ERA G IE AR A
P70, 3 55 2% g 4 Ry R R Kt PR AR AN e« 3Tk
(¥ 32 2 DAL b b BB 1 Kt e A A i 245
VB BR w AT IR B AT, AN DUOR] A TR S A7 i,
B R e 20 FRBE P O R 1 B MR A AN AE 1)
o 0 SR BB 1K) 5 | T A7 A AR BB Kt e
L DL i S 7 B e R BR Bl 1 5 20, 6 R
BN HAT I B8 . 1207 VR BRI AT A D AR Hh
A4 RO 0 Dy, 38 1Y e 2 (K AL UK
RHE . AN T G REE B UTXO (¥ BIA NI R
R WAL Sy, Afle RS2 m b, B 2015
IEE R RE R A E R =TS .

FEAE AN PRAF J7 T, Dousti 25 N5 NG =gt 5
o Ui AT, J7 M iE T — A = e kAR IR RN X
P, Fomis TR, WA AbfiRa s —NEEN
BerS . T IEdm ANPUG ] Be 4 3 BUX it A2 15
NG, A ok — By, AT X PR e SCHE
FANERAE, J7 SR T MRS A X P
KAUF B 2 224 1) o [RI, AT I3 T X EL
A0 G i X B T 1) 4 AN BT, SCER[62] 1 A T
BB P X B NGl N AR AN O, R
AN EE I Y8 T S B0 1 ARE R 3 N X HURE JE AN
. PR, SR T REEYEN S W SghiE Y
(A6 K i 2 Rk 2D A2 7 1) L3RR, RERE A K
PR T A N DX R DL R S s () mT R
3.22 GENZAEE

TEALER G I, AR g Xo) Se (RDRL B2 m] LAY Ay B
PR Ty e o PRI 1125 7 58 72 LA HROA B /NG 4 .
A, B FO6 X e rh B2 AR ) EAT G A, i A FH B
(R DX B P 2 AT R AR AR, 8 T REDRE JEE 11 2 7 X,
BN Ateniese 7 ZET gm0 Gt X G . AL B )
(R G 5 58 A2 LAAE By by doe /N PR A7, i A B 4
TRIEAL T, & TR g )7 2, 94 Xu 55 A
T3 ZW), g (PR LE W] 10 B o

bR T B3OV Iy T %, HVFE 0T S
BT XL G, 5] e P16 ) 5 K RIABE 1Y 5% o,
Dorri 55 Nl it OB TH S s 75 11 7 2K, $eth 7 —Fb
WA RN R ()38 F X BB MOF-BCH2, g 4K it
T P S AR S B AR KRS 1) 8% A% o V1 R R S I
(W BE I SeAT Gy, dE TR AR B B A
A AR IAT B0KE SR AT A DX BB b S B, AE 1Et 1Y
FH = R0 5552 AL BEA AN R 5 2 A AT T 122 5 o
T AR R G B PR B SRR AE R 1R U ) 4
Derler %5 A4t T 35T 50 (1) 48 (4 i Ay (PCH)ME R,
Jr4a T PCH ¥/l I #3& 163, PCH T2 5k T
S5 M 1] & P N %5 (CP-ABE) FIAR (8, i 5 A bR 2L
Ak, et SR/ RBAR I I A PCH. Derler
T3 0 JBAR R AZ G 1A 5 0] DA B G A 5 1)
W, RSP AT LR AT S I JE A OC 1R 5 A
P i P AL TR 0 SRS I S T LA SRAS AL Zy 6V
I IS B 1T, A ) I A FH A SR T TRl I B ), A
REX AT 2y AT Ynt o AR ABE 7 SR A0 % 3 e Alvt
BT TR A 7 s R TROKITHE, B —H
RIS BATT, ] DL 22 AT g, WA B 1] 4l
FEALR o EF 0 i 4 BE 1T BEAT A BE 2 K IR R) R
Sartori #2 T AN SRVFFERFER I B0 T R4S 5 AT G
CE 1] 2S5 Sy v Gl NS N e S T s € R TS



M A n] g IR T IR S PR

77

PABEASHT X AT

FrIHK

mé{}{14:k“._____,mé{}{}%]em

(a) DB 14 2 %ok SO L

S EHk E—

[E$5ES
(325)

IH22 5 TX

AR 5

. X HefA
(%)

ST S

. KB

L] Rk f— -
{ s XS
——
BiseHTX

(b) 28 Sy ) A AT RO BE

E 10 FHhdmigniE AT b
Figure 10 Comparison of two redactable granularity

s A pR 2, HL RG] R 4 R R 2 L 1R, Al 7S
B 2 e 3R e R R B T A 4

R T AL b 5T I X REE AT & GDPR #LE,
[F] IR S R DX P rp AT 5 2 1) a7 Bdk AT 4R FE
(1% B R B 3, Niya 55 B HH — Tl 397 200 11 At o
T7FO, 5277 ZARIN R, B SURES Il R AEX
Purh, SEEUERAE R WTIE W, i HLRE T
A HCRAT, 7] BUE SR AZ S 403K 99 4
PEIFRESLRIPAT, AT IERARAGHP ACA BA
B, BT DU AE % 5 F P A A8 A 1) 1)
B IR A R M M. 5l Hou 28 A3 T —
oo o] s S B A JEE R AT 42 A8 6 ) IX Hegeeel . R
TG IR AR (O e WS Ay R, A Ty AT RERE 4R JE S
B A g VO, A E SO 5 TR RIS 2
I TR A REX A AT g, HLAh, Rt
O FEAE PR GG A DR 2,
AL — B T B R TBCE T, AT S P A
MRA R, DA S s ) 22 B S A
3.3 YRIBIERA

Qb T SE A G B TR BBOH S, T AR R B AH
(1) S L UE B, 45 P BE A IX 43 A G 4 A 2 i 6 119D
By, AEIXASIRAT PR T B 18 g 4R A 1 Hal
G, TEEEH SR SR IX B A
331 HwEMANEIESY

T Gt IR YRR 5 5 2 01 2% EE A FH () a0 44,
PRI A e A Gl 230t 4, AN e 44 X i
(e v, SRADIRAS AR R, 3& ] DUSR & g
M. HATM g Zmh il T, & A
(checkpoint). BEERFE . W45 PEEHHR 45 1), SN
(RRF R A7t T DX HBE AN [R)IS) 20 (1) RS TR Bk

AIER RS, A TR 2 2 AT PRS2 4
B, R EVEA RN o PRI R A SRR SR
HB B 0 PRI UE B D A7 A% 18], 1 WIHE Kuperberg
S NHE TR AL H O7) B A 23 Sk W SRR IS N
Bh7id e Hrh SCRERTEE BB — AN 7 it 2 e 1 4]
IR A, AN A RSB B s AR U A
B, IXHE RN BR (0 A S T fe o A AR AN [A] X B, 7
XA X B[] I BT A Y

TR DX BB 1) 0 Jo 2 1) i, A BRI AL 5 e ik
B I EFIAN TS (R3O NG, an A X R R
FEBC R TH X HeE AT BY A sl A F PR FRAOR, A5
FASCATISUE (SPV)IX R s g MY H,  BUAR A v/r FH P A
AHO N R — B8 [H AL Zy K pd A7 A gy, AH 5 250k
W KEE AT R, XA R EC - LR B AR A7
L0 AT RO HL . XS Ok ), Matzutt 58 A2 H T
TEH T EERE IR 89K 5 % CoinPrunel®®], FLHR{H) [ 2%
(bootstrapping)idh #4421l i & JH A LEARF i UTXO Bi
T PR RS 1, SCHF CoinPrune 5™ LAEX
Hed® b A B F H (mutually reaffirm) B B F A Pk
NG FEPATFPHRAE TS, 53815 20nT DU BR R
HEFT IR DX B, URG OR B PR R DX RSN PR IR 2 5 1 4
BRI B, A T REME A RO IR IH B b, Se R X B
HERIANS R 2 AR SR o 34, Hillmann 55
N T8 S S 4 B AT e B b B X Hed £
P ML, Hordr, REEPURREAN T AU A 1,
tetnde— \ AN X PG AR gide. IR X B
I — e B n, EREAE S (round-robin) ) JR ) R
AP AN SR R g, IR —
ANFEHIRIN A o BEAE AWM ERIX B, GItHIn fesshi
ZRE . AHR WA LS 1 X Uk 248 e 0



78 Journal of Cyber Security {7 H 222 2# ), 2023 /£ 7 H, # 8 4, 2 4

TCVEMIBREs, b TR Yz, 7 EATH T HE AR
T TR, BT AR B R s IR, e
BEEERy— BUN ]

A M ECHE 5 K 16 £71 J5, Daniel 32 HH 7 748 [X B
BESE R IE S A — AN LA R 8 )7 AR B A7 i Bt
LRI o 7 28 B A Al AR i 2 1 77 Aok %
B DX B i, T X R A R K A R AT B Bl
45 B LT Bk BR A 1 Bk BX B (skipehains), REHS #2 R
FEEEX e, R ORAE S RE I AT IR T o LB S5
Al AN KA S A FREH R 0] 55— AN AR AR A —
AR, TR B P E AR A B, A
FHAR 7K A B 2Z (8] (R RT 4% B P 2k A (R RG . an AR
BEMIBR AT Sy s X ke, W] L e ) o3 6, 2 A R B 1)
S RE ] R R M R T R shHe . %07 RAMNIE H TR
Bl st [FREOE T KET R A AR,
W an /e FELE N H (P N A L, TR AAS S L —
SO N, SR 7 RE AR A I BRI LE 404 o AN
o BRI R R, ASfe SEBLAE A BB DX B
33.2 R KPR SAELE

H AT g 5 DX R 7 S0 SR BE S R B A
PR Z 4. PR TR AN T B B BE R T 58 i g
E4E, W1 Deuber 177 881, 1) 22 B 45 K i 75 25 B
e G B e 2 A TR g 4% B 22 2R R S I G R A
ATy AT 2 BE B B 3 2R AT A B g 4R 4
1, el RIS ek i, DAWSE ), et
ANTE] X B (MR 2, B8 Wi 1) S F i TR IRV AT
B, SIS R 9t B AR AR 2 AN X B )
(1) 55 B RO AR, T4 JE X e BE IR D Be, G B30T
) Lee 28 N4 H 17 ZB7, %07 R T/ 24
F2H ) DX e B REAT 5525 44 I Bt e A B AE Dk G
B, DASCELE RIS il sg MBI D gE, [R5 %
Ao Y FH — 2% 2 R 22 4% Nk 20 s 1) 22 B 4 R i v
Lo B E, Sihbh, W 2Bt 2 o 15
WA At G L UE B, A7 2 B8 B eyt e 28 0T X Bk
%, 1 Thyagarajan 55 A\ H& H 1) 7 059,

TEAT ) 2 4R U7 8, Marsalek 55 A4 H A
FH AH ] 6] THE B (1) P 4% 4 >k S 0 20 08 B A2 1) 7 VR U2,
Horp, — e s s, AEg X Bt —HE. 5—
S B IEHE, 2 BE 3 SR R ARG BUS BB EE .
Marsalek 77 S M X BAEESE R WKL 11 s

Marsalek Jj & [ 4 IR PH 2 22 il A8 EBE 0 4
IESM R G B B ™ TR, R JEAE
A& H P 3RAS I 2 5 SR TR FR U] T B AR S oA
X DL R AE G AT A fE, A e i A Ik
P A B o AR RN IR 1 SR

BB B X B, MR X B,
I h i
. <« Bii e B &— By |k— B, &=— ..
T, w .
B* B.,*
1B IE5E
1B MUS Y X B * BRI X B, ,*

11 Marsalek 75 R HI X HRiELEH
Figure 11 Blockchain structure of Marsalek’s schem

P95 € SR, SR AL 2 A, ARSI BOWT LAXS
FORATHEE, JHESEE RS Z I B . 85
WA gEvh A, R R SR 8 BE, WA
IO X B REAT M ERAG s B, R A8 TE B 0
AT IEBR o 5 G R IRAIE A i S [R] IN 56 A AT 24 47
X HREE, e D X RBE I, SRAE SR s SR
B EARDLX BB S, ot D) 24 1B 5 O
R E A ESEE . 1277 N Deuber K177 Z#8 fLVF
AEAT N OGS DB IR i 4, 1 L T B 2 AL 10
e gk g, A R4 Reparo Ppisl— FF 75 E 4 B 6%,
(B %07 ST AR S B A7 e A B R A
AR G T B K4 B B, ASREMHEA DAY X Heik.
Zhang 5 N FE A8 RS SE 2 K A AR B T T R
L] R 2 DX R, 00 1 4500 B 1D R R R,
S — AT ML HR Y 0 Bt o BT 503, %0y
ST T OUURE SR A i B Tk AR v 1) oA
ALy X IT R, Hob 2t A WA 5 I I A X
BB, 51— 2R BT M 1 AR BT B 1) M X B
CNITE N 127 Rl 8 e o e N e SR 7 7S
W B IR FAE . Sk T L st & R fe, 7%
A=W Be e E R B, ARG B W E MG
SHOPR TR R 72 R 45 AR /i 7255 B BL,
B B 5 A 2 A e A DX DR 3 ) A il AR 5 e iy
A A B, FE B B B, R Gea e e i
R R A IR, R B R, U R
BE L S S e R B A E ST R, 2 A,
BT TR B R AEBE B AR R OF S B 1T, ARy
KA RE A5 LR B uE A AT B T T IE AR 1k, DLSIcEL
RS R T A, G R A A0 S AR SR A B 1D
FARAR BHEAT O WORBE LR AN IE A S B0k
IEFVR R T, 28 di LA I BE T T35 A Al 4%
i Fr, DA ST TR BT I i 48
& SURAE IR A S — AL AT I, 7 BRI X B
Bl R AT B L DA SR A R E B D, X i N A
AT o B T EIRTHE XS, A ot 2 5



M A n] g IR T IR S PR

SERI T a7 2, W1 Kuperberg 55 A3 HSZFFBT AL
BHR SN FHARN) — NP 227, 55 )RR A
TEAN A, 1 HEHe 3 B R AT bR SRR, dL
N SORIRAS Sy FE BN R SR TR 0GR, el
MR ARINAS Sy« PR WAL L5 %
77 Z ) JBARFD Puddu 77 SEUIAHRL, FEEXONAE T A
FARAE I [A)E BRI, A Be M bR 58 2 AR B b
FaE M FAANAE S BIX R, 117 Kuperberg 177 % BE W
b, HAREES,

4 FIREXREHNAAR

V22 N #00 J SIZAAR 18] IR A5 AT n) A, X B )
Refl S 25 b, 5 TG AT 4 SEAR 2 18] IS AR A
T ] Y AR AR SO T DR A e
I RE, HhE T DXHREE A I YE L, AV 2 8 H AT
AW sl i & 235 . Hur, BT ESCihig g
U X R BE T AN, BT STIE  T ) g X
BEH AR A 2 e M I N 3 5o 7R SR, AT AR
Pa AT 1R 37 S0 IR 28 1 B3R 4T 0 ki, IR LN
ERAIRIES
41 FIRBXRESINSHEENGES

WA S ER RS, BT HAHASN L%
B AN R B, R 2 1) AR MR R LR AAT
RIBER . AT SATEA AR R G, WS TREUR
A NN EIE RGH, A THREX H 5
L BEAT A R BN, T8 540 5 46 1 T SURFIE K]
G AP EERHR B b o R, X R 7 2UnT BEAFAE AL
Pl W T RO R, O T BRI R RO Y
K AR, 7F B — A5 AR X E s BT G A
AR, Zhu S5 NPT —FP LT m) g X BB (1) FiR 2
PUN RGN0, 1% RGR AR (O i Ay FE A Fe gt
AT VS, IR A T X P, Bk, 4%
SRAY AL SE e Ay BRIk, i X AR R
FHAR O P0G A5 50 o A4 AR (8l 5 A5 bR TR B 1)
TEHR, T DU RSO RGP I
P LSOO X B b ()45 b AT g, AT AEAS 202
X Hed 45 F i JEmb b, Sz 8 L0800 R N g
BB . HARZ R G0 DD A X BB R A R A TR
MEARBAT T 4545, (& RGOS B A 5 L,
AR e W Ay R B B 1) A B A, AR Y
B AR ). ok, T7 b RN X A —
NP TREOE A, BOREK. nT L% SR T TR
FRGZNEEEG, DLAH BN X REE AT
A RE Rt HE AN SV Ay

WA (PR 7 #8A SE R A B 3 I 2 e 5%, T

79

ot EE N NBRFAE R . TEEL BB M &5, H
JIY G 3 OGS I 5 A e b 4% 08 8 T BRI S
A PR ELY, XA N5 DI LA 45
LR T — S FE M A 8. ET R T, Xu
SENFRH T — P L T X B (0 L ZR 8 5 9 4% 5 43 5
PRFIIAGIE )7 204, e P #E 4 B O S 05 5,
AR O RS 0 A FART, I i X P sk
AN SR A e R B TR T3 AR
TP A 0] S R DX R 2 AR N B B T ARV P 1
5 8., TRV IR 25 7 n] DA e 76 X B i b i 7 1
FREG BRI, CAISTER P S0y o ¥ T i HAR
590 E M RGEATRE, DNMUBEE R 0 S
TR EA, I REARIE 2 0 i RGE G B G,
TS T K
42 TmIEXREFIIEENE S

A G BB AR T LA 20k 1 D v A S A A
M7, CAVFZ TR BOE AT 5 1 nl g i
FR IV R Ge ki, 46 F3C[12,46,65,73](1 75
%, XL gy SN 208 TR B R A . A
AT G FAA B, I X U ) G AR B RAN 3 T ]
15 S 4A, W RO N, TR U [ ACRT R
AP, MR AT . EXMIGET, WK
BEAT T RT 42 T BB LR, HicHs g AL 1) 40 G AN A8 B
AT o 70T g IC R B D, gmH I OE e A
SEAAZH IR I IE R o BB, AT 7 3k e s A [ S
ERATTRE T B R, I 224 2 07 v S e LAt
FOR SNG4

N T RUAT A 23 TR AS W7 39 K DL S A B B £ s
(1 10) 8, &35 5 0 0 ) 37 s R P B T 0 DX B,
Chan ZE A 5| N T# K LiTiChain [ 0] B4t E 58
FAs1 3o — AN FLA A PR A iy A 0 X BB, Ay
JE I 0 3 30 1R A8 S RN DX B AT DA 2 4 AN BE RS B
BFEAZ S H . LiTiChain AR A d &3 210 1)
W EOG AR X HLAH 7 1 26V AOG 41k, Tif
BRI, 5N P R o W S S X e |
FHT MR 0 DX e, Ry 7 CRAIFE T 4% DX B [ T S0 P,
D He AT BEATY T OR B AERE T, X A AR AN AT
it AR o DRI R O ) A S TR R AT B, 7 T LK
PEIEAT B R R4, IXPEAN R B A S F A7 i
2 (B BT AR, I e TR A B S AR AN o B, BT A
Chang %5 N4 H T4 L5 25 B A IR B B FA G- 7
U6, %7 S EE R X HBE A e A LA A o
SO RGBS F AN R IR s TR, TR AR A AN
A5 3K, RVFEE A & LA 2 AR = 8
Tl A B B



80 Journal of Cyber Security {7 H 222 2# ), 2023 /£ 7 H, # 8 4, 2 4

[H%F 22 76 e A R K Eds I s5t, N T Re A ik
W (1o T) ) & A A 3E 1 R ES s 1 A% i Fi Ak 3, 3L o)
FH DX B O 5 HH A 1 2504 R ToT W i 17— /MF
G, (AP AN ] B R B AS HsE— P R R
HARVE 2 )7 ZE Re i SEINS DX HURE (10 v] g B4, (R
FEIXEL T RAAEARRE LN . H A IER R, SR
ReAb 3 . b SCFE DX HUEE e 5 2 7 Hh P AT G 4R B AT,
Huang 55 A4 H T H 50l a5 1 X B BENE S, 48
EE AN A I B TR AT O AR 8 e e A T F 0T,
FHAZTT S, 307 g 450 DX B BERE AR A 1015 9 1)
—ANRREAEE . BRI AT, 7 A I
BT T H LA 258 20, BEAR G NBAMR TR
SEULAT g AR ERAE, HRE LS 21 U7 20 A ) ATIX £
HAE .

7E TN (Mo T) W37 5 1, [RIFE 75 2 A% H
AT I DX HREE, DR A G S R B DX B B A A B Ok
h T AR T SR B D H RS, T B X R sk
AT9m%E . SR 1) n g i X P T7 S8 SRR A fig
FENH 20 TP o, B LA Huang 55 AR T —
AN G B R I B DX TS, R4 — AN TR AR B 0
W& A5 7 RN R S AR A BB A T % U ST
A G A 1 2 TR AT, SR ST T DU B
B 028 A R S N M Dhg . MR T R i —
AT AL IR A% T X P s, 76 R BARE
(1) T 4 5 9 14 2% 23K

B A U LA B rL ) R B, o A AR YR AZ &
R A S, SRR FH DX B R (1) 7 B R AN 2
SEAEE RO ES B, B B R A RRTS 2R
WFIRARY, STk Yang S5 A$EH T — NS TR IX B
BE N SN RETRAS ) R4, % R G CP-ABE
ST FH P (R BRFA DR, AN T i 8 I 24 e Tt
REW I AR i, RISy 3 A FH T 366 178 €0 JR R A oR 20T
Al AR X I BEROR, BRI Re 1 it B A
fith PRBUEAT L o 7 DX HREE R IE 0 45 5 i 2kl B, R
F VT 9 B HBR BR0E - '% Uar CLSEIL M Dy ae, S
BRI R B IRF I, Dd Al A BN AL
43 T mEEXHREMIIMEFARNLES

TE V] G DCHRE T 2, el 2 i T AR 10 e i
AR TR, oW &—2 5 0% H i &
LU n A [ ith £ b 6 #R A . SRS i K 2 400H
P RIAE S BNRE RS, AT kb
PR AT, Guo SEANFRH T HUEE TSR 0K (1) A8 5 )%
e A RS B Z G 17 SR80, %07 A TR
WS 1) 78 5 e e A 8 S I B st MU =, R
SR RN B 2R R XU 20 DX B EAT G, 7 SRk 10

et EhE R R RS B B L B AT PO, 2
TE LB By gl RE B8 /v S i B 4 g o JLrp4b
AR AT ORI, P R LSS uE v A5 R R S OE
fif, FLAT LAEs I A AN sk, i ThRE R A
R P AT es b 5, DOSRASAH N B 3% 5

iR TNEN: IR I L e X S NN i
%, ATLUMERR): — 5, Muri R Z SRR
A5 FH 3 T A8 00, Je W A R B0 ) g B DX B OR, 4
B9 T BN AR, BB AR AR Tho b e 75—
JiT, AN U7 5K 2 5T 1 W B R A g
RADETAHES . AR AAET, wmiEN
ANZATAT— Iy ¥, 25ea Lo, &7 heh
I 2 5 804 s AV S R, G 35 U AR
(175 SRR e Ib Ak, I W] 2 i DX BRE 1Y) 7 R AR
2RI T LR . LUK & TV v BE BT 19,
T LAA> 5 BT LR 6 JC VT X BB I AN R 37 e AT 4R
ZRIF ST o

5 FHRBEYHFZa) R

FET b SC R T G X BBy e AN IRATT H T
(RIRLEE AT, A4 2 B4 w2 o [ i ) G A X e e
7 AT 15 5 3 B0 AR AR e (8 RSO 9T i A, DA %
A% ] R 3K 26 ) B ) 3
5.1 AIRERVHESSRE. BRHNEE

B X HBE T 2, A i A ) R R K
550U P A e VR 72 A8 5 R DA I 25 v R 1 T
X BB 1KV 22 I R, 5 X 35 ) A 6 1R 4
W ) S AR R R Y2 ey 80, %3k 7 THI FO R 90 A1
AT JUAE IR R o 2 T 3 R X ey 6
Sy Sk EAVRE R, B R ARG i . R
53 Hi < DAG 25, BE N OLRIRAEIE . 0RER S eSS
A LUR IR, T e DX B R T R X B T R
T T DK B BE R AR N BB S SR BRI,
H R V% A 5 2 H T G X Lo 01 T 4 J P AR b
IG5, BRI RERI S BOR . 0 R T T LAEAT
dity, WA SiHl 488 BT sy 4%
B RRE, BRSO B S AN
Bt . BEA, AE A F 10 AR A B 05 152 034 % 3
Aoy AR, IR BEHE (R A Y AT 2 (1) A FELA S o 451
A] LA A 00 keI 4 kb B
JE I AEAS S o A8 TS BERAR, LRSS+ 1 7 # 5
25 707 ¥ 1) (1 B30 9 5% v A0, S 1) ) {10
Fo, 8 DX HUBE 10 B Ak, T LS 0 4 £ 3 01
KA O SR SEARS2L T LAFRAT A R A B e
3 Ji RN G X By AT S A R AN R R



M A n] g IR T IR S PR

AT 17 o
5.2 Al4R%E X HLE S FARIP
BLnA A5 SR B abf mid K EIIAX,

TR ZAUE B A G S . BRI Z 1 H P
SRR QAR Y I N IR 55, B4 A0 iR 45
SRS et i FH P () LS By . BAR I A By 5%
RO o DAy s DX B N () v, 75 58 35 1T G
g DX AR B FA DRI Dhfig . BV IX B 1Y) W) g 4 1 R
ANRE I 5 2 R SR A g B 1 By, HAE AR A
RGN, DX IR ] 4 5 T ek A Be ik 5 g 4 45 A
W R AE T WA RIS Gy WU S o G835 BT ]
Y DX HREE T R AT g, R IRAE R 07 FHh,
FH 0 5 0 FNAZ Sy A S 82 3 B 8 I ), T (R B
Raregmi it frh gt iz . i A0 L5 I8
TN T BERALR A 7 AR [40.43-484649.51-521 Sy 1" 2 it TX A
W), A Db R AR G 4R SR A G R
1y BRFAT W] Y X LBt R 4, 441 H &4
T3 SR 1) S TE AL D) Re, AR BN R A
PR 7 (1 By LLSICBIL N SE Eh g AR, H
3B A HE T A B A4 BB T I W] g e DX BRBE T R
WI{E Zcash. Monero [ 44 P45 HL s 27 By B IX B4
Wi, CLRYAE 5 X7 1R S FIAL 5y WS At & « R
T 7 kB AL B W e R i VAT b kA, AR
THBSFA LR 19 0T G 4 [X B 7 58 I 0 75 R AT [ 44
R) B3 P 7 1R, W] BAZE R F R R R B R Bl n]
BRI R AR, WS AT EL S,

5.3 |H&E#EIR 6]

WHE, X HEHE AT AR S, T R
X4 i B (R AT oy BRI B EAT AN 5, (R ] fg
FEAE G W AU AN TR s, AHb Ok B TH 208 45
PPN o G0 SRAE Gt X B J, AN ST s IR
T G TR TH B, IR ERAR X G [H H i 7 X BB
IR, RORAb T CEEE” ORE, (RURXFEAT MK
SRR T B BRI A B RA BRI 2 . i, 595 A
RILH O — LR S A e X P b, AEh
SR BRI S I, IR A B AT REFE 4 AT I BR
PRAE B AR HLOR B RIAS, IXAETY AL A IBEFAE
SVIE B AT PEAIR M BR o DR AN B 81 AN AT
O 8 BOAS Hh OR B TH B (AT, H ATIE %A 7 S fig
5 SICEIL SR T P A5 R SR A G e 1 2 oy B e

6 B4

ns

DCHUBE SR A IR St — 380 &1, ERE
PRAUE T X HRBEECE (022 4, SCRHAS T X BB AE

81

AR 20 N AR, n] G DX BRI H ARl
FEIX B2 TRl A, A DX R B AR B e 3
AT 7y 50 IR S5 HEAT Rl o AR SCES B B2t ) 2
WG RN R 7S, MGRHRILIN . G b3
NGt A UE ) =S AT R GE AT T A et
RO DCHVEE T S, a1 RN R I A0 RS
R HRCZ ARSI L, FERE LA L T 0] G DX D
BRI IR HITT 5, A0 Je il JLIRBL &5k
P T Ve, et 1 H 7 5830 7 256 36 Bl 15
(27N NP AE PRI FIWNIAE L S N (7 I S S AN
ESIRTWICIE

B2 3k

[1] Tanwar S, Parekh K, Evans R. Blockchain-Based Electronic
Healthcare Record System for Healthcare 4.0 Applications[J].
Journal of Information Security and Applications, 2020, 50:
102407.

[2] Hackius N, Petersen M. Blockchain in logistics and supply chain:
trick or treat?[C]. Proceedings of the Hamburg International
Conference of Logistics. 2017, 23: 3-18.

[3] Hou H. The Application of Blockchain Technology in
E-Government in China[C]. 2017 26th International Conference
on Computer Communication and Networks, 2017: 1-4.

[4] Tsankov P, Dan A, Drachsler-Cohen D, et al. Securify: Practical
Security Analysis of Smart Contracts[C]. The 2018 ACM SIGSAC
Conference on Computer and Communications Security, 2018:
67-82.

[5] Matzutt R, Hiller J, Henze M, et al. A Quantitative Analysis of the
Impact of Arbitrary Blockchain Content on Bitcoin[C]. 22nd
International Conference on Financial Cryptography and Data
Security. 2018: 420-438.

[6] Schwerin S. Blockchain and Privacy Protection in the Case of the
European General Data Protection Regulation (GDPR): A Delphi
Study[J]. The Journal of British Blockchain Association, 2018,
1(1): 1-77.

[7] Ateniese G, Magri B, Venturi D, et al. Redactable Blockchain - or -
Rewriting History in Bitcoin and Friends[C]. 2017 IEEE European
Symposium on Security and Privacy, 2017: 111-126.

[8] Deuber D, Magri B, Thyagarajan S A K. Redactable Blockchain in
the Permissionless Setting[C]. 2019 IEEE Symposium on Security
and Privacy, 2019: 124-138.

[9] Tian Y G, Liu B W, Li Y J, et al. Accountable Fine-Grained
Blockchain Rewriting in the Permissionless Setting[EB/OL]. 2021:
arXiv: 2104.13543. https://arxiv.org/abs/2104.13543.

[10] Politou E, Casino F, Alepis E, et al. Blockchain Mutability:
Challenges and Proposed Solutions[J]. [EEE Transactions on
Emerging Topics in Computing, 2021, 9(4): 1972-1986.

[11] Puddu I, Dmitrienko A, Capkun S. uchain: how to forget without
hard forks. IACR Cryptology ePrint archive: report 2017/106 [Online],
Available: http://eprint.iacr.org/2017/106, January 1,2019.

[12] Dorri A, Kanhere S S, Jurdak R. MOF-BC: A Memory Optimized



82

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

(21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

Journal of Cyber Security {5 V%A%, 2023 7 H, H 8 &, 4 M

and Flexible Blockchain for Large Scale Networks[J]. Future
Generation Computer Systems, 2019, 92: 357-373.

Meiklejohn S. Top Ten Obstacles along Distributed Ledgers Path
to Adoption[J]. IEEE Security & Privacy, 2018, 16(4): 13-19.

Yuan Y, Wang F Y. Editable Blockchain: Models, Techniques and
Methods[J]. Acta Automatica Sinica, 2020, 46(5): 831-846.

(G5, £ QR wgmB X e BN, BOR ST, Aa0its
7, 2020, 46(5): 831-846.)

Zhang D, Le J Q, Lei X Y, et al. Exploring the Redaction
Mechanisms of Mutable Blockchains: A Comprehensive Survey[J].
International Journal of Intelligent Systems, 2021, 36(9):
5051-5084.

Zhu Y Y, Li S, Feng G R, et al. Fingerprint Recognition System
Based on Editable Blockchain[J]. Journal of Applied Sciences,
2021, 39(2): 330-337.

CRHEHE, 25, mE S, 55, BT g X HBE 4R SOMUN R
L) MR, 2021, 39(2): 330-337.)

Ateniese G, Medeiros B D. Identity-based Chameleon Hash and
Applications[C]. 2004 International Conference on Financial
Cryptography, 2004: 164-180.

H. Krawczyk and T. Rabin, Chameleon Hashing and Signatures.
TACR Cryptol. ePrint archive: report 1998/101[Online]. Available:
https://eprint.iacr.org/1998/010, Mar 17, 1998.

Chen X, F Zhang, Kim K. Chameleon hashing without key
exposure[C]. 7th International Conference on Information Security,
2004: 87-98.

Camenisch J, Derler D, Krenn S, et al. Chameleon-Hashes with
Ephemeral Trapdoors: And Applications to Invisible Sanitizable
Signatures[C]. Public-Key Cryptography—PKC 2017: 20th IACR
International Conference on Practice and Theory in Public-Key
Cryptography, 2017: 152-182.

Shamir A. How to share a secret[J]. Communications of the ACM,
1979, 22(11): 612-613.

Yao A C. Protocols for Secure Computations[C]. 23rd Annual
Symposium on Foundations of Computer Science, 2008: 160-164.
Harn L. Group-oriented (t,n) threshold digital signature scheme
and digital multisignature[J]. [EE Proceedings-Computers and
Digital Techniques, 1994, 141(5):307-313.

Boneh D, Gentry C, Lynn B, et al. Aggregate and Verifiably
Maps[C]. The 22nd
Theory and applications of

Encrypted Signatures from Bilinear

international ~ conference on
cryptographic techniques, 2003: 416-432.

Chaum D, Eugeéne van Heyst. Group Signatures[C]. Advances in
Cryptology - EUROCRYPT '91, Workshop on the Theory and
Application of of Cryptographic Techniques, 1991: 257-265.

Rivest R L, Shamir A, Tauman Y. How to Leak a Secret[C]. The
7th International Conference on the Theory and Application of
Cryptology and Information Security: Advances in Cryptology,
2001: 552-565.

Sahai A, Waters B. Fuzzy Identity-Based Encryption[C]. The 24th
annual international conference on Theory and Applications of
Cryptographic Techniques, 2005: 457-473.

Micali S, Rabin M, Vadhan S. Verifiable Random Functions[C].

40th Annual Symposium on Foundations of Computer Science,

[29]

[30]

311

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

2002: 120-130.

Boneh D, Bonneau J, Benedikt Biinz, et al. Verifiable Delay
Functions[C]. 38th Annual International Cryptology Conference,
2018: 757-788.

Badruddoja S, Dantu R, He Y Y, et al. Making Smart Contracts
Smarter[C]. 2021 IEEE International Conference on Blockchain
and Cryptocurrency, 2021: 1-3.

Krug J, Peterson J. Sidecoin: A Snapshot Mechanism for
Bootstrapping a Blockchain[EB/OL]. 2015: arXiv: 1501.01039.
https:// arxiv.org/abs/1501.01039.

E. Palm, O. Schelén, U. Bodin. Selective Blockchain Transaction
Pruning and State Derivability[C]. 2018 Crypto Valley Conference
on Blockchain Technology, 2018: 31-40.

van Dijk M, Gentry C, Halevi S, et al. Fully Homomorphic
Encryption over the Integers[C]. Annual International Conference
on the Theory and Applications of Cryptographic Techniques, 2010:
24-43.

Biinz B, Bootle J, Boneh D, et al. Bulletproofs: Short Proofs for
Confidential Transactions and more[C]. 2018 IEEE Symposium on
Security and Privacy, 2018: 315-334.

Garay J, Kiayias A, Leonardos N. The Bitcoin Backbone Protocol:
Analysis and Applications[C]. Annual International Conference on
the Theory and Applications of Cryptographic Techniques, 2015:
281-310.

R Pass, L Seeman, A Shelat. Analysis of the Blockchain Protocol in
Asynchronous Networks[C]. 36th Annual International Conference
on the Theory and Applications of Cryptographic Techniques, 2017:
643-673.

Lee N Y, Yang J H, Onik M M H, et al. Modifiable Public
Blockchains Using Truncated Hashing and Sidechains[J]. /[EEE
Access, 2019, 7: 173571-173582.

Jia Y X, Sun S F, Zhang Y, et al. Redactable Blockchain
Supporting Supervision and Self-Management[C]. The 2021 ACM
Asia Conference on Computer and Communications Security, 2021:
844-858.

Ashritha K, Sindhu M, Lakshmy K V. Redactable Blockchain
using Enhanced Chameleon Hash Function[C]. 2019 5th

International ~ Conference on  Advanced  Computing &
Communication Systems, 2019: 323-328.

Tian Y G, Li N, Li Y J, et al. Policy-Based Chameleon Hash for
Blockchain  Rewriting with  Black-Box  Accountability[C].
ACSAC20: Annual Computer Security Applications Conference,
2020: 813-828.

Ateniese G, de Medeiros B. On the Key Exposure Problem in
Chameleon Hashes[J]. Lecture Notes in Computer Science, 2005,
3352: 165-179.

Wu C H,Ke L S, DuY S. Quantum Resistant Key-Exposure Free
Chameleon Hash and Applications in Redactable Blockchain[J].
Information Sciences, 2021, 548: 438-449.

Huang K, Zhang X S, Mu Y, et al. Scalable and Redactable
Blockchain with Update and Anonymity[J]. Information Sciences,
2021, 546: 25-41.

Panwar G, Vishwanathan R, Misra S. ReTRACe: Revocable and
Blockchain ~ Rewrites Attribute-based

Traceable using



M A n] g IR T IR S PR

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

Cryptosystems[C]. The 26th ACM Symposium on Access Control
Models and Technologies. ACM, 2021: 103-114.

Xu S M, Ning J T, Ma J H, et al. K-Time Modifiable and
Epoch-Based Redactable Blockchain[J]. IEEE Transactions on
Information Forensics and Security, 2021, 16: 4507-4520.

Ren Y L, Cai X J, Hu M Q. Privacy-Preserving Redactable
Blockchain for Internet of Things[J]. Security and Communication
Networks, 2021, 2021(6): 1-12.

Li XY, XulJ, Yin LY, et al. Escaping from consensus: Instantly
redactable blockchain protocols in permissionless setting[J]. IEEE
Transactions on Dependable and Secure Computing, 2022(01):
1-20.

Xu J, Li XY, Yin L, et al. Redactable Blockchain Protocols with
IACR Cryptol.
2021/223[Online]. Available: https://eprint.iacr.org/2021/223, May
17,2021.

RenY L, Xu D T, Zhang X P, et al. Deletable Blockchain Based on
Threshold Ring Signature[J]. Journal on Communications, 2019,
40(4): 71-82.

(AT, ARSFEE, SRBMG, 2. JET T BRER 44 1 v il X Bk
BE[D). A 1FF7R, 2019, 40(4): 71-82.)

SS Al-Riyami, KG Paterson.

Instant Redaction. ePrint archive: report

Certificateless public key
cryptography[C). 9th International Conference on the Theory and
Application of Cryptology and Information 2003:
452-473.

Li K M, Zheng D, Guo R. An Anonymous Editable Blockchain

Scheme Based on Certificateless Aggregate Signature[C]. 2021 3rd

Security,

International Conference on Natural Language Processing, 2021:
57-67.

Cai X J, Ren Y L, Zhang X P. Privacy-Protected Deletable
Blockchain[J]. IEEE Access, 2019, 8: 6060-6070.

LiPL, Xu HX, MaT]J, et al. Research on Fault-Correcting
Blockchain Technology[J]. Journal of Cryptologic Reseatch, 2018,
5(5): 501-5009.

(IR, R, HiRE, & THBKRERARTIAD]. &
7R, 2018, 5(5): 501-509.)

Manevich Y, Barger A, Assa G. Redacting Transactions from
Execute-Order-Validate Blockchains[C]. 202/ IEEE International
Conference on Blockchain and Cryptocurrency, 2021: 1-9.

Rivest R L, Shamir A, Adleman L. A Method for Obtaining Digital
Signatures and Public-Key Cryptosystems[J]. Communications of
the ACM, 1983, 26(1): 96-99.

Grigoriev D, Shpilrain V. RSA and Redactable Blockchains[J].
International Journal of Computer Mathematics:
Systems Theory, 2021, 6(1): 1-6.

MS Dousti, A Kiipii. Tri-op redactable blockchains with block

Computer

modification, removal, and insertion. IACR Cryptology ePrint
archive: report 2021/724[Online]. Available: https:/eprint.iacr.
org/2021/724, Jun 1, 2021.

Martins F F, Matos D R, Pardal M L, et al. Recoverable Token:
Recovering from Intrusions Against Digital Assets in Ethereum[C].
2020 IEEE 19th International Symposium on Network Computing
and Applications, 2021: 1-9.

Thyagarajan S A K, Bhat A, Magri B, et al. Reparo: Publicly

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

(71]

[72]

(73]

[74]

[75]

83

verifiable layer to repair blockchains[C]. Financial Cryptography
and Data Security, 2021: 37-56.

Florian M, Henningsen S, Beaucamp S, et al. Erasing Data from
Blockchain Nodes[C]. 2019 [EEE European Symposium on
Security and Privacy Workshops, 2019: 367-376.

MS Dousti, A Kiipii. Moderated Redactable Blockchains: A
Definitional Framework with an Efficient ConstructiM]. Data
Privacy  Management, and  Blockchain
Technology, 2020: 355-373.

R Matzutt, Henze M, Ziegeldorf J H, et al. Thwarting Unwanted
Blockchain Content Insertion[C]. 2018 I[EEE International
Conference on Cloud Engineering, 2018: 364-370.

Derler D, Kai S, Slamanig D, et al. Fine-Grained and Controlled

Cryptocurrencies

Rewriting in Blockchains: Chameleon-Hashing Gone Attribute-
Based[C]. The 26th Annual Network and Distributed System
Security Symposium, 2019: 24-27.

Sartori, Damiano. Redactable Blockchain: how to change the
immutable and the consequences of doing so[D]. UNIVERSITY
OF TWENTE STUDENT THESES, 2020.

Niya S R, Willems J, Stiller B. On-Chain IoT Data Modification in
Blockchains[EB/OL]. 2021: arXiv: 2103.10756. https://arxiv.org/
abs/2103.10756.

Hou HY, Hao S D, Yuan J M, et al. Fine-Grained and Controllably
Redactable Blockchain with Harmful Data Forced Removal[J].
Security and Communication Networks, 2021, 2021(1): 1-20.
Kuperberg M. Towards Enabling Deletion in Append-only
Blockchains to Support Data Growth Management and GDPR
Compliance[C]. 2020 IEEE International
Blockchain, 2020: 393-400.

Matzutt R, Kalde B, Pennekamp J, et al. How to Securely Prune
Bitcoin’s Blockchain[C]. 2020 IFIP Networking Conference, 2020:
298-306.

Matzutt R, Kalde B, Pennekamp J, et al. CoinPrune: Shrinking

Conference on

Bitcoin’s Blockchain Retrospectively[J]. IEEE Transactions on
Network and Service Management, 2021, 18(3): 3064-3078.
Hillmann P, Kniipfer M, Heiland E, et al. Selective Deletion in a
Blockchain[C]. 2020 IEEE 40th International Conference on
Distributed Computing Systems, 2020: 1249-1256.

Daniel E, Tschorsch F. Towards Verifiable Mutability for
Blockchains[EB/OL]. 2021: 2106.15935.
https://arxiv.org/abs/ 2106.15935.

Marsalek A, Zefferer T. A Correctable Public Blockchain[C]. 2019
18th IEEE International Conference on Trust, Security and Privacy

arXiv:

In Computing and Communications/I13th IEEE International
Conference on Big Data Science and Engineering, 2019: 554-561.
Zhang C, Ni Z F, Xu Y, et al. A Trustworthy Industrial Data
Management Scheme Based on Redactable Blockchain[J]. Journal
of Parallel and Distributed Computing, 2021, 152: 167-176.

Xu J, Xue K P, Tian H Y, et al. An Identity Management and
Authentication Scheme Based on Redactable Blockchain for
Mobile Networks[J]. IEEE Transactions on Vehicular Technology,
2020, 69(6): 6688-6698.

Pyoung C K, Baek S J. Blockchain of Finite-Lifetime Blocks with
Applications to Edge-Based 10T[J]. IEEE Internet of Things



84

[76]

[77]

(78]

[79]

Journal of Cyber Security {5 V%A%, 2023 7 H, H 8 &, 4 M

Journal, 2020, 7(3): 2102-2116.

Chang R I, Wei L C, Wang C H, et al. Blockchain for
Bounded-Error-Pruned Content Protection[J]. /CT Express, 2021,
7(3): 295-299.

Huang K, Zhang X S, Mu Y, et al. Achieving Intelligent
Trust-Layer for IoT via Self-Redactable Blockchain[J]. [EEE
Transactions on Industrial Informatics, 2019, PP(99): 1.

Huang K, Zhang X S, Mu Y, et al. Building Redactable
Consortium Blockchain for Industrial Internet-of-Things[J]. IEEE
Transactions on Industrial Informatics, 2019, 15(6): 3670-3679.
Yang W T, Guan Z T, Wu L F, et al. Autonomous and

Privacy-Preserving Energy Trading Based on Redactable

ZH

B, 2%, Email: xsbinluo@]163.com

RAKE T 1997 (ELEh EERFEABE A st
- F AR 2 2 . H A R
& il ) RNARY S YT P [SDERY N
= IRt AT ST Y SR o DL

wuyd007@qq.com

T 2020 FHEH HREEL LT
MERAG 222 o AR RS R K X 45 2 1)
YA N TESAR 257 o WIFFT AT N (X B

2, ML kNS By E K oA T
FEFOE 45 B AT . WEFT SRR X Bk
N N fe e 4 5 %45 . Email:

(80]

(81]

[82]

Blockchain in Smart Grid[C]. GLOBECOM 2020 - 2020 IEEE
Global Communications Conference, 2021: 1-6.

Guo L F, Wang Q L, Yau W C. Online/Offline Rewritable
Blockchain with Auditable Outsourced Computation[J]. [EEE
Transactions on Cloud Computing, 2023, 11(1): 499-514.

Belchior R, Vasconcelos A, Guerreiro S, et al. A Survey on
Blockchain Interoperability: Past, Present, and Future Trends[J].
ACM Computing Surveys, 2022, 54(8): 1-41.

Jiang Y, Kang J, Niyato D, et al. Reliable distributed
computing for metaverse: A hierarchical game-theoretic
approach[J]. IEEE Transactions on Vehicular Technology,
2022, 72(1): 1084-1100.

BB T 2015 FLEE W IR NE N A
TN IRAG T 2 W24 . BT B R K
AT ER R, BREHENL,
HERILEH . TR o M 2, X
LN /A
163.com

Email: jinmingwenl@

BRiE T 2013 EAE R VE R LR
S A o BT R ARG R A TR
BB T0L  BETUG IR ELE A A %
fith % F %5 . Email: s080001@e.ntu.edu.sg



