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Abstract When using the K-means algorithm to cluster user information, there is a risk of privacy leakage. Differential
privacy protection technology can provide strict privacy protection. However, most of the current K-means algorithms that
meet differential privacy have problems of random selection of centroids and imbalanced noise addition when processing
multi-dimensional data, which leads to unsatisfactory clustering results. To this end, this paper proposes an approximate
differential privacy K-means algorithm based on Tsallis entropy. Aiming at the randomness problem of centroid selection,
a strategy of attribute weighting by Tsallis entropy is proposed to optimize the Euclidean distance between objects, and
then the weighted Euclidean distance between each object and the unique random initial centroid is compared to determine
the remaining initial centroids. This allows the algorithm to reduce the random selection of the initial centroid while im-
proving the accuracy of the model; on this basis, a privacy budget allocation strategy that can balance the signal-to-noise
ratio is proposed for the problem of noise imbalance, and then add Gaussian perturbation to the iterative centroid, so that
the algorithm satisfies (e,8)- differential privacy protection without increasing the time complexity, and at the same time
improves the accuracy of the perturbation results; finally, the effectiveness of the algorithm is evaluated on four real data
sets. Experimental results show that the proposed algorithm can achieve efficient clustering while ensuring user privacy.
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Figure 1 Gaussian distribution
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Figure 9 Clustering accuracy under the condition of differential privacy
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