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Abstract Mobile edge computing is a new computing paradigm, it pushes the computing power of cloud servers from
the upper-layer centralized cloud to the lower-layer network edge, which can effectively solve the problems of low
real-time performance of cloud computing and insufficient computing power of mobile devices. But due to the uncer-
tainty of the user’s movement and the limited signal coverage of the edge server, it has become a very challenging
problem to get the task offload to be completed efficiently. At the same time, there are currently some usability-first task
offloading algorithms, which ignore user trajectory privacy and security in order to obtain the lowest delay. In view of
these challenges, we considered the contradictory relationship among the three aspects of migration cost, trajectory pri-
vacy, and usability. And we propose a privacy-aware online task offloading mechanism with high availability on the
basis of information theory. First of all, we quantify the degree of leakage of trajectory privacy by calculating the mu-
tual information between the real trajectory and the released trajectory, and formulate this task offloading problem as a
multi-objective optimization problem. Next, we further propose a task offloading scheme based on Markov chain to
solve this optimization problem. At last, we designed a lightweight online task offloading algorithm for the device side
in a multi-constraint scenario. We solve the weighted balance problem between trajectory privacy and perceived delay
under the constraints of migration cost, and the problem of minimizing trajectory privacy leakage under the dual con-
straints of migration cost and perceived delay. Our experimental results show that, the privacy-aware task offloading
scheme proposed in this paper is more secure than other schemes in different constrained scenarios. It can realize tra-
jectory privacy protection while ensuring low perception delay, and it is suitable for fast decision-making and offload-
ing on those mobile devices with limited resources.
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Figure 1 Diagram of user trajectory privacy leak

P, AR SCHEIUE 2 50 N P B sl Bad #e

127

SIS JRAS L SR R AE 55 18 ) R, ik o
N3 A5

1) H& TEBMA. PRSIt =42
BRI F R AR, SINEAR B REALRS AL 5, KA
55 B8 IR U e 2 H AR LA i A, SRR T UK
TR i T I P B R SRR A A AT 55 1 3
BLiH o

2) AEPIFF AR5 N v 1T 1R A (4 7 2k
P55 BV BEVE: EIT R AL MR —Fi 2 H bR
AL IOAE S AT 55 E AR, SCBLPUIE RE A L J S it
& Z 18] (P4 AR ISR AR 5 I A RO ZTRR,
Pt Bh A2 e R BE S, SEBIL AU K R i s 1)
/MU o KPR ER TSR IR R, RV 2
B PR RS Bl e % RAT S v (K m]

3) BRETEIEL, BIBMESECR. TR AL
W I SELAHO SRR RENI W, AN GOl FaAait
eSS W NN [ 55 7 T 20 A AR SO 55 3 BT

2 HxIME

HRTVF 2 22 e v 3RS BRI TR
I, ARATT ) AR AT LA 43 Sy I S0 DI S S 480 5 s R 16
FLIB A I EN R o
2.1 BFEMRFERITRENEK

I 9iE 2 A 25 % PR e IO AR I, A2 PPk v 5 380 280K
WK AN OCHE LR, SCER[9-12]%F %) MEC R4 it
A SE G A) I 4 v i e FEAIT 5T

SCHR[OTA 7T 2 T~ % 2] 1% 7% (Device to Device,
D2D)[1 4 i MEC R 4E, et —MI&AES IS
D&y B A T 8 Lhdse /IMUGAT 55 A BN 48 . Tt
AN TR AL HIR(GA) M BE T R R UZIR &
R S M LRI (MINLP) 1) 38, JE— D48t —Fh e
RIS BN AE 55 1 0 P SRR AR R FE
BRATS5 53 BC o SCHR[ 10T AR H P B8 8l i R b KT
B A LT IR 55 2 PR RE 04K 1) 8, DASEIRA P
AN ZE fe/ME o« T Lyapunov fEALEZ K IHLAL
i) 0 i DR AN 75 B A 56 A0 VR ) S I AR A ), AR S
JET Markov ¥ fRUR R 3R IX A NP-hard 7] #1135
AR ACAA, B fa et T — PG I ) 52 2% B 1) 23 A 2
AT AT R RAR TR 55 BT E S 4 n) jE . 3¢
BRI S AR N B R P 2 B ) R, a5
JETCERAT 5 AR 4 IR 5 A% Pk 5 R B 1 H P AR o
[R5, SR SEBUERARAE IR M KL H - QoE(Quality
of Experience, QoE)If) H#x, fE/NIM g = FHH T
IR VL (DEUA-O) R KB 5 R4 i T Ik
AR S I:(DEUA-H) . SCHR[ 12132 % 75 1) £ B K At



128 Journal of Cyber Security 15 FV% 4244, 2023 £ 7 H, H 8 &, HFH4 M

PP 43 IE ) R, DA kg S R I S A T R AR B 5
e R, @ oA LA [\
QoS(Quality of Service, QoS)Z >k S = A5 it
a0 A KAk, 3 0 2 R R 5 R Sk K X A
NP-hard [/, 76 R S — R ke UE
KA IR o
22 RFARIFESTREIE

TRA 1) RS 53 SR s 08 S IS LB D0 506 1) o1 450 0 438586
W&, {HJE BT MEC W& %5 %28, W
i st e 5 or B HEN . A RAE R
Rt A 2, PRt — 28 AR i N B AL DR 4 R il s )
BN, SCHR[13-161%8 X TH 5 0 #2 b FH P B AL
PRAF e FBURE T 5T o

SCHR[13]10F9E MEC R Ge 1 H 7 B FA 2 4 n) i,
F BAE MEC R0 ILAT (1) N F RS s oIl i =
XFH P BT I HEWT X0y, 34T Lyapunov ALALAE
BRE HH — Pl AR 255 o - B AL ASUARET PR FH AT 25 B0 80T 28,
S SR AE ORAIE S FH P AR 6 1 () B R4 FH - B A
SCHR[1410F 908 3 10 S v S8 by vh R RA DR3P 5 41 55
EVE RS DU ) R, AR R FH P B A ) [ I 3R A
AR IE 5 RERE . Rz Ui i) SRR —A 2
% MBA(Multi-armed Bandit)n) @, #4735 2%
SRAE(TS)Z5 R Bt — ol ity [ FH = 000 74 G AR J R A
1155 EN B (PAOTO) 1%, kA 21 g5 A1 1) 4 15 FI B2 FE
PERE LSRG FH - B A o SCHR[ 15175 FE LRI I v 1)
K FA 22 4% n) L, 76 RS20 F3R H— L T om b2
>J(Reinforcement Learning) () EL A5 B& A AN )AL 45 0
WITE, ARV B es b A AT 55 28 ke SR 1) ] I
&3 MEC 24 1R P A7 & B AL AT BT U A . SC
BRI161EH 0 P ISR AR I I &, 2t — A B E AT
AT 55 EP ML o W I 98 3 F P A E AT
g4, ARG ARYE ED RS LEH P AE T E MEC RS54
PR SS A AR IR SS, LA D IEIR b fig

b SRR A BEAA LRI R TE AN 2 PR AN T B HY
T ARSI T R S, (R A — 28R BRI H T,
AT TE A RER): DI scoh -l 2 &#8)
(195 2)IA (R EDEA L 2 1 s B RA A ittt 5 o DRt
BATER T M6 FH P A2 Bl 75 ook Bhoze Ba A 1)
TRA 7%, FEEARY P AER S R DR b 1% Bk 55
A M R T 3 R R P A e R T 1 T, [R] I
& T LA B AR SR 1 5 I A e W SR ARV R AR R

A L
3 RGRESEEENX
HREAENF ) % MEC M%7k, P u fERK

% L _FRpdiny, FIEAA S={s, s2, -, S} LGRS 4%
PR SS, B4 MEC US4 42—
SEMTH SRR, HOR P o] LU I JE 2k N el 3k
S (5G I KIRMR S5 - Fefi T I ) r € T=(1, 2, ---,
Ty, Horp TR . A X n€EN={1,2, -, N}
PR YRR S5 R I 75 2L ) MEC IR 25 85 14 D 2
AT 5L, HAATRS & R 1 . ik i),
KRG LA

1) BANH PRI 3h BT SR — R S AT 45,
BB R IR S 52— EiR

2) BAS MEC AR 2% 15 9 55 AT 45 1)
TR RASZ IR

3) FEANHRSS B A05E P IARRRIR 451 3K

x1 FEFSHAX
Table 1 Main symbols and meanings

(i) X

u AP

s LGNS A si

s i8R ey
T U
n
L
r

%0 e rh, 7 E0ERGT OS5 AR5 Bk
KRN T HIFL S
KN T YR A Bk
I, 2 ¢ (R LS
7, FEIFZY ¢ (RN 55 A0 B
X' (0 TEIRS Y ¢ 368 s IR 55 3 3R
G(t) WE A T2 JEE 5 I SEE PR IASL R £
, PP w BG5S AE ¢ 2RSS 4% 5 3288 BN O5 4% i
H BT SR A
: BE IO R TR A

3.1 BAMER

Tk % AT 40 o N BB 2 AN M, BE
WS I GRS B, B RSB LA, B
SOUF AT S E AR R, (H T T RER AT
A IR B B R P (RS S, HE £
(SRR =0 S WIS G r S TRy o =1 B - S
{8y 300 T 035 T ek T L RIS B IR 4% B b
7158

RLHEAAE DI, CRAUTREND: 1)
AT LGRS 2 I RL B 2)3RA3H P BN
SRS SIS I, BAEIRSS 28 1D $E NI a) LA R
S5INHK; 3)BEHR T AT B IO £ 5L )M P AL T
e 1, 2, -, T A, Bl
Hh i JE TR MEC IR 45 28 3EAT AT 455K, 2 SUE45 1
IR A MEC IR S L B4R T= {11, 10 -+,



ST 45 R Bl ek S B AA AN 78 2o 55 E L

o} HRATIIEAL o8 T IR RSS S AL ED),
Bk 2 L RS P AT HEIERE P R AT, ORHE
TR RSN . [, O 1 DI SE S RERE, T
Jrex E R AR (1 AR 55 4% EAT W SROAVEN 28, Mraki 4K
XA AL e RGO FRATH P AER N2 A7
B, ARIMTERE IR A S 5 B I 1) SS90 1 (1 A
ME R A NP, Fggdht, TARHALRE). R,
FATH H b2 AERIEIX RGO, BRI AR 5%
1T B N B RA S S o
3.2 HERRFAHEEEHRE

g AE L 2, e T L=l by e, I
RIS I PHEIN TR BEN KB T BRI R
HHE T IS ZI B R . T IRG5 as i B2 AT,
Tk 2 MR A AT B ARAT ] 1R S S, DRIk e
SCECSE U 5 R AT 03 (1 R B DAy 38 B A i i P2,
TSR AT 5 TSP 2 R AR SR,
FASLN Il

Divaey O =1L )= 1(ly, Ly I3 7y, Ty 002, T)

= H(L)-H(L|T) (1)

3.3 EBEHAEE
B P AEAT ERE R A 2 AN 6 MEC R %5 %% 11
451 3R, AT-454E AN A MEC JIRSs 28 2 IR T,
FH UG = AR B R A RRAS, DR 3 AR b AT
Mo HIE, ESm AT u 1SR AE ¢ I
ZIMNIR s 2% j I RIIRS 2% @ BT s B A, IR
u Gt KN TRIE T MRS 28 2 HER) %L
I, TEW n ANPLAT S EA R AR S 2% 2 [ iE
¥, IR AT LIRS N
M (6)= > Xt —Dxf (ym}, xn ()
i=l j=1
Hd, X N Z ¢ B sk,
. 1, IEPENR 25 75,
U o, e s,
ARG o MRS PEAL T A5 BRSO BRI PR AT R
IR K RIS E A, RIS H— N IT R A
T
ISE—FE'J ZMu(t) <Mprovider , Mprovide j’\jﬁ%jﬁﬁﬁ%}&j&

t=1
W BRI A X AME, B8 R
AN
3.4 QoS &5

Bahi G s 45 LT SR 2 B B A 22 7
1, BIEAFP) MEC 45w dE gy H P i QoS H X

. BEFERSSAS s WATSS

129

A, FEARILI MEC RELEMT, k55281 QoS i H
FUBGNFE IR R ARBLC] IS0 4 IR th A IR
T A SEIR 2

(1) VI 2R

TEAFA MEC fIRS5%% 1, aleSa 2B s
LR S A TR, B IRSS A I A PR,
MR B Z AL RIS, AL iR RS
HE N 55 2 09 HE BB F71 v s 25 B 8 AL A1 ot o 1)
%o DI, T BRI ARIE RS #5 1 QoS, FATTH:
S ARG VT S S AR AR R v FER ) ¢ H
u ¥ n MESEERI RS s B E TR R

o@:%wﬁﬁ%t%ﬁﬁﬁﬁ%:

1

0m=2ﬁawﬁ=2ﬁmx% )

ot BB S CPU SHELRE ), 81 Je0E ¢ Wit
5 n A5 BT B SV

@) AR

i MEC R4cth, (E4c A B P )
5055 2 1 B B T P I, O T AT
Y, 7S RGO e R o T R %
T 2 I T L o 8P — A BB e
HERIES NY = {at,, 28,71, Joh 0 47AT55 1A%
WHR R, p,FR AT RIS R, 0, A%
(55 BF A B2 CPU Y2, p & Mhi WU, 207 1T
S RAALESh, WA 1, Bk 0. 5%
SCRRL17-18), 117 55 MEC Hi46 -2 i) 4005 e
Kl RN N
By
E @)

I AT £ 0 09 285 5 0 A
0 - 0 0 00 e R, 720 4
FE, SR LA E I T, R 1
S 25 AT P 0 S ARG, TR A T
ST DL AT

Vup(myu) =27, log, (1+

2B

Vaown (m,u) = Z,, log, (1 +§—m’) (5)
b, Z, & PATETE 4415 58, p, G BRI,
B, AT u BIMEC 5 o m Z [R5 18 55, & A
P T VRS u i N EdE £ MEC 15 52
m 2 A] (R AR I 1] DL R 2 MEEC R %5 8% 58 AT 45 1F 65
PUS, MRS 45 m g S H Ea A5 g T P a0 280
8] :



130 Journal of Cyber Security 15 FV% 4244, 2023 £ 7 H, H 8 &, HFH4 M

24
h = % 6
up (t) yup (m’ u) ( )
I/
hyp (@) = ————— 7
dOW”( ) Ydown (m’u) ( )
DRI, 454 A R(6)FI(T) S B A N Ay -
H(t) = hup (t) + hduwn (t) (8)

CEOAT S M B SE ) RUEAS I AE(8), 7E ¢ I

ZIIE P B SiE ] 7R A
Z)=0@)+H(1) ©)

3.5 [EEFRR

AL EEIVERIEAEL MEC RS 23R 5,
F P AR Bl ik B A HEAT AT 55 S0 5 BN 1) R 45 s 32 48 )
L W K P BUBE B R . AR T —NT R
ALY HC 1R BLAT BRI AN (AT 55 0800 &, WIT
B AR L) HCT AT 55 10 48 ) JU L A0 oy — AN B AL
] {1, VB wy, wo KRR 6 T B AA CR 4 R IN
TEPRE AN s, P2 B A5 BN ZE (R QoS)
FEAR ) — Y B, S IR 2 B RA 5 JR R B S 1) A
He/Mb, Z I AT R

Object:  min i G(0)x!' (2) (10)

z M (t)SMpmvide i=1

t=1

G(6) = WDy (1) + WHZ(1) (11)
st ow +w, =1 (12)
Zﬁﬁmwﬁnéq (13)
i=1 n=1
Y-t (14)
i=1
X! (1) € {0,1} (15)

b, HbR(10) 271 MR o5 P R 4n th TR AL IR
N, SEPUPEBEAA- BRI AL R H ) B MK, G

T
RFINBLE R, DM (1)< M7 RIRATH A
t=1

BRI, ' (r) RoasAE ¢ WZNEFIRF B s BRI,
X' () * Ron GoyfHE MR, A (1) G
RILL IR 73, PR ERA I s 32 5 I S AR i BIR
P22 BN 1, BEEE wi, wy B4 55 EIT
HIH 7 P o BRABI(3) 3R P 3855 P i R o5
BRI REER I 12 55 4% X o K7, BRAI(14) A0
(ISR BEAS T 7 e 2 B r e s — A R 2 1 55
DR NIL 2 55 s o
3.6 NP-hard (5] fA

5 3.5 /NI IASCR AL IR 8, BRIE IR

A L R PRI B R 5 IR S R BB A A A i RS —
A~ NP-hard [n] @, DL F25HuEM .

SEFE 1AL AR LY T (R 00 B R - ] 4aE bRy £ 5
/M 7] R NP-hard ) 8

WEHLE S, M —AE S NP-hard ] #l: 75
2 B Rt Hl 6] B (CFLP). & Witk F, B
HKEN C, (TETRKNM R, FL3 AN Cost. 1t CFLP
] ] LA E A LA

min:ZZcostiﬁjyl.,j +Zf[xl. (16)
ieF jeR ©jeF
st: Yy, ;=1 (17)
ieF
Z Vi <X (18)
JER
X, Yi,; € 10,1} (19)

Hrp Vij PR BN i AT AR T K 7, x; /N Wit
i ETATIT, costi; ARG 3K ry 73 WG veiiti i IAEDR, ¢
KRRt | KA, fARRTTTBURAS .

FATHs CFLP )i A6 o — > RAT B AL AN
FESSEE L, AR G0 b B IR 55 4% 1R Bk
A, LY fix =0 o FATLE E AL

ieF

CFLP(Cost, R, C, F)F1 A 524 POTO(G(f), N,
Mprovide, S), /H;LP|R|:|N|, |F|:‘S|’Mpmviderﬁ%%ﬁizlg[§a
i, GO /IME . TSR, 2 H AR e %(16)
R (19)FI g pk 5 ZE AR BRI A2 H A5 pR £ (10) I L 3R
(15). TP TR A 17T KA —FE, PrLAsT
FSCAS IS SE (A EE AN —HF, P LAY A2 29 R (17) Rl o
J7 R R AR (12) RS A8 AN H P AT 45
K, BIANSBAT 55 B8 20 i 55 4%, T CATT DL &Y
WA3) BB LR (18).

WUR— AR JT e fif v CFLP [, %77
FALREME A ST A ), DR G E T S A &Y
PRI (1) B8 [ A - 1N S8 16 4 [ 41 /2 — A NP-hard
IF) 7 o

4 FRFARCNEOE S ENEALBIRT

—RBR L, TH R P R R W R b R
IR SEE SRR, 3% N e 55 i 1) R PR At e o I
Bb, AEIE RS AN R 20 3R S B0 AT B A R 1 A
55 EV AL, )ik BB KRS ) IR 2 )
(K12l 2 A7 AE Pk, H AT TR A 42 R s A
15 2k 05 R TR e I 1R A5 4 5 3R o S B S S T )
BN VAT o A ST 55 ENEHL I v ok LR an 1] 2
B o

Au]

>t



ST 45 R Bl ek S B AA AN 78 2o 55 E L

131

PLER A

POTO®Z 1 T
AR ’

NG(nfE

AN BT | ) TS|
5513k H#ETTIk EH#onk| T

ST ERBRR AR
TELAT 55 AL

AL ) POTOMDHE 134k
INHHE AL 2 fe/ NEALII R B

2 [RFARENROESSENEAL BT B R

Figure 2 Design of privacy aware task unloading mechanism
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