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Abstract In recent years, with the continuous development and application of computer technology, web application
technology is also changing rapidly, along with the development of Trojan back door technology. Apart from the
attacks using traditional Trojan back door technology, memory-based attacks are emerging, including PowerShell
memory loading attacks, .NET assembly managed code injection attacks and Memory WebShell (MemShell) attacks,
all of which can bring great challenges to the existing security defense and detection mechanism. Therefore, there
comes a great demand for solutions to memory-based attacks, especially MemShell ones. While the industry is
presently faced with a lack of MemShell detection means, little academic research has been carried out. Under the
circumstances, this paper proposes an approach to detecting MemShell of Tomcat Filter. Research shows that the core
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technology of MemShell is fileless and living off the land. However, MemShell will eventually show its functions
and execute commands in memory, so memory is the intersection of all threats. Therefore, this paper takes Java
virtual machine (JVM) as the starting point. Firstly, use the JVM memory scanning technology to traverse all Filter
type objects loaded in the JVM memory, whereas it should be noted that these objects are not all threatening, and
each object has certain characteristics, so these characteristics can be classified through human experience and
representative feature vectors can be filtered. Then, get the representative eigenvector of each filter type object, and
sort out the abnormal performance sequence according to the value of the eigenvector. Finally, the naive Bayesian
algorithm is used to take a large number of abnormal performance sequences of normal and abnormal filter objects as
training samples to calculate the conditional probability of corresponding items and then form a Bayesian classifier.
Using the trained Bayesian classifier, a MemShell detection model can be constructed, which can effectively detect
this type of MemShell. Shown by the experimental results, the method proposed in this paper achieves zero false

positive rate and 94.07% recall rate for the detection of Tomcat filter MemShell.
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