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Abstract The mimic defense router is designed based on the dynamic heterogeneous redundant architecture of mimic
defense, which has good defense capability for unknown vulnerability backdoor. The protocol proxy is in the pivotal posi-
tion of internal and external communication in the mimic defense router, and the security and functional correctness of the
protocol proxy are of great importance to the mimic defense router. In this paper, we design and implement a TCP protocol
proxy for the mimic defense router, and verify its security and functional correctness using a formal approach. The TCP
protocol proxy sniffs TCP messages between neighbors and master entities, simulates the establishment of TCP connec-
tions between neighbors and slave entities, and provides a programmatic interface to the upper layer application layer pro-
tocol proxy. Based on the idea of separation logic and combination, the Verifast theorem provers are used to verify the
low-level properties of the TCP protocol proxy, including the safe use of pointers, no memory leakage, and no dead code,
etc. Also, some high-level properties of each major functional module of the TCP protocol proxy are formally verified. A
mimic defense router experimental environment containing three entities was built and the results of the implementation
were tested in practice, and the results showed that the implemented TCP proxy achieved the expected functionality. The
TCP protocol proxy implementation totals 1611 lines of C code, of which a total of 588 lines of proofs written by a manu-
ally guided theorem checker are required for formal verification. In practice, the time required to write the code imple-
mentation and the manual proof is about 1 : 1. The implementation and formal verification work of the TCP protocol
proxy in this paper demonstrates that it is indeed feasible to introduce formal verification into the development of key
components of mimic defense routers, and that the cost is provably acceptable.
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Figure 14 Checking for memory leaks in neighbor-master connection management module
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Figure 15 Checking for memory leaks in socket-like module
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Figure 17 Simulation of lost messages
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Capturing from ens33
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L) X AemEFIS S QAQQE
(R Be ) +
No. Time Source Destination Protocol Lengtt Info =

7 5.823289.. 192.168.1460.133 192.168.140.131 TCP 54 1200 —~ 7 [SYN] Seq=0 Win=0 Len=0 ‘
]— 8 5.825543.. 192.168.140.131 192.168.140.133 TCP 60 7 » 1200 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len..

9 5.906797.. 192.168.140.133 192.168.140.131 TCP 54 1200 —~ 7 [ACK] Seq=1 Ack=1 Win=5000 Len=0

10 5.922303.. 192.168.140.133 192.168.140.131 ECHO 57 Request

11 5.922713.. 192.168.140.131 192.168.140.133 TCP 60 7 - 1200 [ACK] Seq=1 Ack=4 Win=64237 Len=0

12 .133 ECHO 60

6.32272
27606... 3

20 6 427606... Y 311028 168 140.133 ECHO
Frame 20: 60 bytes on wire (480 bits), 60 bytes captured

60

Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port:
Echo

7, Dst Port:

Response

7 — 1200 [ACK] Seq=4 Ack=10 Win

60 Response

(480 bits) on interface ens33, id ©
Ethernet II, Src: VMware_1if:0d:eb (00:0c:29:1f:0d:eb), Dst: VMware_4f:b9:e6 (00:0c:29:4f:b9:e6)

192.168.140.131, Dst: 192.168.140.133
1200, Seq: 4, Ack: 10, Len:

6

Echo data: 323232333333

00 0c 29 4f b9 e6 00 Oc 29 1f 0d eb 08 00 45 00
00 2e 3e 40 40 00 40 06 62 30 cO a8 8c 83 cO a8
8c 85 00 07 04 bo 3a 46 35 c5 00 00 03 f2 50 18

0030 fa e7 0a 38 00 00 EFNEFINEVIERNEENEE!

© 7 Echo data (echo.data), 6 bytes

)0 ] E-
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8
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Packets: 438 - Displayed: 33 (7.5%) Profile: Default
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Figure 18 Results of simulating lost messages
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