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Abstract With the development and widespread use of Internet of Things (IoT) applications, attacks on the IoT are be-
coming more frequent and more serious. Currently, the main approach to address [oT security issues is passive remediation,
lacking systematic thinking and research on IoT security. Therefore, in this paper, we first introduce the IoT system archi-
tecture and the development of various entities. Then, we analyze the multi-level security threats faced by the IoT system,
including the security threats of the entities themselves and cross-domain security threats. The security threats of the enti-
ties themselves involve cloud platforms, device ends, pipelines, and cloud-end interactions. The cross-domain security
threats of the IoT include four aspects: multi-domain cascading attacks, conflicts and overlaps in physical domains, unex-
pected control of physical domains by cyber domains, and incomplete understanding of physical domains by cyber do-
mains. Based on it, we present an loT security model based on PDRR network security framework, including four dimen-
sions: security protection, security detection, response, and recovery. Security protection includes technologies such as
authentication, authorization and access control, and communication encryption. It requires considering the wide variety,
large scale, and heterogeneity of the IoT in design and implementation. Security detection requires intrusion detection,
online security monitoring, vulnerability detection, and malicious code detection for each entity. Online security monitor-
ing obtains the behavior, status, and known vulnerabilities of internal devices and applications, while vulnerability detec-
tion focuses on in-depth exploration of unknown vulnerabilities. In the response phase, in addition to coordinating with
relevant departments to complete security action resource allocation and situational awareness response work, it is also
necessary to analyze and respond to intrusion events, announce and fix vulnerabilities and malicious code, and update se-
curity protection and detection rules. In the recovery phase, it is necessary to recover critical data and upgrade and restore
the system. Finally, we summarize the paper and present some research directions worth attention.
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Figure 1 IoT system architecture
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Figure 2 10T cloud security threat
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Figure 3 IoT device security threat
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