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Abstract Compared with malicious office documents based on macros, malicious office documents based on vulnerabil-
ity exploitation often do not need target interaction in the attack process, and can complete the attack without target per-
ception. It has become an important means of Advanced Persistent Threat (APT) attack. Therefore, detecting malicious
documents based on vulnerability exploitation, especially unknown vulnerability exploitation, plays an important role in
discovering APT attacks. The current malicious document detection methods mainly focus on PDF documents. It is mainly
divided into two categories: static analysis and dynamic analysis. Static analysis is easy to be evaded by hackers, and can
not discovery exploits triggered by remote payload. Dynamic analysis only considers the behaviors of the JavaScript in
PDF or document reader’s process, ignoring the indirect attacks against other processes of the system, leads to a detection
blind spot. To solve the above problems, we analyze the attack surface of malicious Office documents, come up with a
threat model and implement an unknown malicious document detection method based on global behavior feature. In the
process of document processing, the whole system behavior features are extracted, and only benign document samples are
trained to form a behavior feature database for malicious document detection. In order to reduce false alarm rate, we in-
troduce sensitive behavioral feature in detection. In this paper, 522 benign documents including DOCX, RTF and DOC are
trained to obtain the behavior feature database, and then 2088 benign document samples and 211 malicious document
samples are tested. Of these, 10 malicious samples are manually crafted to simulate several typical attack scenarios. The
experimental results show that this method can detect all malicious samples with a very low false positive rate (0.14%) and
is able to detect malicious documents that exploit unknown vulnerabilities. Further experiments show that this method can
also be used to detect malicious documents exploiting WPS office software.
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vulnerability exploitation
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Table 2 Examples of behavior features
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1 winword.exe, CreateFileMapping, C:\Windows\System32\wtsapi32.dll B S s
2 winword.exe, RegSetValue, HKCU\Software\Microsoft\Office\15.0\Word\ MTTT W R
3 winword.exe, Connect, test-PC:53775 -> 52.109.112.104:https 57 TCP &%
4 svchost.exe, CreateProcessA , C:\Windows\system32\DIIHost.exe BB
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Table 6 Types of crafted attack
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Table 7 Detection Result (%)
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