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Abstract E-voting is considered an approach to further strengthen the provision of government services and the vibrancy of
democracy effectively in modern life. However, the existing methods to build an e-voting system have the following issues:
First, when facing the pressure of vote-buying and extortion, voters may have no way to cast their votes alone, under no pres-
sure. Second, the entities who can audit the voting results may learn additional information about the content of the ballot
during the audit phase. To handle the above two issues, we first integrated the functionalities called deniable authenticated
encryption and identity-based encryption with equality test, and we have proposed an identity-based deniable authenticated
encryption with equality test scheme (IB-DAE-ET). This scheme not only can provide ciphertext comparability without de-
cryption executed by the third-party server, and can also ensure that the receiver cannot prove to the third party that the in-
formation comes from the sender while verifying the identity of the sender. Hence, our scheme is able to protect the sender's
privacy. This novel scheme utilizes deniable authenticated encryption to technically guarantee the ability of voters to vote
independently, and we add the primitive called identity-based encryption with equality test to ensure audit agencies have
logical access to audit the voting results. In e-voting systems that apply this scheme, the audit institution does not obtain any
other information about the ballot while auditing the voting results. We prove that our scheme is secure in the random oracle
model and can ensure uncoercibility and accountability in the e-voting system. Compared with the existing related schemes,
this scheme achieves more abundant functionalities while having better performance in overhead and security properties.
Furthermore, we design a secure e-voting system using the proposed deniable authenticated encryption with equality test
scheme, which properties can guarantee the freedom and fairness of the e-voting system.
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Figure 1 The system model of e-voting system
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