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Abstract As the basic implementation model of mimic defense technology, dynamic heterogeneous redundancy (DHR)
system has a communication security problem in distributed scenarios: due to the lack of honesty measures and anonymity
protection measures for heterogeneous executives, heterogeneous execution party may be invaded by an attacker without
being detected, resulting in the failure of the entire system. Introducing the trusted platform module (TPM) into the
distributed DHR system can alleviate the above problems. However, the direct anonymous authentication (DAA) scheme
used in the existing TPM standard will invalidate the dynamic feedback of the distributed DHR system, so it cannot be
directly applied. In this paper, we improve the DAA scheme and propose a traceable direct anonymous authentication
scheme (Tra-DAA) for distributed DHR system. The Tra-DAA scheme maintains the external anonymity of the
heterogeneous executives in the system, and configures internal traceability parameters for each heterogeneous executive
so as to realize the compatibility with the dynamic feedback of the DHR system. Meanwhile, by introducing the
technology of delegation of computation, the computation amount of TPM is reduced to the theoretical minimum. Security
analysis proves that the Tra-DAA scheme is secure under the assumption of DL, DDH, DBDH, and LRSW, and realizes
anonymity, unforgeability of certificate and unforgeability of signatures. Theoretical analysis indicates that the Tra-DAA
has a significant advantage in the computation overhead of TPM compared with other representative DAA schemes.
Experiments results show that the new traceability function in the Tra-DAA scheme accounts for only 5% of the overall
time-consuming, and the overall efficiency of the Tra-DAA scheme is significantly improved compared with the DAA
scheme in TPM v2.0. Specifically, during the execution of the Join protocol, the Sign/Verifier protocol with an empty
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pseudonym, and the Sign/Verifier protocol with a non-empty pseudonym, operation times of TPM are shortened by 33%,

50%, and 70%, respectively.

Key words mimic defense; dynamic heterogeneous redundancy; direct anonymous authentication; trusted computing
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11) Host i%+¥e e, <~ Z,, £ A # 15,B = 15,5
P REAE: e([e1]AY) - e([— e1]B,P;) - e([— e;]C,P5) -
e(le2]J(A+D),X) =1, #HKUFE L, Host 17 i Uk 15
cre = (AB,C,D,gpk,hsk), A5 EFF.

1L, 8, e

(1) ZIETPM.Create (1) %1% JOINIiE R
itk
(2)3) AL

{iigsk

() LRI 5,

(5) ZETPM.Commit
itk
(6)7)(8) kT
R ERIRES

Hosty:

TPMyy;
M_”" Issuer

(9) Sk FHIAAEH

(10) 25 RN 25 2 55 UE R
1, KiRIEARA4,8,C,.D)

(11) FriE T3 RE 2,
AT

& 3 Join WY BIE AR TIE

Figure 3 The basic process of the Join protocol

3.2.3 Sign MY

Sign th 1247 T HE W, i H — A~ {h % bsn,
TPM #1 Host 1] AGAEAE S —MHE m %26,
W TEAN ISR a0 R ik

1) Host BHLIEHE ¢ < Z,, 1 5EA =[t]A, B =
[t]B, C = [t]C, D" = [t]D K HLAHUES;

2) TPM BEHLESE r < Z,, IR TR g%
HHRZE AT E = [r]Py, ¥4 E 43 Host;

3) Host BHLEFERE < Z,, IH4TE = [F]Py, E =
E+E, T = gpk+ 81Xy, I = [E]P,, A (T,D) Kfeft
250 {5 55 = J7 Dispatcher [IBIIZH; He35 Host £
%4 bsn ot 2S, Fiths s, WIBEPLIES: v <
Z, WV =[v ]Pl, = [vlgpk, L = [V]E, LhKc, =
Hy(P1,A\B'.C.D VKLTI); #th% AR h7, %V E
7%, it 5 K = e(gpkH,(bsn)), L = e(E,H,(bsn)),
cn = Hy(P,AB,C,D'V,KLT,1); 5EHIW 5 Host ¥
(m,bsn,cp) &% TPM;

4) TPM W 2] (m,bsn,cp) JG & H 8§25 45 B
BE ML & £ B ML 2 n, < {01}, W B c=
Hi(ng,mbsn,c ) LA J T tsk MIFEFINESL s =1+
c «tskmod q, ¥ (n,s) K4 Host.

5) Host W 31| 2% 44 )5 iF 8 ¢ = Hy(n,m,bsn,cy),
AT tsk 5 hsk (5 BRI EMNBEL T =s+7+
c-hsk mod q , m=(c, 5, ny), IFENRKA] DAA 254
§=(AB.CDVKTL,).

3.2.4 Verify %
Verify P i3CH LEL I — AN 56 T (m,bsn) ] DAA
B 6 RET A TPM A . 24— TPM B Bk ),
HFREAY gsk #IMAEME B 513& RogueList W o 7Ei5
AT Verify Wi Z BT, Verifier s 2 7] V- &5 R B & 1145
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PiPE. BT Verifier ANig 244, HE M INIER A%
R 2

T8 L7 & K IR Verifier 78 W R KR 5 15 4
§=(AB.C.DVKTLm,)JG, PATUFH##AE:

1) *bsn =L, #INV # 15,; 2 bsn # LI,
NV =1, itH5 V = e(Py,H,(bsn));

2) Mk FEepe, < Z,, #ih 5 e([e]AVY) -
e([—e1]B'P;) - e([— e21CP2) - e([ez]A + D'),X) =
1 215 AT

3) ik &, L'=[5V-[clK a=Hxy(P1,4"B',C',
DV'K'L'T.I); {£ bsn=1I, V' =Vv; BWV =1,
BAL = L j& 15 0T

4) Verifier 71 1f] RougeList i {& 2411 28 44 A &K
H T # k& X T vgsk; € RL, ffi ik
lgskJV # K Bor, NN 2R E ;

5) & D~d A, BRI 1 A,
R RMO i 0.
3.2.5 Link i

Link BrS /R I BN PIAN 44 (81,my,bsny #
1), (Bamgbsng # L)t t[A]—4> TPM Al [A]
—/> bsn BN . BARRAR T

1) Verifier { A (5m), (§m))5, B kL
XA L WA, HEEWMN(66) N
((A,B,C.D{'V1,K1,T1,11,m51),(A,,B,,C.D5' VoK,
T2 l2m32)) 5

2) K (8,8") K5 Ko A 15 AR, 25 HH 25 )
KKK A f = 1, SRR f = 0.
3.2.6 E¥TE

Arbitrator 1 Dispatcher {5 A UE 7€ i A7) 7 247
AE H PASE N — IR 5234 ) DHR 121, 2% FEF| Arbitrator
H1 Dispatcher A5 P25 (1) I 201, P9 & I8 A5
FAE F PR vk AES HEAT I, BARGURE W
TR

1) Verify &y f=180F f=0, =0
I, Wi A R ()9 S A5, Arbitrator 5T AR
YOiE . 47 f = 1, Arbitrator £RA7 (8,m) H- 7T H a1
—EUERR, B e EORE Y HE S A Stk b
#% Arbitrator Fric, P )5 Arbitrator ¥ 7% HE 12544
STRAE R H D Setanomatous™s

2) Arbitrator [i] Dispatcher &t feedback i 3K,
Dispatcher % 2171 K Ja BENLIL FEny < Z,, A
IR E% He~Hnal) , F¥ng KILER Arbitrator;

3) Arbitrator T 5 ec=H(na,A) 1E k2% I 175 1) %)
T, XF Set gnomatous 10 T-BUIEAT AES N, 4%

B0 Set, I )I% 2 Dispatcher;

4) Dispatcher 1 H e~H(nss) it % 73 %
Setonomatous » M A NOH B 4 F B 6=
(A,B,C,D'V KT 1w,k i (T,1), 1% Dispatcher
KRN x gt 58 Q' =T — [xgl1, XF EY Lyygce P A7 1)
(MyH;,Q), MIBEB B AARK T & 505 B (M, H,));

5) Arbitrator Il Dispatcher & 57 A 676 % He

T A FH B AL En g ok A2 1 i %5 4 &, Arbitrator
(PR (A 2 22 2k
3.3 ZRITEEA

Tra-DAA [FIRCEAR A 1 Z AT TSR 2B
TENAZ AR RS, EWIZH Ph4 DLCAS ] BEHbR
ZEMTHE BN TPM N 82 9E 22 5 ) B9 1 Host
HPHEAT, MIMTRD T TPM GO 7E Sign WS iz 5
i, ST Tra-DAA 3RS ATRUCENFE T 1%
BRI FAARSEIL T Prid:

B 4%, {1 Join WY B, BhEAE gsk B r EIA-AGAE
TPM F1 Host "'. TPM 4 & 17t tsk, Host 2E Bt
it hsk, 2 )5 tsk F1 hsk 53 5] LA tpk = [tsk]P, I
hpk = [hsk]P B S5 B HARAZ B, DR
UEPRT (PR, FAARSEIIA: TPM ¥4 tpk 14145 Host,
FH Host 588X gpk = tpk + hpk VS-S5

FEBE 5 (1) Sign By BL, TPM {XEEAT X tsk 115 401
R4 B TE S, oAt T A R R 5 (AT (R o S )
B ZAE A Host HliAT, RARGFRBMZS 0T,
P AT DL SN AT B AR 2

1) BB HH

BB HBE N (T = gpk + [T)X o] = [E]P2).
T gpk WA CEAE Join MBS, 1 Sign B BB
WZEP T AR Host HEAT

RV ERN S

2 bsn N, AR WE N K = [vlgpk, H7&
Woh L= [E; ¥ bsn NRATR, hHERENK =
e(gpk,Hy(bsn)), H&i#ih L = e(E,H,y(bsn)). Hrh,
v 9t Host JEFE I BENLEL, EMih 575 2 H TPM
eyt A E E. I, Ph &AL 2 H TPM 58
JRAVE T E = [r]Py.

3) ANAIEERRRAE T B

* bsn AW, AR BEHE AR R E (V=
[v]P1,K = [gsk]V), HA&EE A L= [r]V + [F]V. t
o, r g B TPM &R BENLEL, vy 724 B Host 1E+E (1)
BENLEL . B, AnEERPRZETH AT 2t TPM 58
FBENLEL r L

BB, I N RFETHEROR, {5 Sign B



8 Journal of Cyber Security {5 B %454k, 2023 45 11 H, 25 8 4, 45 6

Bt TPM Hifs G st WAL REAL BRI AR (e 75 AR
BT AL N tsk ZRRE L LK, EIRIER 4
PERIRTSE N, AT REMIFEAR T TPM s i .

4 HESH

41 RZMIERR

— AN DAA T E T S AR A R A D
TERIZEAANT] PR IR = AN EA TR, AR SR
(361w LM, Wi skithidurT:

1) B4 AR T AN bsnz LB bsn =
LIMZE4, Bk ok AW AR i A~ 25 44 117 & AH
[F] B AN [

2) WEB A I P TPM 2 I s B 4%,
HEF- 588G M4 bsn X E m &4, Wih#H
AT A — R m %4, Bk
e LARE B (1) TPM (1977 2U2E i DAA 2844 .

3) AT WL Host Al FH 4 44
bsn X[ R m %44, BUhE A GE DG 25 44 ok Ikt
k5K Hosto

AT A7 AR S AR R B AL P AR R
Tra-DAA i /23X =5 3K

T AR K 4= DHR R4, 45 A& L
TR P B A

1) XFF =AM ATk, TPM (e B 3 (4
B A; BRER AT Issuer 2 4b, Dispatcher [#) HA 53 5¢
A,

2) BRI R A AN B K, Bt
FA G 1IN T LLEU Issuer PG %7 2, Host AN{E
B e FE W

3) EFRHIEB AT O 7K, Bk A Re )k
AJ LB RS 73 Host I RUAT 28, Issuer ANEBLH &
(R T L A

BT B R, AR R A AESE =TT,
A—AHULS S, JFUER S i I Bt A f—1)
170, FAFIEEANTTIX 7 o AR SR =5 T, 58 1 T BMYL
AT AR, RIRAEAE T —Seq B ph Gz AT 10 81
X, BRI DIRe RIS 3R 2 Pros . Tl X Les)
K, Tyl LAAAT U030 AR R B0 D BE

Tra-DAA H ¥ 35AE R ZOR 15 T BT idk

Join By Bt : Host A= i % T H & 15 B 11 = 4
(MyHjtskyhsk;), ¥ (M H;tsk;hsk; )% 2 ] 5 5
=TT, ToMLjoimea e T AH HHTIE P 5 K15 B2
0 OEAEAE, B AFAE N FE AR O U, A5 0 )
RoguelList If i I\ gsk; = tsk; + hsk; 3 5% 47 £ T

RogueList ', FA7AE N FBFFA AL 1 o

x2 AMEE=FFIRMTIGEMFHEEN
Table 2 Functions and storage format of lists stored
by trusted third parties

VIEZ LE3vika 1At X
SR PT A AL )
i M, H,,gsk;
RogueList - (M, H,,gsk;)
WRAFEG KT
LSigned ,E‘iu’fjl{l% H‘]%% (5,m,bsn,Mi,Hj,gski)
. .
Lot LK AS DAA IE (Mo H sk hsky)
K5 Gy

Sign [ Bt: Host 5 TPM 5 1Ei24T Sign thill, %5
RITIHE m (8468, J45(8,m,bsn,M,Hjtsk;,hsk;)
RILRT,, T, EF LN 615 Bt S A7AE
TLiomeal™, #AFAE, FXBE L ARAT 2 Lgignea T
A0, A IZEE A A HARIAT Join TR LK F & A 1k
(MBEFRE44, TFEARUON I,

Verify i Bt: Verifier [i] T, &% (8,m) Kl %5 44 1)
BOUE, Ty 1) Lypimeq T 21 ) 15 (8,m) A 5C B T A7 id 3%,
N (6m)F HAUA — 45l sk, I3 4 2 Dy
WA B 244, 1) Verifier fiith 0. HA T, I
RogueList 1] (8,m) %t L[] (M, Hj,tsk;,hsk;) /& 75 17
15, AL ] 2 AT & S, 7] Verifier %
o, A 1.

BLAUAS S 7225 B Be BAAUAT A 1 pridk:

Setup B ISR G, S ML Y AEH =T,
(1AE B A, Issuer AR RGN IS EL, IS H0,
H1A.

Join BirBt: S 1 Jeh I Issuer, K4 HH n KIXLH
Hrihi s A B0 5244 Host, A ¥in'# Kk 45 TPM. ARG,
S F n Fin (RELREAT LU A, 58— S5ONBET ME BEA
3 RN A O R, B ) AT AE A =T
T, A2 17 CAFAE R TP G HIE Rl sk . AA7AE,
HEH R IFRIESS Ay B AFAE, B RS P
S B MLt A FEHIR) 54K Host, [T, TRIE S .
Ty, i ] BEAR B H Join PIMSL, 542 A5 AUAE 15 1K D €
B S A7 MUK, S ARLAU Issuer 1E W THRUEH & 45
A; BRI, WBST IR Join T4 .

Sign BrB: S W A A WG, BERL A
AT A A T, R A8 44 HH o T, i I BUAE R 8 Sign 3
W, FFRENLA RN 24 e 2h So S (RIS R G PR
TPM 425 2 R S HURIE LS A

Verify B Bt: S BFUPM S I s 54K Verifier Al
Issuer, #%IC A HIZEAKAIE AT, . S IRLT, [ RIAR R %
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Verify TS BIFHAE T V-6 LU A

DAL, Tra-DAA [¥1% A PRI 1 R Fridk:

SEFE 1. {EREHLI S B Tra-DAA J5 %14E DL
1. DBDH 1815+ DDH fE % LA K& Ak PE LRSW i
W& ZAN.

1) FEEAPEUE:

7 Sign fr B, B TPM F1 Host £ 1F A= B % 40
TARE 4 1oy o S 32 S AN BE AL T 5 oK EH | FHH A2 1k
(1o FERENLIN S PREE AR A — AL S W] LX)
AT A AT — B IE 51T B R AR Ay

W 1. BEHLE I — D gsk, < Z, F
gskiy — Zg, R WV,K)MVi_1,Ki—1), 1E
bsn=_1LH bsn #1355, (V,K)M(V,_1,K;i_1)¥
SEATTIX 21

f£ bsn =Lz K, XV K)MV_q,Ki—1) 7]
AMAE—/ M54 DDH BRI R . 45 & —A> DDH
¥ iE (G1,G4,P1,P2,X.Y,Z,q),X ~ xP,Y <~ yP{,Z <
zPq, ¥ X WA TPM A AE 24 tpk, B0 50
WA, JFEEL hsk < Z/EH—A WSS Host [¥754
A MTWV,K)MFE, 4 bsn; =LK, v DDH
iy B8 V=yP, W K=2+[hsk]V,
z=xy, WA LLRINX 5 (Vo K)R VoK), 5
DDH B AFT .

£ bsn # 1L Y, KWV, K)F(V_1,Ki_1)
Al LARAE —AN%F 4 DBDH R BEI0 ) 8. 45 € — A

DBDH mi\lﬂ:‘i(Gla GZ, Pln P2, Ab AZ:AX: Y, Zﬁ (J)»X - xPla

Y < yP,, A, <SP, A,< P, Z <~ e(P1,P,)?, Fifll 4%
BENLIEHF tsk < Z, 40 TPM (A {E, FFBENLIEEL
Join (B V RAE S EFFNINEE Sy, RN, Bl
HIBEHLIN S AUEAFH, (bsny) = Yo FEVHE R MR A
o I, BT K = [z]e(P,P,), 47 z = xY6,
YU AT LA I X 43 (Vi K ) AN (Vi_1,K;—1), 5 DBDH i
R

ZEAHEWR 1, fE bsn=_L 1 bsn #= LI 5F,
T A 7£ DDH {5 355 DBDH 5% F ik X 5tk
S EBRMMAZRLE RV LK)V K1), &
ERE L B RN 4 AT G, AU,
Tra-DAA {EREHLT S BT ORE T B 441 .

2) AV EEUE:

R 2. 1E Host B, 1A6611 cre 5040
T A KIS OU R, A Toik it B Ak 46

7t Tra-DAA ™, Sign [t Bt A2 i1 660 75 1 Rk 25
i gsk = tsk+ hsk M FEHMNEZE Y, :
c-hsk mod q, Hh s =r+c-tskmodq, T AT

S=s+7+

9

HREL TPM [R5 tsk KA 8 A, o SR 1T,
BN gsk Lh gpk B G A74E Host 1, 455
— 4L A M £k 1% DL #4138 (G,P.X,x),X < xP, M,
gk =[gsklP, Z =[z]P. Bt s=r+c-
tskmodq, "ERAIEMEMHNE YT, # 2= gsk,
W e 3 Ak 25446, SR, X9 gpk F1 Z
76 DL B R Ik SE . R, SCFAE B0 Host I3k
WAL I A cre ZHU0TE LT, WK IH GOy
BIENES.

R 3. T A fEARSRAMTAT cre ZHMTEDLT,
Tkt M A A2 46

7t Tra-DAA 1, SIAEE AR Verify FRTEAIE,
ST E T E AT S (ABCD). 4 —4
B-bLRSW #4 i (G1,G5,P1,P5,A,B,C.D,Q), T, X, y, f —
Z,, B yA, C~ [x]A+ [rxylgpk, D < [rylgpk,
W4 (AXYZ), A< Gy, Y=[a]AC = [x]A +
[rxylF, Z = [rylF . # & T A B0 this &2 1)
(A,B,C,D), BIRMFTAEAIRIF AL gpk T BT
PR T U B, 5 LRSW RBEASF
Rk, #F A7 LRSW R R EiEX 3 (AXY.2) 5
(4,B,C,D), BIFEARIKHEUTAT cre iE 17 B A Issuer [¥]
RAREOT, A i —AN T LB IS Verifier 56
WEM DAA %44 .

CEAHEIS 2 FIHfEIR 3, #F LRSW R F1 DL fi 5
T, Tra-DAA i /& 1 A1 2 AU O i1 .

3) AT PEUE:

HEW 4. 1F Issuer BB, — AN IRSER)
G5 T E

2 5 — AW IR 26 %555 R 1Y) DL R 3 (P, [x] P),
[x]P &}y TPM TR AE AN tok = [tsk]Pq, BENLIE
# hsk — Z #1: Host (FE#{E . BiiJA, S £ 5T
Host [1) Sign A1 Join A2 5.+ 18 12 B AL 5 AL H
Tyo T A TFERBERL A gsk LASEEL AT GRS
AR N EhIE AT FCT A SEILT s thid, Bt
B A TR tpk = [tsk]Py s R HEH esk, 58T Ml
HHh £ 0 T 1R 28O0 ) R AR, 5 DL BRI AN

ZEAHEL 4, Tra-DAA 7EREHLT S AR R HA A
Al BB,

g BRTIR, T BES N Oh 3 I T Bl ph i
R SEANE AT NI, B0l 2% 25 i AL 2R UL 45
Fo BF— AR &5 LA ST AE B 3 LB
LA B2 e R () Bt b, T 3K 2 il A 28 A
ANEIREARE, DRI, RSO (0 B DAL AT D8R o AR
P PHE IS TPM AT A, 130T Tk X 43 i
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A FREE, e Y 0 AS B R R R T A A
Bo HbAh, B2 E BUAR A BE P B B A (AT A,
& BhBE AL HLAN AT £ 28 =07 IR BEARRR 25, mT DASK
DUAEDLSE RN B AR RGP BSOS AT I — 8, (5 3R
Tk X oy e b T HARIE R IS R G

ZEAHEL 1.2.3.4, Tra-DAA 7 DL % % .DBDH
115 - DDH 15 15 L R W LRSW R % T At e 4= 11,
e B 0T . MR S S AR B A e At e
Tra-DAA 7t B AR I SRR RIBE AL 5 HUBL AL T )2 %2
ENIOP
42 BITHERSH

A5 ¥ Tra-DAA 5 JLAE DAA J7 AT
RAPHTRN Lo FLARRE, I B AT AN R i sk
1AL Join A1 Sign/Verify WSl H&R 81 0HE TAE,
05 R RSCR AT B RIRT AR

X} % T ECC Y DAA 7%, BH M HG>I=
{1,2,T})kFR1ERG, B — IR BUEH, G RonTE
BEG, F1 r $8E0E 5T, P RIR— YO R M WS (1 1T 55
PR RHL UL r AN PE U (1T 5

M 3 T a[ LA Y, Tra-DAA 1E Join | B[] TPM
TR T %28, 22, 21 L R i34, 577 % [35]
FioP o FEUE B ATEERAE T, Tra-DAA WK T SCHR
(27100 JEAR, SR b B W Xk PR W, A6 AN AR 22
APEIRTHE N, 0% L b v E B DY AN R 6 B v
T 40%. fEPRIEZ A PER LA |, Tra-DAA AHET
DAA TPMv2.0RUZE TPM _F9di/b T — IR $RE0E45 . H
T T ZAE 4R, Tra-DAA 75 241 4MIE ] Host
(RIR Y hsk (45 2P, Host 1584 BT K . 4R 1,
DHR R85 1) Host e 2K 20045 B A R 25 ) e ik o
HAA— @ M6 1 5 A7 8 1, Host T 55 1) /b 5t
FETEA S GRS BEARIBAT BRI AR . 7 F[32]
HAR R &AL TPM 5 &, {Hi% 7 2% TPM Al
Host 48—k — /N SE sE 4, AN IE B R0 5 02
Issuer [MAAVEH, H7 Ry sl FHA, %A K
Z ISz br N S M. 45 ERTR, £E Join B EX,
Tra-DAA 7R UEFRCSE H 22 4 PR i 52 RS0 fig
&7 TPM 5=

7E Sign/Verify BB, BT Tra-DAA 75 %k S0
VRS MR 55 A P2 i nT 3B W1 2 24, Sign R 28 44 I 75 2240
SN T = gpk + [E1X 41 = [E]1P,, BIXF Host 1M &,
Sign B B fg AN AT PRI PR S B, W Host K4
M5 s T HAR T % . 5 Host IV AE i T
TPM, ZAEJE (1) Host v 55 1K AN 25 FRAR P 301
AR KT TPM 1M &, Tra-DAA K 70 vt 5L = 4T
4 Host 4T, {E bsn =L1H1 bsn# L5 T, TPM

(RIS E E o — IR B 5, fEA R I % 4
PERIETHE R, JA% T TPM £ B R E &,
SCILT TPM RO ARBR o OC T 4TSS
MR, HHRARS T

TERT I Join PRl rh, BAEEAE gsk ¢ 5ff A AT
T TPM 5 A W) tsk F1 Host PN 31K hsk, TPM 43
Bt 5 HL ) epk % %S Host, Host W) 45 & o2& i) hsk
W gpk = tpk + hpk, ¥4 gpk fEAFAEAM . 7EpE
JE (1) Sign B BeHy, fEth 4 R a8 UL 2 AN R s (R Y
P& oL T, TPM 77 ZEREAT I 4 s 3 g B ML L r
(FEE AR E = [r]P VL4 (ng, ) 5,
HEA SRR E 2 o — IRFRHUE 5. 1T Sign BB 2E5E
DA IBIER e A = A v A = A S NI Ko R e
AT AT R 5 1 SR I Host WPEAT, A3 484k
AL RRAL

#&3  Join it EEXTLL
Table 3 Comparison of computation costs in Join

protocol

Wik S TPM Host Issuer
ECC-DAAP 3G, p* 2Gy + 26%
batch-DAAR? 3G, p* 2Gy + 26%
pre-DAARZ Gy 2GE +4p 5G; + G2
TPl\D/[fzéom 3G, 3Gy +4P Gy +Gh
Track-DAABS 2Gy p* 3G, + 26%

ra-DAA 26, 3G+ G2+ Pt G +2G2+4G,

% 4 Sign/Verify thilitE =3ttt
Table 4 Comparison of computation costs in

Sign/Verify protocol
T % TPM Host Verifer
ECC-DAAPY 3G, 4G, 2G% + 4P + nG,
batch-DAAP - G1/2Gy 4Gy G+ P* +nG,
pre-DAAR2 3G, 4G, 2G% + 4P + nG,
DAA )
TPMVZ.O[Z]] 2G1/3G1 661/761 261 +4P+TlGl
Track-DAAP! 2G,/3G,4 4G, G2+ P* +nG,
G2+ P* +nG,/G?
Tra-DAA Gl 8G1+262/561 1+ +n 1/ 1

+2G;+2P  +P*+P+nG;

7 Verify MY BL, X1 bsn# LINZE 44, Verifier 75
WHATIHE V = e(Py,H,(bsn)), KMHS £ HT —
WL EHE P, i, nGy 2 K IKACA
RoguelList 1 VA TF B B 7 & M 175 5, P
FERARE A VAME TSR, Gy 2 W 22 50 i
RIGUEF & G (15

% 4 7] ., B2 batch-DAAP24}, Tra-DAA 7
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Verify i Bt (19 8508 00 T 48 K3 7> DAA 775, L
batch-DAA, Tra-DAA EA5 ¥ &= &AL TPM %0K, H
AN T TPMv2.0 K . 6 Lh [RIAE L 4% T 18 3 2h
AEMY Track-DAADBY, Tra-DAA H. A & 1) TPM iz 4y
BOR, BRAR T 8 I ml B I S e R AN T4 o

BEAh, &5 S0 Link BhsoH 5% W 22250

g BEPrik, AT O 1) DAA J7 %, Tra-DAA
77 AL TPM B E R A BRI,
43 S5MEARBIFTIREREXTLE

ARSI AN S DAA AN T 2 8] 145 T4
L SR PAT AT W A5 B2 B S (R, ANER X DAA
TR TR, ¥ Tra-DAA 5304 434t DAA 75
FHHATHR AT SE, DAA H 24 AL FH 7
Km F bsn BT BENLFFF A . A, TR
H TPM KL UL 5 ZLA4ME RogueList 48, HAAF
TE € X RogueList X/INFIA AR ME, TR G A2 &R
B TPM AWl () 45 o

K J] Mocha | i Tra-DAA F1 A% & 1 7 &
TPMv2.0 DAAPUEANGLFE IS AT I [R), 2% 6 321 Bk
AT PR BRI, 7EIZAT 1000 IR PR SLG XS 1847 Iy
(0] {F-34)ME, Join. Sign DA A Verify B Bt iz 47 i [H]
W 5 5 6(1F Link B, Pi7 IS 4T I H% A
W72, SAER PRI, Join B B & W7 384T
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