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Abstract Broadcast encryption allows a data owner to share a data with a group of designated users simultaneously by
generating a single ciphertext via an insecure public channel. Every one listening to the public channel can download the
ciphertext. But only the chosen users are able to decrypt the ciphertext successfully and then recover the plaintext. While
users who are not in the group, namely the unauthorized users, learn nothing about the broadcast message even they
collude. Identity-based encryption is a special asymmetric encryption system, in which the public key of a user can be any
string that can uniquely identify his/her identity. It efficiently eliminates the certificate appeared in the traditional public
key cryptosystem which is used to guarantee the validity of user’s public key. Anonymous identity-based broadcast
encryption inherits the merit of identity-based encryption and broadcast encryption. It not only can securely share data
with multiple users, but also can protect the privacy of receivers. In this paper, we proposed the first anonymous
identity-based broadcast encryption scheme based on the Chinese standard SM9 by using the technology of polynomials.
The user private key generation is the same as the SM9 identity encryption algorithm, which consists of one group element.
The size of the ciphertext is linear in the number of receivers for one encryption. More precisely, it contains n+3 elements.
The decryption includes one pairing operation only. Based on ¢ type GDDHE assumptions, we prove that the proposed
scheme is secure against selective identity and chosen-plaintext attacks and satisfies anonymity of receivers in the random
oracle model. The theoretical analysis shows that the proposed scheme is comparable to the existing efficient anonymous
identity-based broadcast encryption schemes in terms of the computational cost and communication overhead. Finally, we
demonstrate our proposed scheme by programming. The demonstration shows that in the same security level, our proposed
scheme has shorter ciphertext length and is feasible.
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