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Abstract In recent years, DNA (DeoxyriboNucleic Acid) storage has developed rapidly, the storage of digital image in
DNA and its security of transmission has become a problem to be solved. In this paper, an DNA storage-oriented image en-
cryption storage algorithm based on forward error correction code is proposed. Firstly, we apply dynamic Joseph traversal to
scramble the rows and columns of the plaintext image. Secondly, the image decomposition method is used to decomposite the
plaintext image into 8 subgraphs, thus further eliminating the texture features of the plaintext image and transforming the sta-
tistical distribution of pixel values. Thirdly, the image is globally diffused, so that the little changes in plaintext image will
affect the whole ciphertext in the form of diffusion, which make the alogrithm has the ability to resist differential attack. Fi-
nally, the error correcting DNA coding table is used to encrypt and encode the image into DNA sequences, which are synthe-
sized and stored after encrytion. In this way, the plaintext image is encrypted in DNA sequences which consist of mang error
corretion DNA codes. Compared to traditional image encryption algorithm, the ciphertext of the proposed encryption algo-
rithm is storaged in DNA storage system rather than traditional storage device which is easier to be cracked. Meanwhile, by
using the error correction DNA codes in encryption process, the ciphertext of the proposed algorithm can reliablely reading
and writing in DNA storage system. In this paper, a general image set including lena_gray, peppers_gray and baboon_gray is
used to test the security and robustness in DNA storage system of the proposed image encryption algorithm. Simulation re-
sults show that the proposed image encryption algorithm can effectively resist various attacks and present a high robustness in
against base error and sequence loss which are the specific problems of the current DNA storage system.
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TAACCG CTACCA CTTAAC GCCATA
GATTGA TACGCT CAATTG TCGGCG
ATAGTG AGAAGA TATGAG CTGTGC
TGACAC TGAGGT CACAAT AGTAAT
TCAACT GTATTC ACTGGT GCAGGA
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AGGTCG ACCTCT GCGAGT GACGGC
CAGCAG ACGAAC GTGGAC CGGGCA
GTGTCA CAAGAC GAGACG CAGGGT
CATTCT TGGATG ACTCAG CGAAAG
GTCAAG ATCCAT AGTCTA ATGGGA
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Table 3 Correlation coefficients
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lena_gray 0.9502 0.9849 09943 —0.0005 —0.0077 —0.0004
peper_gray 0.9843 09841 0.9992 0.0016 0.0032 —0.0007
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Table 4 Comparison of correlation coefficients

P4 lena_gray SCHik[14]) SCHR[5] JCHk[16])
K ~0.0005 0.0022 0.0023 -0.0070
M —0.0077 0.0009 —0.0020 0.0083
Xof f1 2% -0.0004 0.0012 —0.0073 0.0013
*=5 EEM
Table S Information entropy
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Ui’ 7.3871 7.1849 5.9246 5.9294
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Table 6 Comparison of information entropy
K% lena gray SCHR[14] XHR[15] SCHk[21]
M 7.9983 7.9971 7.9960 7.9376
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