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Abstract With the development of deep learning methods, deepfake technique has become more and more mature. With
the flood of plausible images poured into people's insight, as well as satisfying personal entertainment interests, the misuse
of deepfake technique poses a potential threat to personal privacy, economic markets, and even national security. Therefore,
it is urgent to study fake image detection methods. Most of the existing methods have the problem of low accuracy, poor
generalization, and lack of robustness. Therefore, this paper analyzes the defects of generated false images from the image
generation mechanism of deepfake technique, and proposes a fake image detection model based on generative adversarial
networks. This model uses the discrete Fourier transform method to transform the image from the image domain to the
frequency domain, and introduces the U-Net structure and spectral normalization into the discriminator; the excellent fea-
ture learning and extraction capability of generative adversarial networks are utilized to achieve pattern classification of
fake images. In addition, a novel composite loss function is proposed to enhance the model detection performance. The
proposed method is validated on seven individual datasets and one hybrid dataset, respectively, and three experimental
metrics are used for model performance analysis. Compared with the existing advanced methods, the proposed method can
achieve the highest accuracy of 100% and the lowest accuracy of 88.53% on separate datasets. The average recall, preci-
sion, and F1 score are 98.17%, 98.25%, and 98.19%, respectively. In addition, the proposed method achieves good model
detection performance regardless of the hybrid dataset or the cross-dataset where the model is unknown. Further, even in
the case of image compression, the method in this paper still has strong robustness. In summary, compared with existing
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state-of-the-art fake image detection methods, the proposed method is an effective fake image detection method with good

generalization and robustness.

Key words cyber security; deepfake; fake image detection; generative adversarial networks
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Figure 1 Overall structure of the proposed method
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Figure 2 Corresponding spectrum of real images and fake images generated by different models
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Figure 7 Precision of the discriminator with or with-
out U-Net structure
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Table 6 Experimental results of the hybrid dataset

Kk Acc P R FI
IMLE 0.988 0 0.983 0 0.992 6 0.988 5
StyleGAN2 ~ 0.8423 0.918 7 0.751 0 0.826 4
StyleGAN 0.925 7 0.9117 0.942 7 0.926 9
CRN 0.9790 0.965 9 0.993 1 0.979 3
GauGAN 0.913 0 0.896 4 0.934 0 09148
¥l 0.929 6 0.9351 0.9227 0.9272
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Table 7 Comparison of experimental results
cross-datasets

BIEANLLE) AcC P R FI
BigGAN (J&%) 0.8180 0.805 8 0.838 0 0.821 6
StarGAN (&%) 0.8106 0.910 1 0.689 4 0.784 5
StarGAN
(CycleGAN) 0.995 0 0.996 0 0.994 0 0.995 0
CycleGAN (Ji%) 0.696 0 0.8519 0.474 2 0.609 3

4) XFHCSER
R 8 TR TSRS HATBLAA o Gt 5

45

Ry SEZBRR LE 2347, b oK 2 A1 20 7R & Tl b )
Al . ST ALHE Inception™ . Resnet5084.
Xceptionm] . Mesonet® | Mesonet-lnception[36] F
EfficientNet®”. GANDCT?"#1 FourierSpectrum®*!J\
Pk LU SE o R HHE LB, A SCEAE K2 B
fe B RE R IL AT Rt e, R S TR R
FEAEA J7iAH L, 7F CRN. StyleGAN PN3cdE £ F
&K T Inception Al EfficientNet #i%4, {HULHAF T %
PErAS I HERf A< k2D, 53T s Ak 1
TIEAHEE, ASCH I T EANAE GauGAN #dli 4k I
WA T GANDCT, {HAEH R E g BV RS H =
ORI AERf 3 o RASRA, ASCT A R i il
PERE .

BBk, T R AR ST VAR SR 4 1 BT
RS E e E, JRATT 20 0l 8 = Pl A [7) 1) P 450 s 4 6
(50%, 75%, 95%) FHEAT TS5, SCu 45 RAEW, b
A A ARG 0, AR R 00 A 2R s HY IR
AN e BIAE AL, A2 9R BEHUAT ALt R A
MAHERRZE: AEARIER 46 2.(50%, 75%, 95%) T 77
BT LASRAS 0.7257, 0.7943, 0.9433 [F1°7- 343450
o B, AERRIRGER N 75%0, A CTHES
flBE T AU T VE SR LU R a3 9 v e SRR
P T LUK B, GANDCT fER BigGAN, Cycle-
GAN A= B (1) AR P15 4 e 0% SRASHEL A s il A
K, EAE A HE R BT T ASCER NI T E, B
At P o A ) 75 9 A Y- BB S U A L P41
TR TTiER. BRIk, R G E AR 50T,

AR SCTT AR AT BBk I B
4 LEiE

AR SR 5N T RE AR R AR I s, T
P2t 7 RA U-Net 595508, Horb gt
ae BB R, s 1T RGO, %%
BEFIERM T SN, MBI GBI e, F4h Bt

*8 TRENAZEREUACOILL
Table 8 Comparison of accuracy (4CC) of different detection methods

Btk Inception  Resnet50  Xception  Mesonet Mesonet-Inception  EfficientNet GANDCT  FourierSpectrum A7k
BigGAN 0.500 0 0.500 0 0.500 0 0.526 0 0.7390 0.696 3 0.9392 0.796 3 0.984 0
CRN 0.998 8 0.998 0 1.000 0 0.958 0 0.9947 0.996 8 0.980 2 0.943 7 0.993 1
CycleGAN 0.6529 0.589 2 0.546 1 0.661 5 0.627 1 0.628 3 0.987 8 0.986 2 1.000 0
GauGAN 0.660 0 0.640 0 0.669 0 0.719 3 0.8157 0.725'1 0.924 4 0.8359 0.8853
StarGAN 0.890 9 0.500 0 0.998 7 0.5311 0.999 0 0.974 6 0.862 9 0.962 5 1.000 0
StyleGAN 0.4953 0.500 0 0.5195 0.693 0 0.7977 0.956 8 0.934 8 0.854 6 0.9457
StyleGAN2 0.8318 0.808 5 0.861 5 0.764 3 0.8550 0.9315 0.838 8 0.876 9 0.948 5
IMLE 0.998 0 0.997 2 0.998 2 0.776 6 0.977 17 0.996 8 0.983 4 0.998 6 1.000 0
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Table 9 Comparison of model robustness of different methods with 75% image compression rate (4CC)
b7 BigGAN CRN CycleGAN GauGAN StyleGAN StyleGAN2 StarGAN FEME
GANDCT 0.8125 0.8455 0.916 7 0.526 0 0.666 7 0.710 1 0.8385 0.759 4
FourierSpectrum 0.712 6 0.885 1 0.6124 0.606 4 0.701 2 0.765 5 0.808 1 0.727 3
PE Tk 0.773 0 0.9551 0.646 0 0.660 1 0.784 7 0.829 5 0.9118 0.794 3
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