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Abstract Backbone network equipment, a key infrastructure, has always been the focus of network attack and defense.
At the same time, as a closed and complex information system, there are relatively few public research materials on vul-
nerabilities and many details of vulnerabilities are missing. Patch comparison is an effective method for vulnerability
analysis, but the firmware of backbone network equipment is usually unpacked into monolithic executable files, which
have characteristics such as a large number of functions, a large file size, and missing debugging symbol information. Di-
rect patch comparison will produce a large number of unconfirmed false positive differences, and heuristic algorithms may
mistakenly match two unrelated functions, resulting in the lack of correct security patches and false negatives. Traditional
patch comparison methods cannot effectively solve the patch analysis problem of these files, and the analysis of vulner-
ability details faces challenges. This paper proposes a method called MDiff for locating known vulnerabilities in mono-
lithic executable files. MDiff decomposes the target binary file into internal modules based on the subsystem concept in
the description of the vulnerability bulletin and the internal module structure of the target binary file, and uses semantic
similarity measurement to filter and sort the comparison results based on binary comparison technology based on locality.
Specifically, MDiff first uses entry functions and the principle of locality to identify vulnerable network protocol service
codes, that is, the coarse-grained location phase. For the identified network protocol service code modules with vulner-
abilities, MDIiff performs semantic information analysis combining static and dynamic analysis, including the
identification of security patches based on extended local traces and the ranking of security patches based on code metrics,
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tion of security patches based on extended local traces and the ranking of security patches based on code metrics, that is,
the fine-grained location phase. Based on this two-phase vulnerability location method, we have implemented a prototype
system and experimented with 15 vulnerabilities disclosed in devices from four vendors. The experimental results show
that the proposed vulnerability location method can improve the efficiency of patch analysis for network devices and sup-

port researchers in discovering known vulnerability details.

Key words network equipment; module decomposition; patch comparison
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Th%simele Network Management Protocol (SNMP subsxstemlof Cisco 10S 12.0 through 12.4 and
58 roug .0 an 5 rough 3.1/ contains multiple vulnerabilities that could allow
an authenticated, remote attacker to remotely execute code on an affected system or cause an
affected system to reload. An attacker could exploit these vulnerabilities by sending a crafted
SNMP packet to an affected system via IPv4 or IPv6. Only traffic directed to an affected system
can be used to exploit these vulnerabilities. The vulnerabilities are due to a buffer overflow
condition in the SNMP subsystem of the affected software. The vulnerabilities affect all versions of
SNMP: Versions 1, 2¢c, and 3. To exploit these vulnerabilities via SNMP Version 2c or earlier, the
attacker must know the SNMP read-only community string for the affected system. To exploit
these vulnerabilities via SNMP Version 3, the attacker must have user credentials for the affected
system. All devices that have enabled SNMP and have not explicitly excluded the affected MIBs or
OIDs should be considered vulnerable. Cisco Bug IDs: CSCve57697.
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Figure 2 Subsystem description of vulnerability
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def daemon():

while (true):
req = dequeue_request()
process(req)

3 SFP#HEANOEE daemon()
Figure 3 Daemon entry function daemon()
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def subsystem():

ret=process_create(daemon_name, daemon, 0, 0)
if (ret!=0) :
exit(1)

4 HIZEIE R L process_create()
Figure 4 Process creation function process_create()
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ENDIF
ENDFOR
addr_procreate = get_characteristic(fs_daemon)
addrs_proc = xrefsto(addr_procreate)
FOR each addr proc € addrs proc DO
fs_proc=fs proc U
{get_function_name(addr proc):.addr_proc}
10 ENDFOR
11  FOR each fcur € fs proc DO
12 IF fcur->name.contain(module _name) THEN
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13 {gen_complex_ call chart(fcur, CHART REFE-
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{get_funcs_between(fcur->prev, fcur->next)}
15 ENDIF
16 ENDFOR
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Figure 6 Increased instruction due to different com-
pilation environments
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Figure 7 Segmentation problem caused by partial
traces
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FOR each fo, fp € init_patch _pair DO
2 g_fo, g_fp = get_graph_cfg(fo, fp)
3 vs_fo, vs_fp = get vertex(g_fo),

get_vertex(g_fp)
vs_inv = find_invariant_bbs(g fo, g fp)

FOR eachv € wvs_fo DO
IFv € vs_inv THEN

Vvs_p, v§_c = v->parents,

~N SN D b

y->children

8 FOR eachv p € vs p DO

9 FOR eachv ¢ € vs ¢ DO
10 g fo.add edge(v_p,v c)
11 ENDFOR
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12 ENDFOR

13 g foremove vertex(v)

14 ENDIF

15 ENDFOR

16 Remove the vs_inv node in g_fp in the same
way.

17 pts_fo, pts_fp = get_all paths(g fo, g fp)

18 pts_op =pts_op U (pts_fo, pts_fp)

19 ENDFOR
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11 ENDFOR
12 ENDFOR
13 scores_max = score_max IF THEN
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17 ENDIF
18 ENDFOR

BT BAUIAT (R 2 e EAMR SE I ENE 3 P
IR, 1~ 18 AT AR T EAUIAT I 22 4 B AU
%, DATBRTE ARR AR 22 4h T 0. 28 2~3 17,
I 2 A 25 A7 2% WAFIRASHVIE init_states X AT #{ AT
AT BEAUAT, AF— S AT H 3 SCHIMBLRE KT
WM, Bl KAl scores max KT BIMH, #b T ST #BHAN
Haasah. XHEPIRASYIME M BCE R Bingo-E, 1%
T 3 AL AE 2 NAERIME 0x0. Ox1111. LA K4kt
Blo 25 4~5 AT, IS IR AT AREDN BT A AT %
%iﬁﬁﬁ?ﬁ?ﬂﬁ, ] cal |_poststate TFAIRNPAT S
(R EF A7 SN AR, AR AT )T SR . 2 6~
13 17, ML get score Jrivh S PALTE LA EL P AL
55, DAWY 5 o s IR AT B A8 o SORIARLBEAE Ry PR A e 2
()T SCRHABLRE o 55 15~17 AT, HA B BRABLEE G
MThREVEMEAN, DR B8 SCRHLRE ma k) ok 22 B b . 15
I h, A TR SR B threshold Y& 0.7

WKl 8 fraw, —/NEVE 2 FISE 3 AT
o )ESCEMY EJRIPL, B 1, 3)H(1,3,7)
II I EANET S B4 A A AR R AR, BT 8 Hhar
TREA Y. HARKY™ R Jmy B A E A AR a0 R 5
FEAD TR s A7 A P AT — S xF b, 13 2B
HIAMEAN G TC AR AR & vs_inv, )G HIKAE
PR E TR vs_iny A ROFEASTINBR, A AR 4 )
BIEARPRS T RATIR G AR R R, AEAT 1L 1715
MBS IR T IR S 4k, B BRI 45 2SR AT
Je T R R T e . % TR & 8 A ek K, A7
HAH Bl Gprh((L, 7, 3, 41, 7, (7,
3%, {17, {3, 1) ARSI 1 ARG S Gp' T
RN R RUES, TR Gp R IR AT A Y



B A b Rl - R I IR o D DAV RS

I_________i l________“I
| |
| 1 ! I Iy :
I | ! |
e R et
| |
I ol [ 2
I | ! |
| —h L |
I N :
| |
| ! I L—'—
! P! l
o3 s 3 15
| ! I !
ey RO e =y
4 6 4 6

B8 Z£iZ(MARNIRERTEE
Figure 8 Schematic diagram of the security patch
identification process

A PATERAT, BRI, ikl 8 A ek %L
Gp i BAA — 564 Rl {<1", 7, 3">} . (iR )5
XA AT B AR, By R RSP, SEAT BAUAT,
THEAE RN AT 5B AN oR B SCRABLRE . 3@ ik AH (7]
(RIBTURAERT BT A3 PAT B AR AT BEAU AT, AT S 10
AT B NATAE R Z IS AR s U 22, andE 1 F0 1
Wb o5 e — A AR ) (1) 25 A7 A AERIME, 76 3 R 37 (1) 4k
BV R) 45 B HAT 25 IR AT A7 28 R A E, AT 85 R
<mem’, reg’>R[l H FrfATBRAE 15 SOIR&S R R . [A] 3
W IS R ) 2 H PAT B AR AT VH SRR LR, TR X
AEARLFE 5 v R 1 B 3K AN R IO6] (1) 38 SCARBLRE o 55 &b
X LA B 2 A A A7 A P AEIRESHIE N AT % 15
HATEAURAT o AT A TS 3 SOMABLRE K
TEIE, WRZAN T X HR A 2 kb TR h
PN —Hy R RimsE, Rik{<l, 3> 5{<1, 7,
37> () SCAFARLE RV 2 bR 50 v AR

Q)AL ARG ST S 22 M

HH T AR T BT SO B O, A AT 2 T
B A E SCAHALEE 1) 2 b E 5, R fEfE iR 2
R N TN AE B AN, S22t 00 N 75 2001
20k 342 AN T BRI, ARSCHINT T RS
PE R ENE 59 VE IR ST, AEANVER SRR e i
TSR, XA g R AT — P I HE 7 .

M4 Leopard 2 NPV R I, — A bf Hctu SR 55
PEFRRE T Ry, 0BT K12 oR 50 18 b sgh B 1] R S —
AN ARAERN ., RICZ I K, BRI R R A,
B oA A0 B 52 /N L R B RR S5 B C2 ¥
H RN TRTEAT 046, DLk fist i 52 2% FE AR R 7
i 55 1R R KOS o B R FH MG 59 12 JEE 1 0 g AN 43
IR TR REATHE, W ARAB AN 5 RIS AR I of £ ) 4%
I VIR Z, AKX T ] REE — AN A b
1o BT R BT A A 2R 2 B0 T 11 R

57

DR, AR SC LA 5 A7 6 R0 e B 51 R D b 7e, BRI
V2o ST RER I 2 A Ah TR MR A I 5¢
JEAE A, RIS i B AT A A BRI Kb Ja 3 A R 2
PEF, ASCTINT oS Lok ERT N m] e 2 A
TR eSS PETE S V3.

R3I BOBENEEMNERE

Table 3 Dimensions of static semantic measurement

ESl 7~
Cl PR RV S K
2 PRI G A A
\%! bR HE R 4 R
V2 PR B 75 TR AR bR
V3 PR RO 17 Pl 52 2% EE R

(s DO FE R BT 5 10 HAR I )
4 I

TATSB T I i€ A7 2 2 R 48 MDiff, % R Gl
H Java ifi 5 M Python 15 5 5K, ARASHZ) 5 4T
Jorbr, LT RS SR IR R R A 4 T 2
Python %75 5EH, 58 IDA Pro 58 R ELTI 5]
M s 8. BATIETE S Rk X E R
HEEAS R B AT L ACYE B, J8 IS 208 Diaphora [¥13
B 58 S R LAt AN T EE X o 6T Bh i A TE U B 4
B e AL ER 7y E T Java 5 5 SEHL, JET Ghidra 58
FRARBE AN EE ARSI s EEAUPAT . %L
B SO Bl SO BRI G 4R
o B AR R . I BE 45 R B AR AR B s T
Diaphora 5152

BAK R G847 £ MBP 2016 I, 2.6 GHz
Quad-Core Intel Core 17, 16 GB 2133 MHz LPDDR3,
256GB SSD, 1z AT AT It A MacOS Catalina
10.15.1. IDA pro Ay 7.0, Ghidra fRA A 9.0.4,
Diaphora A4 1.2.4, Bindiff A 5.0,

AKFEESEAE A1 TG 4.2 771 A B Ak
SINTIG DL 4.3 TR BER R SE R, 4.4 TR
TENLR
4.1 A

MBEST T BEAARAL IIAZRAL eI R A
IFIF] S AbERARZEAE . AR RGN Tk, FRAT
BRI B i 4 s, E2AHE H bRk 111
snmp.cmp-smi 55 3 NI, HFRE & 2 (1 http. ike.
snmp- webvpn 55 4 MwIH; HARi 3 1 cifs 1 1
AN HAR R & 4 10 sslvpn 19 2 AN, H bR
5 ¥ ssh ¥ 1 AN, HAFR% 6 ¥ 1ldp. dhep %5 4
AN Fo, K 4 WP T~ 11 BT PTE A7 B AR



58 Journal of Cyber Security 15 JF\ % 42441, 2023 4 11 H, B 8%, 61l

F4 MKXAH
Table 4 Test case
75 CVE b N Eagit] wAAF R

1 CVE-2017 Heihi tH .
2 CVE-2017 Mt (7 1. PowerPC)
3 CVE-2018 Mt
4 CVE-2018 TARE S
5 CVE-2016 Mg Hbrie s 2
6 CVE-2016 it (77 1, x86)
7 CVE-2018 Double Free

. b 575 3
8 CVE-2017 e v H ( }H_g fi 6)
9 CVE-2018 PrAE 2R Hbri# 4
10 CVE-2018 Mg () Fi 4, x86-64)
11 CVE-2015 JE Tk ( }_El Qfﬁzixm
12 CVE-2018 e A7 R
13 CVE-2018 Mt H Hbris: 6
14 CVE-2018 v (J i 1, PowerPC)
15 CVE-2018 BRI

W AT A HTIESE, R, P 1. 24 4. 6.
8~ 11 [y Fre A B IF AR I i N an i,

%54 2 77 T35 BRI PoC 43 B\ I% & 1% T 1)
FIEALE . 5 12~15 BRI AR RGN A AT
M T IOIIR TR E, O T PRI BEIX 4 AN
TR e AL, BRATHE BN T X LE T
42 EESHIER

BATEZ IR0 g5 BB 45 R HE T
S5 R VAL MDiff 7y e . AESEg b, IR T
HTT AT SN T 404 A Bindiff Al Diaphora
Mot L, e r Bindiff Jy (195 1T, Diaphora & 7§ T
Ho ses ek 5 pros. Il e fr e — 1) 5 2
I T =A TR MR R, b Mdiff 45 T
SFLEBY B, BEERIRAT BT B . PIARERRNY B i X E A
BB HAR RN, DR I AR 2 BT A8 b B —
T FELHH T =A T HANTIER, I Mdiff 451
THEHSRA T AR R TS BhATE X
TR ST SCHE P IS S B B 45 3 TR TR o7 25
g« R «OX 7 AR B 2RI A 45 JL
B, A 7 [ATRR BT T Rl 7 o BRI
T RRBCT UL B, ARSI A AT, BOSEAIEN 1L
B B gl R IE A

RS OEMANT EEXIUIRT LE

Table 5 Comparison of overall patch comparison effects
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Table 6 Specific module decomposition results
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5 ike 20108 3241 22270 2413 19857 34.8

43 .4 57053 390

6 snmp 3087 847 3592 2413 1179 2.1
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8 477 50208 369 cifs 17373 2795 18057 2564 15493 30.8

9
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11 34 43271 78 ssh 4965 1351 5874 3479 2395 5.5

12

3 36.3 86375 485 lldp 1741 495 2235 1740 495 0.6

14

s 36.3 86375 485 dhep 3271 2445 5256 1740 3516 4.1
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Table 7 Scalability of files of different brands and

S1Zes
W AR AT SC BRI AT SO SRR HRAT SO
f£K/MMB) HRAEIAN L R A
J R 1 33.7 79298 429
J Rl 441.7 485795 1145
IR 59 87842 391
J Rl 305.5 381219 1123
J Rl 513.3 559717 1315
J i 2 34 44443 94
J 3 144.4 240664 232
J W4 355 68043 115%
J RS 24.7 39890 203

(E: * IR Z BT AT DX 30)
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It AT (¥ AR o 2 [ 1 o, B ERE R 3l vk |,
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o, BRATE IR BT S ) top3 #BAIA D HTIE ). 1
W, s 2 e R A S R BRI B4 N
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BRI 25
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