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Abstract Currently, convolutional neural networks (CNN) are greatly attributed in speech recognition, image classifica-
tion, natural language processing, and semantic segmentation. They are widely studied in computer applications. However,
CNN models are vulnerable to adversarial examples that have been crafted specifically to fool a system while being im-
perceptible to humans. Such images containing small perturbations are called adversarial examples. Adversarial examples
may pose a potential threat to security-sensitive applications. In this study, we focus on adversarial defense on CNN mod-
els. Since attack method is usually unknown for server in practical applications, proposing a general defense method that
does not depend on attack method is an interesting topic. In order to effectively defend against various types of adversarial
attacks, this paper proposes an adversarial attack detection method based on local neighborhood filtering. Firstly, the input
image is divided in similar regions using inter-pixel correlation after the pixel values are projected in RGB space. Secondly,
every similar region is rearranged to a block based on pixel intensity, and the image blocks are formed into a cube. After
obtaining the 3-dimensional standard deviation of the neighborhood data in the cube, Wiener filtering is then performed
based on the local filtering in the neighborhood of the cube. After that, the filtered block set is converted into RGB space.
Finally, the input and its filtered example are respectively fed to CNN model for classification. If the model classifies them
to different classes, the input example is taken as an adversarial example. Otherwise, it is discriminated as a benign exam-
ple. The comparison experiments show that our proposed method is effective against adversarial attacks on different mod-
els. The detection rates on the mini-ImageNet dataset against C&W, DFool, PGD, TPGD, FGSM, BIM, RFGSM,
MI-FGSM, and FFGSM attacks are 0.938, 0.893, 0.928, 0.922, 0.866, 0.840, 0.879, 0.889 and 0.871, respectively. The
results show our method is robust and effective against adversarial attacks.
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Figure 2 Detection framework based on local neighborhood filtering
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Table 1 Ablation experiments on hyperparameters

(K,d,e)  ResNet-50 Inception-v3 ResNet-101 VGG-16 ~FHR5E
(8,0.5,4800)  0.903 0.906 0.912 0.852  0.893
(8,0.5,4900) 0.913 0.910 0.915 0.870  0.902
(8,0.5,5000) 0917 0.920 0.923 0.880  0.910
(8,0.6,5000)  0.930 0.927 0.931 0.895  0.921
(8,0.7,5000)  0.940 0.939 0.938 0.910  0.932
(9,0.7,5000)  0.954 0.942 0.939 0916  0.938
(10, 0.7, 5000)  0.955 0.946 0.941 0.919  0.940
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Figure 5 Sample drawing of detection attack
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Table 2 DNR of our method under different attacks
Attack ResNet-50  Inception-v3  ResNet-101  VGG-16
FGSM 0.860 0.770 0.866 0.848

BIM 0.821 0.674 0.840 0.679
DFool 0.884 0.869 0.893 0.890
C&W 0.913 0.925 0.938 0.888
PGD 0.924 0.855 0.928 0.899

MI-FGSM 0.877 0.765 0.889 0.832
FFGSM 0.859 0.783 0.871 0.852
TPGD 0.922 0.862 0.919 0.867

RFGSM 0.876 0.785 0.879 0.864
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Table 3 DNR under ResNet-50 model

T ResNet-50
P FGSM C&W
(a) Saliency Map( 6 =0.5) ¥ 0.833 0.772
(a) + Color Reversing( 6 =0.1) 0.759 0.478
(a) + Zero Mean( 8 =0.1) % 0.892 0.728
AILTT 0.860 0.913
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Table 4 DNR under VGG-16 model

ity v VoG-
FGSM C&W DFool
RBF-SVM!! 0.826 0.519 0.601
FSt7 0.286 0.893 0.744
NRZ7 0.775 0.923 0.921
AT 0.848 0.888 0.890
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Table 5 DNR under Inception-v3 model

Defense FGSM MIM PGD BIM
G-RGB!"! 0.134 0.140 0.116 0.108
GTSP! 0.200 0.210 0.232 0.224
KD+BUBY 0.574 0.553 0.574 0.460
RGB! 0.534 0.548 0.935 0.202
Noise*” 0.664 0.670 0.972 0.460
TSDP 0.707 0.699 0.984 0.507
A T5 0.770 0.765 0.855 0.674
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