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A Privacy Preserving Mechanism with False Queries
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Abstract With the development of mobile communication technology and wireless sensor, the application of loca-
tion-based services has brought great convenience to our life. In actual use, the user needs to send untrusted LBS service
provider own real-time position and related query information, this can lead to a user’s personal privacy information leak-
age, especially when using continuous location query service, service providers can take advantage of the location of the
spatial and temporal correlation to build a track of user information. In turn, sensitive information such as the user’s resi-
dential address and company location can be inferred. Traditional location privacy protection methods have challenges in
solving continuous location query. Therefore, in order to solve the problem that it is difficult to balance trajectory avail-
ability and privacy in continuous location query, an optimal location trajectory based fake query privacy protection
mechanism is proposed. Firstly, the privacy of trajectory is measured through the mutual information between real trajec-
tory and false trajectory to solve the problem that trajectory privacy is difficult to quantify. On this basis, a method of track
mutual information calculation based on Markov chain is proposed to simplify the calculation process of track mutual in-
formation, and the usability of the track is quantified by the Euclidean distance between the corresponding position points
on two tracks. Secondly, considering that the generated false track may not conform to the user’s traffic habits and be eas-
ily identified, we choose the historical track as the false track. In order to reduce the number of position points on the track,
the quadtree method is used to divide the road network area and divide the track into different segments. Under relevant
constraints, the optimal historical track is found as the false track, so as to ensure that the false track used is more realistic
and reasonable. Finally, experimental results show that the proposed scheme can maximize the balance between privacy
and availability of location data, with higher security and less system computing overhead compared with other schemes.
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Figure 1 False query for optimal trajectory
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Table 1 OSLTSA algorithm implementation steps
B 1 B EHTRFERE(OSLTSA)
N FLYALE AL L, PO RS o, PULEE S A
B AL L L
LAkt L
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