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Abstract With the continuous development of Internet technology, intrusion detection is becoming more and more
important to safeguard the security of cyberspace in these years. However, existing detection methods work poorly on
massive traffic data due to the data sparsity of the network intrusion behaviors. The accuracy rate, F-measure and other
indicators are relatively low. In addition, the cost of high-dimensional data processing is too high. To address these issues,
we propose a novel deep neural network intrusion detection method based on sparse abnormal sample data scenarios,
which is called K-means Sparse Anomaly Intrusion Detection System (KSAIDS). It can be used to effectively identify the
abnormal behaviors in imbalanced datasets. In particular, we first use k-means Synthetic Minority Over-sampling
Technique method to deal with the imbalanced traffic data, which can effectively solve the problem of unbalanced
distribution of network traffic data categories and balance the distribution of network traffic data. The proposed model then
employs Auto-Encoder to process the massive high-dimensional data and train detection model so as to improve the
detection accuracy of abnormal behaviors in massive high-dimensional traffic. And extensive experiments are carried out
on two real-world typical intrusion detection datasets. Experimental analysis results demonstrate that the detection
accuracy of the proposed method on two real-world typical datasets is 99.06% and 99.16%, and the F-measure is 99.15%
and 98.22%, respectively. Compared with the commonly used under-sampling and over-sampling methods, the k-means
Synthetic Minority Over-sampling Technique method can effectively solve the problem of unbalanced distribution of
network traffic data categories and improve the model’s detection effect on low-frequency attack behavior. At the same
time, compared with the state-of-the-art models of intrusion detection, the detection accuracy rate, F-Measure and
detection performance of the KSAIDS method are significantly improved, which proves that the KSAIDS method has high
detection accuracy and great application prospects for the detection of large-scale network traffic data.
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Auto-Encoder.
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Figure 6 The distribution of UNSW-NBI1S dataset. The left image is the original training dataset, and the right
image is the dataset processed by the k-means SMOTE method.
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image is the dataset processed by the k-means SMOTE method.
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Table 1 Detection results comparison of machine learning methods on the UNSW-NB1S5 and the CICIDS2017

dataset
- UNSW-NBI5 %4k
it
HERFI 2R (Accuary) K 1HEZ (Precision) A% (Recall) F-measure AT ] (s)
PRS2 0.8858 0.9858 0.8014 0.8841 1.4201
BEATAR AR 0.9289 0.9874 0.8805 0.9309 56.0396
e T AR 2% DA S0 0.6381 0.9792 0.3415 0.5064 1.2242
BB R K38 DL 504 0.7455 0.8384 0.6588 0.7378 0.6970
AdaBoostl!3] 0.9288 0.9873 0.8803 0.9307 33.3993
XGBoost!!®! 0.9182 0.9878 0.8602 0.9196 445.6249
Jing % A\128) 0.8599 \ 0.8600 \ \
KSAIDS 0.9906 0.9832 1.0 0.9915 31.9911
- CICIDS2017 $#itE
ik —
HEHI# (Accuary) K5 HHE K (Precision) A [H[Z (Recall) F-measure HATHSTE](s)
PR 0.8891 0.9610 0.5483 0.6983 8.5593
BEA AR AR 0.9451 0.9292 0.8287 0.8761 162.2207
e T AR 2% DA S0 0.8283 0.5770 0.9961 0.7308 1.5116
TEBS RN 38 DL 5704 0.8993 0.7009 0.9933 0.8219 1.5668
AdaBoostl!3] 0.9364 0.8923 0.8282 0.8590 305.7122
XGBoost!!®! 0.9325 0.8799 0.8240 0.8510 1327.1984
Ahmim %5 \[?] 0.9666 \ 0.9447 \ 167.11
KSAIDS 0.9916 0.9816 0.9828 0.9822 149.7567
(N RN ELES 5
P (1 —~ 1.0
08 g 08
E 2
= 0.6 E: 0.6
§ s
5 ou =K, § ouzx,
£ Atap g Katicost
S . -XGBOO(;)st £ 027 e XGBoOS
g 0.0 == KSAIDS g 0.0 == KSAIDS
' Accuracy Precision Recall F-measure ’ Accuracy Precision Recall F-measure
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Figure 8 Detection results comparison of machine learning methods. The left results are on the UNSW-NB15
dataset, and the right results are on the CICIDS2017 dataset.
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Table 2 Detection results comparison of deep learning methods on the UNSW-NB15 and the CICIDS2017 dataset

UNSW-NBI15 %44

i UERI R (Accuary) FEUEZK (Precision) 74 [FI#(Recall) F-measure AT H)(s)
RNNIU7 0.7346 0.7122 0.8692 0.7829 707.7427
GRULS! 0.8879 0.8689 0.9379 0.9021 888.7156
CNNL! 0.7939 0.7350 0.9783 0.8394 219.7034

CNN-LSTM2] 0.4967 0.5546 0.4364 0.4885 1287.8755
SAER! 0.9201 0.8733 1.0 0.9324 56.7223
AER2] 0.9415 0.9040 1.0 0.9496 55.6398

Roy % A1 0.9571 1.00 0.9600 0.9800 \
KSAIDS 0.9906 0.9832 1.0 0.9915 31.9911

. CICIDS2017 %34k

i UERI R (Accuary) FEUEZK (Precision) 74 [FI%(Recall) F-measure AT H)(s)
RNNLU7 0.8347 0.6833 0.5468 0.6075 15583316
GRULS! 0.8581 0.7256 0.6332 0.6762 1883.8156
CNNL! 0.8937 0.7770 0.7653 0.7711 4446815

CNN-LSTM[2) 0.8685 0.8372 0.5435 0.6591 3055.3014
SAER! 0.9495 0.9469 0.8307 0.8850 166.7451
AER2 0.9536 0.9682 0.8289 0.8932 161.6302

Andresini 2 AB1 0.9790 \ \ 0.9493 \
KSAIDS 0.9916 0.9816 0.9828 0.9822 149.7567
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Figure 9 Detection results comparison of deep learning methods. The left results are on the UNSW-NBI1S5 dataset,
and the right results are on the CICIDS2017 dataset.
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Table 3 Comparison of detection results of methods for processing unbalanced data

UNSW-NB15 %424

20 Jii:
HERF 2R (Accuary) KiffEZ (Precision) #[A]#(Recall) F-measure  $THE](s)

BLek AE 0.9415 0.9040 1.0 0.9496 55.6398
BEHLCKAE+AE 0.6689 0.6245 1.0 0.7688 27115

KRFE NearMiss+AE 0.5550 0.5530 1.0 0.7122 2.6846
CondensedNearestNeighbour+AE 0.5506 0.5506 1.0 0.7101 2.9052

BEALIL FAE+AE 0.9552 0.9248 1.0 0.9609 31.3458

SMOTE +AE 0.9697 0.9479 1.0 0.9732 32.8164

KR ADASYN+AE 0.9678 0.9448 1.0 0.9716 32.9510
BorderlineSMOTE +AE 0.9728 0.9530 1.0 0.9759 33.0405

k-means SMOTE+AE(KSAIDS) 0.9906 0.9832 1.0 0.9915 31.9911

- . __ gcmszon EVE/IES ___

HERfI2 (Accuary) F5UER (Precision) [ (Recall) F-measure  HATHI[I(s)

BLEk AE 0.9536 0.9682 0.8289 0.8932 161.6302
BEHLCKAE+AE 0.7864 0.5228 0.9970 0.6860 32128

KRR NearMiss+AE 0.3737 0.2345 0.7409 0.3563 3.2241
CondensedNearestNeighbour+AE 0.5038 0.2882 0.7631 0.4184 2.7317
BEALIL FAE+AE 0.9806 0.9737 0.9428 0.9580 150.9925
SMOTE +AE 0.9842 0.9834 0.9484 0.9656 152.7613
IR ADASYN+AE 0.9850 0.9787 0.9567 0.9676 159.6545
BorderlineSMOTE +AE 0.9849 0.9829 0.9520 0.9672 152.7245
k-means SMOTE+AE(KSAIDS) 0.9916 0.9816 0.9828 0.9822 149.7567
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