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Abstract The safety of drugs is related to people’s health and social stability. However, in recent years, our country’s
drug safety accidents have shown the characteristics of high incidence and frequent occurrence. It is very important to en-
sure the quality and safety of drugs for people. The establishment of drug variety archives management system can inte-
grate and manage drug-related information uniformly. It ensures that drug sources can be found, whereabouts can be traced,
and responsibilities can be investigated, which is an effective measure to reduce the occurrence of drug quality and safety
accidents. In order to solve the problem of co-construction, sharing and privacy protection of drug product archives among
various departments in different provinces and cities, a blockchain-based drug archives management model is proposed.
The model integrates various technologies such as Fabric consortium chain, certificateless cryptosystem, and content ex-
traction signature to realize the safe storage and sharing of drug archive data. At the same time, a blockchain management
platform Baas is introduced to this paper to realize the real-time monitoring and dynamic configuration of nodes and
chaincodes in the blockchain network. Also, according to the different functionalities in the model, this paper designs the
transaction forms and its corresponding smart contract’s storage fields. Subsequently, for the drug verification scenario in
the management model, a certificateless content extraction signature scheme is designed combining traditional digital sig-
nature schemes, in which the content extraction signature technology is used to realize the privacy protection of confiden-
tial data within pharmaceutical companies. Security analysis shows that the proposed scheme has the features such as un-
forgeability of signatures and confidentiality of messages. Performance analysis shows that the computational complexity
of this scheme is significantly reduced. It is more efficient and has lower overhead than similar schemes, which can meet
the needs of drug archive management, providing a new idea for data verification in the process of drug variety file man-
agement.
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Table 9 The actual execution time of each operation
in the scheme
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Table 10 The runnisng time consumed by each stage
in different schemes
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Figure 8 Time consumption of signature and inter-
ception in different schemes
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Figure 9 Time consumption of signature verification
phase in different schemes
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