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Abstract With the advent of the information age, information security has become increasingly important. In order to
obtain the desired information, attackers not only use software means, such as viruses, worms, software trojans, but also
use hardware means to threaten the security of devices, systems and data, such as hardware Trojans embedded in chips. If
the hardware Trojan horse is embedded in the processor, which is the core of information processing, the risk will be
higher and the harm will be greater. However, the hardware Trojan horse is located at the bottom of the information system
core level, which is difficult to detect and discover. Hardware Trojan Horse is a hot topic in academic circles at home and
abroad. Especially in the design stage, the problem of hardware Trojan Horse detection combined with source code is not
only a new problem, but also a necessary one. This paper is based on the above background and combined with the actual
needs of domestic chip RTL source code security risk assessment to carry out related work, mainly for the detection and
verification of hardware Trojan in RTL source code. The main contents and contributions of this paper are as follows.
Aiming at the problem that RTL level hardware Trojan has not yet given its characteristic attributes academically, the de-
scription form of hardware Trojan's attribute is given Based on the harm result attribute of Hardware Trojan, the model and
verification rules based on security risk are put forward academically, and the corresponding description form is given, this
paper theoretically explains the role of security verification rules in reducing the blindness of verification, reducing the
scope of suspicious code, and improving the efficiency of evaluation, it can avoid the blindness of verification and the ex-
pansion of test space vector, and effectively verify the existence and harm of suspected hardware Trojans, which is effec-
tive for RTL source code security assessment.
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Figure 1 Schematic diagram of hardware trojan
model
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Jiid R RAE TR R R o 2 R R
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Figure 6 Verification flowchart based on Security
risk
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Figure 7 Arithmetic logic unit connection diagram
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.section .text,"ax"
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_start:

L.movhi r0,0 #¥J461k 10-14 574, BHEZE

L.movhi rl,1

l.add r1,r1,r0

L.nop 0x0001

.org 0xc00  #0xc00 #t & RS A

L.mfspr r1,r0,0x20

L.mfspr r1,r0,0x40

L.nop 0x0001
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#, FPR F/R 4%, FNR FoRIRii#).
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Table 6 Verification based on Security risk (%)

A FR Sk TPR FPR FNR
or1200_alu.v 99.02 85.00 9.67 15.00
or1200 ctrl.v 98.28 90.62 13.92 9.38
0c8051_alu.v 94.69 80.01 9.27 19.99

M32632.v 95.01 85.00 11.32 15.00

alu.v 94.79 88.89 12.80 11.11
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B 22 4 DA 56 E T URE PP Al 56 TE VG L 4 /08
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