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Abstract Cyber security data is an essential resource for cyber security research and teaching, especially the security
data based on real-world scenarios is a guarantee that research and teaching results are more consistent with security prac-
tices. However, due the rapid changing technology, multiple sub-fields, data sensitivity and other reasons in the field of
cyber security, finding the appropriate data has been the essential concern of researchers conducting their research and
teachers teaching practice. In this paper, we summarize and analyze the classical public security data in several fields, and
find that there are deficiencies in research and teaching applications such as outdated data, small data set size, and large
security hazards, and overcome the difficulties of security data fields selected, large-scale real-world data acquisition, and
security privacy openness, and construct DataCon security data set that is more suitable for current research needs. The
DataCon data set covers DNS, malware, encrypted, malicious traffic, botnet, underground industry data set and other fields
on a large scale and all from real-world scenarios, and it is open to the participants and researchers based on the DataCon
competition platform. At present, the DataCon dataset covers all the data of “DataCon Big Data Security Analysis Compe-
tition”, which has been held successfully for four years, and the competition has been evaluated as an excellent case by the
Ministry of Education of the People's Republic of China and has been entered into the list of extra points for graduate
school of many colleges and universities, and the data content has been continuously updated along with the changes of
attack and defense scenarios in the real network environment. The dataset continues to receive data use applications from
scientific researchers and academics, supporting the publication of multiple academic papers, fully demonstrating its effec-

BifEE: B= T, Email: chenzhenyu@qianxin.com.
AUEAS ) E K 3 ARRH AL S IR % B (No. U1836213, No. U19B2034).
Weke H H: 2021-04-26; &8 H HH: 2022-11-04; 52 %4 H 3H: 2023-09-30



124 Journal of Cyber Security 15 FV& 4244, 2024 £ 1 H, F o, FH 1M

tiveness and usability. We hope that the DataCon data and competition can help and promote the combination of industry,

academia and research in the field of cybersecurity.
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Figure 1 The generate time of exist data set
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