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Abstract In recent years, low-level hardware microarchitecture features have been widely used for malware detection.
However, most of the microarchitecture features contain a large amount of redundant information, and current detection
methods do not effectively preprocess the input micro-architecture data, which results in complex deep learning model
to obtain high malware detection performance. However, the deep learning detection model has a large number of pa-
rameters, thus it is difficult to be practically applied at low-level hardware of computers. To solve these problems, we
propose a novel dynamic analysis method to detect malware. First of all, this method creates an automatic
microarchitecture feature collection system, and randomly extracts the sub-samples from the collected Gen-
eral-Purpose Registers (GPRs) data as the classification feature matrix. Compared with other microarchitecture
features, GPRs features have much richer behavioral characteristics, but also contain noise information. Therefore,
we divide the GPRs data into different intervals to reduce data complexity and inhibit noise. Then, we adopt Term
Frequency-Inverse Document Frequency (TF-IDF) technique to select the most discriminative information from these
matrices, for malware detection. TF-IDF technology can effectively reduce the dimension of the characteristic
matrix and improve detection efficiency. In order to reduce the complexity and ensure the performance of the detec-
tion method, this paper uses ensemble learning model to identify malware. Experimental results indicate that the
detection accuracy of the ensemble learning model is 99.3% with 3.7% false positive rate, which is better
compared with other existing methods, and the complexity of our proposed model is lower. Besides, our method
can also achieve higher detection rate in real data.

Key words malware detection; general-purpose registers; ensemble learning; term frequency-inverse document fre-
quency
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Figure 1 Malware statistics: (a) total malware; (b) new malware
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Figure 2 Malware detection based on different micro-architecture features
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Figure 3 GPRs data changes of single micro-architecture event
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Figure 6 Training and testing phases of neural net-
work classifiers
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Figure 7 Malware detection based on ensemble learning technique
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Figure 11 Ensemble detector
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Table 2 Malware Dataset

BRI #i #LLN #AS
Backdoor 739 591 148
Worm 370 296 74
Virus 386 308 78
Rootkit 348 278 70
HackTool 60 48 12
Trojan 812 649 163
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Table 3 Confusion matrix
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Table 4 Comparisons of using different types of low-level features
PSR Opeode TF-IDF GPRs % GPRs TF-IDF
Opcode 1-gram Opcode 2-gram Opcode 3-gram
Accuracy 0.939 0.958 0.965 0.919 0.993
F1-Measure 0.940 0.958 0.963 0.920 0.993
FPr 0.114 0.071 0.077 0.083 0.037
x5 FRREAEIMERE
Table 5 Detection performance of different models
e SVM MLP KNN Fusion-ST!""! CNNs LSTMs A5k
Accuracy 0.525 0.564 0.521 0.953 0.824 0.732 0.993
F1-Measure 0.507 0.558 0.239 0.951 0.831 0.748 0.993
FPr 0.505 0.449 0.235 0.072 0.214 0.327 0.037
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Figure 15 ROC curves of different models
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Table 6 Evaluation of detecting unknown malware

Fi SVM MLP KNN DT Fusion-ST!!] ARILT
Accuracy 0.518 0.562 0.532 0.829 0.921 0.939
F1-Measure 0.495 0.584 0.263 0.838 0.926 0.941
FPr 0.502 0.477 0.231 0.406 0.132 0.120
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Table 7 Comparison of high-level features and microarchitecture features
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