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Abstract With the deepening of vehicle intelligence and network connectivity, data sharing among vehicles, users, and
third-party organizations have become an urgent need, and the Internet of Vehicles built by vehicles, users, roadside units,
and other communication entities has emerged, while the high mobility and network topology variability of the Internet of
Vehicles makes it more vulnerable to attacks, which leads to serious privacy leakage problems of the Internet of Vehicles
users. How to balance the relationship between data sharing and privacy protection has become a key challenge for the
development of the Internet of Vehicles industry. In recent years, academics have conducted in-depth research on the pri-
vacy protection of the Internet of Vehicles and proposed a series of solutions. However, there is a lack of analysis of these
schemes in terms of privacy properties. For this reason, this paper first describes the system architecture, communication
scenarios, and standards of the Internet of Vehicles. Then the requirements, attack models, and privacy metrics of the
Internet of Vehicles privacy protection are analyzed and summarized. And on this basis, from three aspects of the Internet
of Vehicles identity privacy, anonymous authentication location privacy and Internet of Vehicles location service privacy,
we introduce the important role played by anonymous authentication, pseudonym change, homomorphic encryption, inad-
vertent transmission, and other techniques to protect the privacy of the Internet of Vehicles users. The basic principles and
representative implementation methods of the scheme are also discussed, and the privacy of the scheme is analyzed and
summarized in terms of unlinkability, pseudonymity, anonymity, undetectability, and unobservability. Finally, the current
challenges and further research directions of the Internet of Vehicles privacy protection technology are discussed, and de-
centralized vehicle identity privacy technology to protect vehicle identity privacy, adaptive pseudonym change technology
to support anonymous authentication, and location service privacy protection technology to meet personalized privacy
needs are proposed in the hope of further promoting the development and application of Internet of Vehicles privacy pro-
tection technology research.

Key words privacy protection; internet of vehicles; anonymous authentication; pseudonym change; LBS

BITAEE: Lhlk, 84, #d%7, Email: wanglc2012@126.com.
AR E) T E 5K E SR T RI(No. 2018YFE0126000). 5% [ 48243k 4 (No. 61972050) % Bl
ke H : 2022-05-10; &5 H #H: 2022-08-28; 5 Fs H HH: 2023-11-01



2 Journal of Cyber Security {5 B LA, 2024 £ 3 H, % 945, 52 #]

1 HIE

TR AZE P 9 2B R ZE 3808 2 BB
BLfilh, WA R ARG RAR, SEIMEA E5%,
EHEE. EH5N. FEHREVG 47601 M 2%
B, SEPLACIE MR Re L B, DA RSl BRS
(17 e SR N0 IR A e db s o, EmT s Bl A -2=-
-7 BN RIS, RPN AR R AT &
SRR BT R o 6 AR AR Y TR R S R A A
=ABYBEMN: 1996—2015 4 1438045 FUIRSS I B, 78
Z B A B AR M e ), BT 2G/3G/AG
WAESEIE2RER T 5 BB RS MRS 2015—
2025 AF ()8 B BRI AR B, Az B Borh A A
C-V2X M LTE-V 513 4 % I ia UrE], $Rpt s
HaI 0, LA N-ZERRE LIRS 2025
TEZ R R e 2 e N B AT I B, 1%
FrB R A 5G A NR-V2X 345 s Bl Py [R] X e A
M. AR AR, mg A sl RS

H i, VR RE0 5 W IDE AR S B0 20 LAK &
(EEAE A Semt e CUREIT R A1, REITH L& 7 2
Bk, KW HEIE. WORHIE. A A
W, BEREFEFENNGEE . TSGR 1T
O R EETFHUE SRR A1 200 25004 &, i
WAV RAEMIE BT 170 200, 4HTiF
20 VR ] £ s 4 10k I e R B AN ot itk 2 O e
TREWI, JEEH T B FALR Y 7 5o £ XTI
TF SR ZE T M B RA TR AP 19 22 R ORI Tk ke Jie 4 o,
WF9E N B2 BN ZAE B2 SR, B
ARA . B A A E S AT T Bk, WG
I R G0 5 B 1 e A B R, A4 TR
ki 75105 DA B BRI S8 s v IR g oy 28, IR
XU AT T 0280 {HJ SRS S A ZE B 9 B8 4
o AR REAT AT, VA IR ) R AR
FIHEAT 08T . SCHR[61AT 21 T ZRIK I 45 )2 2 TR] TR B 2R
CA SRSB4, 3BT T ZE 106 (R 0 ) A 2 R A
FHIBE AL PR SEME AT T VRN S oy 5. (U, £
53 2 B A 2 T A T BT 2T e v ) 43 2 4
P41, I BT B I Ba R 75 5K DL BaRA 5 7
o ARSC N ] PN ZE 10 I A A K1) 23 1) 106 ) 2 R A
W, MR BeRA CR A 5 SR LA B B RL 5 S U7 V20 R Tk
W B FADR Y R AR REAT T B E5 A9, 5 G 41
RGO BaFA . E LV B RAL . MBS
A=A TT N B FARI B o 2240 5 03 B FA S A2 By
1R RS ARSI S IR (O RE AR rh it 7 0 1) B S
BOME 8. BN B B AL 2 B 1k Xk 1

A7 R A AR B A AT I ) B AT AL
R B MR 55 Ba AL DR T7 S8 75 AR IS B H P A
Bafh FH P A i BaoRh LA SR 25 B AL 1 1 R £ (Point
of interests, POIs)F&FA. A T J5 (EAS IR 5e A4,
ARSI BEAT T A 2, SR AR I 4
I 104 B AL DR AP B R BEAT T B3 28, S5 Ja R AT
(RIS TT I AT e

2 EEMHL

AT E LA E T HEBM N RGBSR 54
T AR AR 3 s AR S I 7R Y 38 A ()i
JEEAR Bebnte e a8 T 2R i B A IR RE T DA
JAETR P AH DR RN F
2.1 RFHRE

w1 R, ERNW RS A SR LA
4y 43 A J6(0On board unit, OBU). 34 ¥
(Road side unit, RSU). A {FHL#J(Trusted authority,
TA). E PR ML (Certificate authority, CA)LA K i
Z-$EfIL 75 (Service provider, SP). B4 711 OBU 54%
RS AHIE, DUSRAHG s 7 A (R B d, thnr 5 HoA
ZERY) OBU MBI RSU HHTH L. A& 55 E S
A2 RSU 2 MM T4, HAT R B0 T g,
A DM A R B, TA B 57 4501 S 0,
fEAREHLAE, M CA T DTMURUESS; SP I ) FH P 4 it
ERIRSS o 5 A TR A 2R R

55 P ks

UEAS A LA

-
-
-
7
”
’

TTEHLY

Bl1 ZFEEMARSEE

Figure 1 System model of Internet of Vehicles
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Figure 2 Communication scene of Internet of Vehicles

B ARAEHT AU BlE R, B MY
N WSRO EWS = ERZRRE R
H, BRGSO fE R TE A
Rl RS R, R PSR AR T 224 RRE. A
ATZENR A, AR IR T S R A ok
HEETT A T R, e BRI B AR .
SR NIV RPN EE 5 % N A e o S N S B I ¢
MATHA A 20 el 90 FARTFLATITIF I L 3
PRB LB S A DSRC AIE = AL A R4 AL %)
(3rd generation partnership project, 3GPP)J- 2015 437
T3 By ) T 0 53 10 28 1) 2 FH G 6 5 HR (Cellular
vehicle-to-everything, C-V2X).

(1) L HIJLE & o4l 5 HiR: DSRC R IEEE
802.11p Al IEEE WAVE, F{E V2V il V2I [l {5 hr
#E, B PR B AR UM, SR 2 TR
RN s A R N R S . e FEEEAE T IEEE
802.11p, IEEE 1609, SAE —&kx#f, W T W\ ZE
B FH 2 R4 A LA R 22 7 1 PR 222 4 DR i R B8 7
1. IEEE 802.11p /& 1 IEEE bt 441515 7 802.11a
(2R MAC A8 2 18 VR A5G 1) DSRC #) B
FrifE. IEEE 1609 Vhl K%, XFRA WAVE e X
T LSRR TR, (e AT WLAN HAR & %
FiE{5 DSRC @i, 42404 n] DAAE h A R Ga s oA
300 m)y A B S oAb sz s 5!, DSRC R4
LRIERI IR 3 BT . B4, IEEE b€ X T 4% 5hil
{5 M 2% (Vehicular ad hoc network, VANET)H [F]4A& &
gike. WMAGHAY, EEEE . 2 ERY B R\
MR T — A58 Bk, il 4 Fros.



4 Journal of Cyber Security 15 F\V& 4244, 2024 3 H, HF o4, FH2 M

a“f:é{I V2N

:‘—’o .H%

802.11p 802.11p

802.11p | vai

RSU

3 DSRC RZFEMLELH
Figure 3 DSRC system network architecture

- BT
e (1609.1, SAE)
. = TCP/UDP WSMP
w-oR 1Py (1609.3)
sy 52 SR (16099
#2-sB (802.2) 1609.3)| %4
- Y —— —— —lem [ MR
som | ZIE | MACE #
= (1609.4)  (802.11p)
. Yy
ERle (802.11p)

4 DSRC Ltk
Figure 4 DSRC protocol stack

(2) T LTE MZ4BM LLmERAR: T
LTE [MZ4HEM il {5 HAR & T 3GPP LTE-V/5G
JE&JZ A AT CSAR 0053 W FHARVE A5 v, 05
T LTE-V2X FrUERT 5G-V2X Ak, &3k T 55 o il

BEHEARIE I Il G HR, Pl YRR C-V2X
T EREA . BETIFGE BT (5T LTE
ZEIC M CEBAE RO SARBORZEK) v, M T
ST LTE M40 9 Jo 2l A5 BRI S Al 25 25K
ey (1B NI e N B R P R RS B il
fEHAR R N2 2RI 2. 76 (5
T LTE MZE M LG AR 2 b D HARE KD
HOLE T RN TCZ S BRI N JE A OCEOR LK,
Forpe T R EAE X, e UR EaE K,
W5y A OOPRT i e 1, B AIE T Un $61, R
5533l 2 1) T A B 1, e £ S B K L 1 T
TAfE . HE AR EE S, et PCS #201, H
e SEILAE. N B2 R A R A . PR
(S R T VX b 48 AR B, AR iE A
170024, A8 (BT LTE MM LG HEAR W
LA FORTIR) RE T 2RI M 0 38 15 B[ 19
S E AR ER, AR B A
S5 T DL A4S A 1545 2016 4 CAICV HiI C-ITS i
SE ST T I — AN RS (A E U RRIE i
RGTEREAT RGN JZ B N B A8 HAREY , 1%
PRERLE T 5 MNE-42. ZE-B 55 HEOEAE 0 B e X
I ASN.T b SCpF, 45 Femtc 4 . B
AR B S AT AT AR L I v R RN P
W B S, CCSA R C-ITS 75 C-V2X ArfEAA R R
IRERUE N EEAE, Hle T (GET LTE BI4BCM LR
WERAR WEBEHEHAZR) , eaf7HEZEdE
AR AHG DL S BAR B Eds s ORI ght 7 X5 b4,
T HE TV A BB AT T 5 ZE IR M R AH SR,
AR 1 Pros. RHEE 4 AR AR e AT T
ﬁ SPIAGERITEE, C-V2X RGNS EZERWE 5 Fiox,
owx%u&@@6%mo

Fz 1 FEBMEXRETIR
Table 1 List of standards related to the Internet of Vehicles
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Table 3 Vehicle identity privacy analysis
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Figure 7 Pseudonym change strategy based on
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Table 4 Location privacy analysis of anonymous authentication
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