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Abstract Multi-variant execution (MVX) is a network security defense technology. It uses software diversity to generate
equivalent heterogeneous variants, distributes input to several variants for parallel execution, and achieves the purpose of
attack detection by monitoring and comparing the states of variants. Compared with traditional patch-type passive defense
technology, MVX does not depend on analysis of specific attack threat characteristics, but can effectively defend against
most known or even unknown vulnerabilities by establishing the endogenous security capability of the system. In recent
years, the MVX technology has been improved and perfected a lot, but the false positive problem is the main factor re-
stricting its development. We analyze the causes of the false positive problem of MVX technology in detail, on this basis,
we propose the advantages of using container technology to build MVX system in solving the false positive problem. To
improve the availability of MVX, we design and implement a container-based MVX system which is called CON-MVX to
effectively address the false positive problem of traditional MVX systems. CON-MVX uses multiple heterogeneous con-
tainers constructed by runtime randomization as variants, uses reconfigurable modular components and independent con-
tainer management tools to arrange and manage container variants, establishes the cross-process monitor which is called
CGMon to synchronize the input and verdict the output of several variants at the kernel level. At the same time, a trunk
port policy is established to ensure the normal feedback of the system running state in order to meet the favorable interac-
tivity with the client. The experimental results show that CON-MVX can effectively reduce the false positive rate of the
MVX system under the premise of ensuring the security capability, and the average extra performance loss of the system is
less than 15% in our test with SPEC CPU 2006 under the dual redundancy execution condition.
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Figure 5 Multithreaded agent process structure
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