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Abstract Aiming at the security of speech data in channel transmission and cloud storage, as well as the problems of
retrieval efficiency caused by the large number, high dimension and high spatial complexity of speech data, an efficient
speech biological hashing secure retrieval algorithm based on double hash index is proposed. Firstly, the spectral flux and
kurtosis factor features of speech signal are extracted in the server terminal, and then the two features are fused, Bagging
classification is used to classify speech signals by differential hashing, and the key distribution index table is constructed
based on the classification results; then, according to the key distribution index table, the biometric template with a single
mapping key is established, and its biometric hash is quantized to obtain the hash index; at the same time, the mixed do-
main scrambling encryption is used to encrypt the original speech and construct the encrypted speech database; finally, the
hash index and encrypted speech database are uploaded to the cloud and the biological hash index table is constructed. In
the mobile terminal, using normalized hamming distance for matching retrieval. The experimental results show that the
matching threshold interval obtained by the algorithm is (0.2694, 0.4173), which shows that the retrieval system can flexi-
bly select the matching threshold and has good robustness and discrimination; the average retrieval time of a single speech
in the retrieval process is only 9.4957 x 10 *s, and the recall and precision after 15 kinds of content preservation operations
are 100%, it shows that the algorithm has good retrieval performance and can meet the needs of speech retrieval in various
environments; at the same time, the size of the encryption algorithm key space is 10, which shows that it can resist ex-
haustive key attack and ensure the security of speech data; in addition, the constructed biometric templates have good di-
versity, security and revocability.
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Figure 1 Speech retrieval algorithm model
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Figure 6 Cloud biological hash index table
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Table 1 Normal distribution parameters of different
biological hash sequence lengths
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Table 2 FAR of different biological hash sequence

v LB ME S lengths
Hr a He o v 798bits 639nits 532bits 441bits

798bits 0.50 0.0177 0.4976 0.0179 0.10 4.764e-110  1.627e-88  7.264e-74  1.126e-61
639bits 0.50 0.0198 0.4971 0.0199 0.20 1.283e-62  1.719¢-50  3.069¢-42  2.355¢-35
532bits 0.50 0.0217 0.4966 0.0219 025 5.455¢-44  1477e¢-35  8.100e-30  5.102e-25
441bits 0.50 0.0238 0.4957 0.0239 030 9.568e-29  2.463e-23  1.190e-19  1.468e-16
035 7.082e-17  8.147e-14  9.934e-12  5.733e-10
R 1 o LLEH, JEHEEH KBS, A3 0.40 2.321e-08  5.605e-07  4.941e-06  3.179e-05

SE 2 RSB0 19 B 15 A& 0 A S 40 IR LS5 T RS
8, UEWZ LA B (B L S P .
N TP B AR SOV P, IR
R (FARVE W PEM H8 7 « FAR R AN TE 35 1 BL A
WP A AH R B, A1) R
—(x-p)’

207 dx

FAR = jw (x| p,0)dx =

a;ﬂj;e (14)
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AN URATE RGBS, SR DX PR .
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Figure 8 FAR of different biological hash sequence
lengths
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Table 3 FAR of different algorithms
ARSCEL:

T (798bits)  © (3]

4.763e-110
1.283e-62
5.455e-44
9.568e-29
7.082e-17
2.321e-08

SCHR[40]  SCRR[41]  SCHR[42]

0.10
0.20
0.25
0.30
0.35
0.40

8.006e-40
2.948e-23
1.014e-16
2.422e-11
4.092e-07
5,078e-04

9.913e-47
5.271e-27
3.009e-19
6.870e-13
6.403e-08
2.540e-04

3.654e-42
1.405e-24
1.215e-17
6.166e-12
1.874e-07
3.540e-04

6.773e-47
2.992e-27
1.668e-19
3.893e-13
3.877e-08
1.714¢-04

HT FAR fH 552 W A ARG, O T S0 4f
iy S5z BR AR SC LA AN [ W A5 e S BE IR R X 43, )
DA IR R (ERME A oy — i b . ER F 22 LU
M EE MR, HAZ A5 7 51K BE R 5%,
F SR DK G VARG L RIS VR e b, LU Y
F2(0,1)s ER (BT 1, FoRFIEMX A PELS .
ER Wit A =X (15), X16)Frnm:

ER =-Plog, P—(1-P)log,(1-P) (15)
1 ||o?-c?]

P=—(|—=t_~el4q 16

2(1,0,2+03 ) (16)

X1, o, 1 0, 4> BIZ 7% BER (A I0FLIE 5 S ib brut 22,
ER Jefi%, H ER K, XPEGs.

& 4 WLLEH, ACEIEERFREYE T
FIKPEI Y ER A T 1, WTLL IS SEE 5
LFIIX ot

& 3, £ 5 WTLUEH, M TFHAE T, A
VL AT S EEARSY FAR {HAD ER {i. MUCHCBME N
0.35 I, A SCHELVEM FAR 180 7.082X 107", FoRH
Wi 10" 435 7 BN K20 7.082 4R, (EHI )
ZAFIUCEC I R, 2 SCHR[39]1 5.778 X 10° i, ¢
HR[4011K19.041 X 10° 4%, SCHR[41]11 2.646 X 10° {5, L
BR[42]11) 5.474 X 10° % .
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R4 FRMFHFINHCER ER E
Table 4 ER of different biological hash sequence

lengths
N ER
798bits 0.9919
639bits 0.9964
532bits 0.9934
441bits 0.9970

*5 TREZBERE
Table 5 The ER of different algorithms

o; O, ER
ASCEY: 0.0177 0.0179 0.9919
CHR[39] 0.0264 0.0304 0.8964
SCHR[40] 0.0264 0.0277 0.9651
SCHR[41] 0.0264 0.0295 0.9187
SCHR[42] 0.0250 0.0279 0.9196

gi ik, ASCHVE R ALK, T
WS T WA TE SRR T K.
3.3 ERMSH

h T ISASCRE I S, 1 SERHE & R
1) 1200 4% J5niBE 24T T4 6 s 15 AN 2tk
F##1E(Content preservation operations, CPOs), %A 5
I3l TR SRR ERAEJS ) BER BI{EAT BER i K
Ho WHEERWE 9 Prr.

R6 MNBERFFHRE

Table 6 Content preservation operations

BAETFB Bl 5% fRIFR
HFERIF1 HEHIN 50% V.1
TR 2 T 5 PR 50% V.2
G IR 1 6 i FIR JEU%, #UlAA 3.4kHz F
G D 2 6 W ELRRIR IO, kAR 3.4kHz B

HRFE RFER NS 8kHz, FF FJHE 16kHz  R.1

FORAE 2 KFER ETFE 32 kHz, T FMZE 16kHz  R2

Ay BV LEMT 300ms, & INEEk 25% E
ZEATIER 1 30dB, HL43i# 0~4 kHz Gl
ZEAT IR 2 40dB, HLAIIA 0~4 kHz G2
AT 3 50dB, L 0~4 kHz G3
MP3 JE4i 1 32kb/s M.1
MP3 JE4i 2 64kb/s M.2
MP3 4 3 96kb/s M.3
MP3 45 4 128kb/s M.4
MP3 [E4ii 5 192kb/s M.5

HE 9 A, JRARTE S AL ik 15 By R RE
FJ& BER S KAE ) 230 A1 X ] 24(0.0163, 0.2694), BER
B (K53 A X 6] 245 (0.0016, 0.1265), W A SC 5325 H.

ARAFHIEREE. 7ELL B 15 By R ORERRAED,
T RS FRAR A DO TR S S R (7
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FIR JEBAN IR g B s A e hE R 55 5 K T
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Figure 9 The BER mean and max value

*7 AFEEER BER H{E
Figure 7 The BER mean value of different algorithms

CPOs  ASCHVE  SCHR[39]  SCHR[40]  SCHR[41]  SCHR[42)
Al 0.0016 0.0052 0.0925 0.0264  0.0231
V.2 0.0044 0.0014 0.0089 4.60e-05 7.91e-04

F 0.1081 - -
B 0.1169 - -
R.1 0.0855 0.0283 0.0304 0.0010  9.45¢-04
R2  0.0055 - - 00104  0.0062
E 0.0653 0.1505 0.2375 0.1427
G1 0.1265 - - 0.0779 0.0055
G2 0.0701 - -
G3 0.0441 0.0267 0.0416
M.I  0.0986 - - 0.0214
M2 00194 - .
M.3 0.0137 - -
M4 0.0086 0.1928 - 0.2189 0.0019
M5 0.0092 - - 0.0019

N T HE P AUE W AR SRR I SR, R A SO
1) BER 18 55 SCBR[39-42] 0 513 () BER B 3E4T
beig, g5k 7 s,

FH 7 vl %N, AHE T ARSI, ASCEESR 1S
Pl 9 2R ORFFEE1E G BER BMEL I KM A 0.1265, i
TE/NFSCRR[391H B9 0.1928, SCHR[40]H L9511
0.2375 FUSCHR[41]HR LR 0.2189, BEH XA
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Table 8 Classification accuracy of different K

(%)
CPOs K=50 K=100 K=150 K=200

V.1 100 100 100 100
V.2 100 100 100 100

F 100 100 100 100

B 96 98 100 100
R.1 99 100 100 100
R.2 100 100 100 100

E 98 98 100 100
Gl 96 99 100 100
G2 100 100 100 100
G3 100 100 100 100
M.1 100 100 100 100
M2 100 100 100 100
M.3 100 100 100 100
M4 100 100 100 100
M.5 100 100 100 100

R®9 AE KBTHIFH 4 2078

Table 9 Average classification time of different K

K T(s)
50 0.8062e-2
100 0.8660e-2
150 1.0574e-2
200 1.3323¢-2

SO AFDEEE K W52 IEMHZE T34 55
K IH) T, IEPEARSCIEN S EH K=150. A5
A BTG4y 207780 IR 15 Bl AR KRR IS B
T 22 53 Wa A5 AT 73 SR 1R 43 R %3504 100%,
- FLAE AR UF AR = 73 288 1 26 11 [) IR 2l 00 11 29 2K
I 7] o Ui B Bagging 73 LR A SCHIE AT M 255
WE A P B A B (1) 43 AR, T LU 2 A ] P 2%
RFFERVEE S I 25, ISl SR NI R,
R R R
3.6 MEMREST
3.6.1 KERKEE

EEERRRG T, A% (Recall, R)HAHER
(Precision, P)Zfi &R EREE L Gbs, HotEA
K nx20), DR

S
R=—"T _ 4100% (20)
r+Sy
Sr
j = x100% @1
7 TOF
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2 10, & 11 [ LURH, ZAEL 15 B %
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Tablel0 Comparison of precision of different

algorithms (%)
CPOs ¥ = RG-S CHR[39] Hik[40] iik[42]
V.1 100 100 100 100
V.2 100 100 100 100
F 100 - - 100
B 100
R.1 100 100 100 100
R.2 100 - - 100
E 100 99 100 100
Gl 100
G2 100
G3 100 100 100 100
M.1 100
M.2 100
M.3 100
M.4 100 98
M.5 100

F11 AEEZEESERI L

Table 11 Comparison of recall of different algorithms

(%)
CPOs ARSI SCHR[39] SCHR[40] SCHR[42]
V.1 100 100 100 100
V2 100 100 100 100
F 100 - - 100
B 100
R.1 100 100 100 100
R2 100 - - 100
E 100 100 100 100
Gl 100
G2 100
G3 100 100 100 100
M.1 100
M2 100
M.3 100
M.4 100 100
M.5 100
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ST HEAT R R DL IE o SR R 1), 4 R
12 Pios:
T 12 TREZMMRYEN
Table 12 Retrieval efficiency of different algorithms

FH(GHz)  EFHBEKEG) TR RINES)
ARSI 2.8 4 9.4957¢-4
SCHR[39] 2.5 4 0.1000
SCHR[40] 2.5 4 0.1467
SCiik[42] 2.5 4 0.0667

R 12 AT, ARSCHEIE PR RIS RN 9.4957
X 107", & CHR[3TH LM 105 1%, & 3CHk[40]+
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1E oA R FH AT RN R, LW 5 EMES
PEHEATUCEL, MO = TR R K

4 5t

ARICKERTE RS S Bagging 7 RN T &
PRI AR AR, R T BT A R G 1
TR RIS A S R RSN AEIRSA T, S
T I RL DN T Jer Gy v 5 o O ) A R S I,
AR L TR R O B, PRAE T HE AR
LEfd R 224k R Bagging 70 4 #77
Bl Z= 0w 2R, WP RTIER, @ir
T HAAZHRENE LRI ] B E R IR, i ik
56 BB e AASAR e % PR SEORT A B (0 2R R ik
R AR 2 ST R A R T R v A
W RGIR, W T m UL e A R, 2
HIRE T RRBCR G HERTE, PO T AR A AR R
B R R P RE

H T A SO 0 52 AR T 8 B A 15 A1 R 2 e v
M R e S s AN PEAR, HOR A MR IR & R
AR ERR R BRSSO BACR DI, RN
/I SR TPl i 2 I A RES IO RS R/ VST SR AP
TSR G, SR BRI 2R AR

S % 30k

[1] Foote J. An Overview of Audio Information Retrieval[J]. Multime-
dia Systems, 1999, 7(1): 2-10.

[2] WangJ B, Xu S, Zheng F, et al. Learning Efficient Hash Codes for
Fast Graph-Based Data Similarity Retrieval[J]. I[EEE Transactions
on Image Processing, 2021, 30: 6321-6334.



82

[10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

Journal of Cyber Security 15 F\V& 4244, 2024 3 H, HF o4, FH2 M

Pan Z B, Wang L Z, Wang Y, et al. Product Quantization with Dual
Codebooks for Approximate Nearest Neighbor Search[J]. Neuro-
computing, 2020, 401: 59-68.

Mishra S, Khetarpaul S. UR-Tree: A Spatial Index Structure for
Handling Multiple Point Selection Queries[J]. Multimedia Tools
and Applications, 2023, 82(6): 8093-8111.

Norouzi M, Punjani A, Fleet D J. Fast Search in Hamming Space
with Multi-Index Hashing[C]. 2012 IEEE Conference on Computer
Vision and Pattern Recognition, 2012: 3108-3115.

Gaikwad S K, Gawali B W, Yannawar P. A Review on Speech
Recognition Technique[J]. International Journal of Computer Ap-
plications, 2010, 10(3): 16-24.

Lopez-Espejo I, Tan Z H, Hansen J H L, et al. Deep Spoken Key-

word Spotting: An Overview[J]. IEEE Access, 2021, 10:
4169-4199.
Christiansen R, Rushforth C. Detecting and Locating Key Words in

IEEE
Transactions on Acoustics, Speech, and Signal Processing, 1977,
25(5): 361-367.

Higgins A, Wohlford R. Keyword Recognition Using Template
Concatenation[C]. ICASSP '85. IEEE International Conference on
Acoustics, Speech, and Signal Processing, 2003: 1233-1236.

De Felipe I, Hristidis V, Rishe N. Keyword Search on Spatial Da-
tabases[C]. 2008 IEEE 24th International Conference on Data En-
gineering, 2008: 656-665.

Singh V, Zong B, Singh A K. Nearest Keyword Set Search in
Multi-Dimensional Datasets[J]. IEEE Transactions on Knowledge
and Data Engineering, 2016, 28(3): 741-755.

Niu X M, Jiao Y H. An Overview of Perceptual Hashing[J]. Acta
Electronica Sinica, 2008, 36(7): 1405-1411.

(FEM, EEE. RIS A LR A 757, 2008, 36(7):
1405-1411.)

He S F, Zhao H A. A Retrieval Algorithm of Encrypted Speech
Based on Syllable-Level Perceptual Hashing[J]. Computer Science
and Information Systems, 2017, 14(3): 703-718.

Zhang Q Y, Zhou L, Zhang T, et al. A Retrieval Algorithm of En-
crypted Speech Based on Short-Term Cross-Correlation and Per-

Continuous Speech Using Linear Predictive Coding[J].

ceptual Hashing[J]. Multimedia Tools and Applications, 2019,
78(13): 17825-17846.

Gomez-Barrero M, Galbally J, Rathgeb C, et al. General Frame-
work to Evaluate Unlinkability in Biometric Template Protection
Systems[J]. IEEE Transactions on Information Forensics and Se-
curity, 2018, 13(6): 1406-1420.

Wu L F, Ma Y K, Zhou P, et al. Review of Biometric Template
Protection[J]. Chinese Journal of Scientific Instrument, 2016,
37(11): 2407-2420.

(WFS2D5, D, MG, 55, AERERIR AR SRR ). KA
AR, 2016, 37(11): 2407-2420.)

Shahreza H O, Marcel S. Towards Protecting and Enhancing Vas-
cular Biometric Recognition Methods via Biohashing and Deep
Neural Networks[J]. IEEE Transactions on Biometrics, Behavior,
and Identity Science, 2021, 3(3): 394-404.

Teoh A B J, Goh A, Ngo D C L. Random Multispace Quantization

as an Analytic Mechanism for BioHashing of Biometric and Ran-

[19]

[20]

(21]

[22]

[23]

[24]

[25]

[27]

[29]

[30]

(31]

[32]

[33]

dom Identity Inputs[J]. IEEE Transactions on Pattern Analysis and
Machine Intelligence, 2006, 28(12): 1892-1901.

Wang Y, Huang Y B, Zhang R, et al. Multi-Format Speech Bio-
Hashing Based on Energy to Zero Ratio and Improved LP-MMSE
Parameter Fusion[J]. Multimedia Tools and Applications, 2021,
80(7): 10013-10036.

Huang Y B, Li H, Wang Y, et al. A High Security BioHashing En-
crypted Speech Retrieval Algorithm Based on Feature Fusion[J].
Multimedia Tools and Applications, 2021, 80(25): 33615-33640.
Huang Y B, Wang Y, Zhang Q Y, et al. Biohashing Encrypted
Speech Retrieval Based on Chaotic Measurement Matrix[J]. Jour-
nal of Huazhong University of Science and Technology (Natural
Science Edition), 2020, 48(12): 32-37.

(FORIE, T3, skBky, &5, J TR & A R 1 AR e 5 %
SCHEERIRT]. EPRIRAEFZIRYFHFIFIR), 2020, 48(12):
32-37)

Sudjianto A, Yang Z B, Zhang A J. Single-Index Model Tree[J].
IEEE Transactions on Knowledge and Data Engineering, 2023,
35(3): 3101-3114.

Ng W WY, LiJY, Tian X, et al. Bit-Wise Attention Deep Com-
plementary Supervised Hashing for Image Retrieval[J]. Multime-
dia Tools and Applications, 2022, 81(1): 927-951.

Krishnaraj N, Elhoseny M, Lydia E L, et al. An Efficient Radix
Trie-Based Semantic Visual Indexing Model for Large-Scale Im-
age Retrieval in Cloud Environment[J]. Software: Practice and
Experience, 2021, 51(3): 489-502.

Zheng T R, Han J Q. Syllable Lattice Based Chinese Speech Re-
trieval Techniques and Removing Redundancy Method from Indi-
ces[J]. Acta Acustica, 2008, 33(6): 526-533.

ORBAR, TR, FET57Y Lattice IMPOEBE SR REA LR
GIEICRITEN]. FEEHR 1 AIR), 2008, 33(6): 526-533.)
Zhang K J, Zhang G L, Jiang C, et al. Research and Implementa-
tion of Security Cipher-Text Clustered Index Based on B Tree[C].
2016 International Conference on Network and Information Sys-
tems for Computers, 2017: 274-278.

Cao Y, Long M S, Liu B, et al. Deep Cauchy Hashing for Ham-
ming Space Retrieval[C]. 2018 IEEE/CVF Conference on Com-
puter Vision and Pattern Recognition, 2018: 1229-1237.

Zhang D X, Agrawal D, Chen G, et al. HashFile: An Efficient In-
dex Structure for Multimedia Data[C]. 201/ IEEE 27th Interna-
tional Conference on Data Engineering,2011: 1103-1114.

Zhou Y, Li C L, Li W, et al. Image Encryption Algorithm with Cir-
cle Index Table Scrambling and Partition Diffusion[J]. Nonlinear
Dynamics, 2021, 103(2): 2043-2061.

Sahasrabuddhe A, Laiphrakpam D S. Multiple Images Encryption
Based on 3D Scrambling and Hyper-Chaotic System[J].
Information Sciences, 2021, 550: 252-267.

Hashemi S, Ali Pourmina M, Mobayen S, et al. Multiuser Wireless
Speech Encryption Using Synchronized Chaotic Systems[J]. In-
ternational Journal of Speech Technology, 2021, 24(3): 651-663.
Yasser I, Mohamed M A, Samra A S, et al. A Chaotic-Based En-
cryption/Decryption Framework for Secure Multimedia Commu-
nications[J]. Entropy, 2020, 22(11): 1253.

Hameed A S. A High Secure Speech Transmission Using Audio

Steganography and Duffing Oscillator[J]. Wireless Personal



ORI 2 TR TR R

[34]

[35]

[36]

(371

[38]

Communications, 2021, 120(1): 499-513.

WulJ Q, Chen B L, Luo W Q, et al. Audio Steganography Based on
Iterative Adversarial Attacks Against Convolutional Neural Net-
works[J]. IEEE Transactions on Information Forensics and Secu-
rity, 2020, 15: 2282-2294.

Khaleel A H, Abduljaleel I Q. A Novel Technique for Speech En-
cryption Based on K-Means Clustering and Quantum Chaotic
MaplJ]. Bulletin of Electrical Engineering and Informatics, 2021,
10(1): 160-170.

Abdullah A A, Abbas Y K. Quantum audio steganography sys-
tem[J]. Journal of Engineering Science and Technology, 2020,
15(3): 1562-1588.

Qi GY, Du S Z, Chen G R, et al. On a Four-Dimensional Chaotic
System[J]. Chaos, Solitons & Fractals, 2005, 23(5): 1671-1682.
Zeng K, Yu S M, Hu Y C, et al. Image Encryption Using 3D Lo-
gistic-Sine Cascade Map[J]. Application of Electronic Technique,
2020, 46(1): 86-91.

BRE T 2015 FAELMBLT ORI
2. BUEPYARITE R E LY iy
TREBE R 4%, CCF 43 0. WFeaish
ZARAE B A OGBS 2
ERALIE, {5 8 %24 . Email: huang_yibo@
nwnu.edu.cn

SRIR T 1986 FAEHIN DAk KAt 47
BUNE L Bl . BT 22N B TR A5
PLEIEAE A Bet s oL, LBl WF5T
AR W 2% 15 05 B 2 4o P9 4R A
B AN B S My 2 BRI S BOR .
Email: zhangqylz@163.com

Youa A s R R HA

[39]

[40]

[41]

[42]

83

(53, B, BI0AR, S BT 3D-LSCM I BHGIR N 57
L. B TFHEANIT, 2020, 46(1): 86-91.)

Zhang Q Y, Ge Z X, Hu Y J, et al. An Encrypted Speech Retrieval
Algorithm Based on Chirp-Z Transform and Perceptual Hashing
Second Feature Extraction[J]. Multimedia Tools and Applications,
2020, 79(9/10): 6337-6361.

Zhang Q Y, Ge Z X, Qiao S B. An Efficient Retrieval Method of
Encrypted Speech Based on Frequency Band Variance[J]. J Inf
Hiding Multim Signal Process, 2018, 9: 1452-1463.

Zhang Q Y, Qiao S B, Huang Y B, et al. A High-Performance
Speech Perceptual Hashing Authentication Algorithm Based on
Discrete Wavelet Transform and Measurement Matrix[J]. Multime-
dia Tools and Applications, 2018, 77(16): 21653-21669.

Zhang Q Y, Li G L, Huang Y B. An Efficient Retrieval Approach
for Encrypted Speech Based on Biological Hashing and Spectral
Subtraction[J]. Multimedia Tools 2020,
79(39/40): 29775-29798.

and  Applications,

FRIEMR T 2019 FAERERHEOR 15
RS2 g A AR PRI E R
R R SN AR R T R VAR B b e )
ZURIAE DAL . DFOOBEES: BT
AEEL TR . Email: 2020222192@
nwnu.edu.cn



