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Abstract The session secret key (SSK) plays a crucial role in the deployment of realistic open networks by allowing
secure communication among parties at a remote location. Traditional session secret key is mainly built based on the au-
thenticated key exchange (AKE) protocol of public key infrastructure (PKI), which faces expensive computation, commu-
nication and storage overheads due to the cumbersome operations involved in certificate issuance, renewal and revocation.
Despite the fact that this issue can be resolved by the identity-based (ID) authenticated key exchange (ID-AKE) protocol,
the bulk of ID-based authenticated key exchange protocols in use currently are designed based on foreign cryptographic
methods. Additionally, there has been no formal publication of an ID-based authenticated key exchange protocol based on
domestic commercial cryptographic algorithms in either local or foreign journals, which does not meet the independent
and controllable requirements of China’s core cryptographic technology. Because of its superior efficiency and high level
of security, the authenticated key exchange from SM2 (SM2-AKE) protocol is frequently used in commercial cryptography.
However, the issue with management overhead of certificate has not been resolved, which greatly limits the application
and promotion of the authenticated key exchange protocol from SM2. This work uses the Schnorr-like signature’s key
generation technique in the context of the ID-based cryptography (IBC) system, to build the ID-based authenticated key
exchange protocol (SM2-ID-AKE) from SM2. The security of the proposal is proved under the computational Dif-
fie-Hellman (CDH) security assumption and random oracle model. The final theoretical analysis and simulation results
demonstrate that, in comparison to the existing ID-based authenticated key exchange protocols, the proposed protocol
saves at least 66.67% of the communication bandwidth and 34.05% of the computational overhead. This indeed effectively
reduces the cost and burden of the system and will be better adapt to the security communication service needs of various
users in the field of network communication deployment.

Key words identity-based cryptography; SM2; authenticated key agreement

BiITEE: M, i1, BI#E%, Email: linchao91@fjnu.edu.cn,
ARG E R ARBAIEETH  (No. 62032005, No. 62102089, No.U21A20466, No. 62372108) #H.
ek Y 2022-06-17; 2050 H : 2022-09-22; 5@ F& H 1 2023-11-01



FWERE A HE T SM2 AR RIAUE R PHAZ e il

1 3515

] 5 %85 R A L Ry A 1Y) SMI2 MG I oD 4 A BH %
B AR 2 — A 5] o 2 2 A s 1 ik, g s
TN 25 44 FIAIE % 4H A8 ##: (Authenticated Key
Exchange, AKE) 28577k, Hid, SM2 IAIE 54
PSR B AT a2 4 i RO (R R P, e i 2 e o
RN SM2 NIEE A H N EATE R
G F P s AN AR R B AT e =N B

AR XU AT LK = A B R B 4 A &
WE Y

AR SM2 YIRS P AT Hi iS22 4 v 5 HL ] A
SiH, W REAE A W 243278 R BUR AR HEAL R BOR 22 42
PER Z R, AL PR SOE T2A PRl At (Public
Key Infrastructure, PKD#& R W1, W AR 0K |
TH MESE N, WE ST WG ML
B o X LT AN REE F P SR i SR, JUH
SEEH P E BRI A T E R REEE S = T me
#o Dk, R BRI O SM2 IR EHAS e
PR Z N S HE)T R I R

h T BEAR AL A H R G UE B BT Y,
Shamir™fEHH T 471255 (Identity-based Cryptography,
IBO)HL & o AR, H 2 S BT e AL
IR, TS P E S e bR R R, a5 4y
WES . IS S, 1P HEESE. AR B
A AE 5 = 7 % A P 0 (Key  Generator Center,
KGC)3kHL . LA vl fRAE, (AR - o]
BRSNS (R B o Bl BR VS 5 2% (1) AN T e,
WA E SR T — R HIJE T 5 1R (Identity, 1D) )
AKE(ID-AKE) P, 173X Se i 34 42 3 1 [ b 26 65
SR, ARFAREZZ O AR B R
Ko H TN LR T R S S SR ID-AKE
A E N AT EIEAR R .

1.1 #HXTIT{E

AT N A8 e XORN e A B Y (9 A B A 4
ID-AKE A2z 4k WY i) R R o

FAZH R [ 19844F Shamir FEF ID (1%
fith 22 ME & 42 BLoK, ID-AKE 158 T 7 2 050,
Okamoto 250U 5 Shamir [R]85 IR 2 7
X, #2112 ID-AKE J7%.2001 £, Boneh 1 Franklin"!
FEFET Weil LVEXTRIAR I T 5. £E 2002 4,
Smart! 5L T SCER[5]H 16 IBE 77 2875 XUZk 1t 6] 1 v
FHEH ID-AKE PR3, i 5 K5 3 ID-AKE 03
B3 S BT X1 - 2007 4E, Chen 2574
W N E ORGSO T . 1R RN

85

22 A P ] (1) TR HE R SR 1) R0 A 4 Ay T B 1) 55 i)
F, [F4E, Zhu 2P TG PR ) ID-AKE B
5, BN AEE A — R F o (Bilinear Pair-
ing-free) ) ID-AKE #2013 4F, Brzuska 2"
# ID-AKE N ] EMV R 48, i 7 ML 2% 2 [1]
BEs 3 ST 2 Al . 2019 4F, Tomida 25U i 4
TG IR THRUTT I HERT RGN XS, e T s, 3
2021 4F, Tsai 51 HH A S AR HLAI D0
ID-AKE(Leakage-Resilient ID-AKE, LR-ID-AKE) /33,
IZICRERE AT R0 A ZR 58 T 4 25 B R TR 7

AR 1997 4F, Blake-Wilson 25142
BIMO7 HEA , iZAAE F] T A P E A N AKE B
W) 2 A PEUE B, AR AN BEOR UE 56 S 0T ) 22 4 Pk .
2001 4F, Canetti F1 Krawczyk!" 4 CKO1 B, %
TR Z ] | 23 U5 B H 2 A e X, W TS A
WS AR AE AL 22 A PEIE T . BEJS, Chen &5U7IJEF
BIMO7 2z AR ID-BIM AR, %0 n] 3 ]
T IBC ¥45. 2007 4, LaMacchia 2£'917E CKO1 77
Ft b, $EHIE5 Y CK(Enhanced Canetti-Krawczyk,
eCK)REM . 2009 4F, Wang 25T BIMO7 424 )
—Ff IBC 385 R ) ID-mBIM %44 . ID-mBJM Al
ID-BIM KEUHIA], 1H T/ & A SV 25 77 30T
Corrupt 21, 3B ANG L J5 8 B0 2 1 itk 55 580
(Key Compromise Impersonation, KCI) 1 . [f]4F,
Huang 1 Cao ™4 eCK B Ji 2L T Hr IR 10 A 8]
AR, $ i ID-eCK(ID-based Enhanced Canetti-
Krawezyk)8% . B 5, Wu Z52H Wariki 252253 51
F 2019 41 2022 4EHE T ID-eCK $2 H M0k 1 22 4 b
B—H T S WS s 9 E  Canetti-Krawezyk
(Identity-based Continuous-leakage Extended Canetti-
Krawczyk, ID-CL-eCK) 5 FPYAN A] il sk et 4 17
92K ID-eCK %Y
1.2 XEEK

WE T IBC AR N I Schnorr 25 44 Pl ]
W75, i SM2 INIER S il fe T
SM2 [IFRIAIE R EHACHe (SM2-ID-AKE) . %
PG A LR R

TR SCTE I S o) B AU BLSR A, I W
SM2-ID-AKE i 5IA ID-AKE BrsUHEE, 4
DTS 66.67% KA 1 5 A1 34.05% T4 .«
Z I BLREAT AR Tl AR G R AH A 1 4H,
el L BT I I D) 24 T TS S A AN AN [R] P () 2
A IEAE S5 7T Ko

A CEEAE ID-eCK AR R IE BT Hh LK) 2
A, FARFRL 2GR th 20538 ki R i) CDH %



86 Journal of Cyber Security 15 F\V& 4244, 2024 3 H, HF o4, FH2 M

. FAb, SCERE NS N & AT AT
3, 3 BUEW] T SM2-ID-AKE W) ff) 241k .

SR HETK#Zr ID-AKE Wp 31 4
WA EE R, AR LS T R R A A
ID-AKE P AT AT R . =
P S50 5954 ID-AKE 5 TH RIAFSY, SCRMiE T8
1) SM2-ID-AKE #1¥, W]k SM2 {t ID-AKE #3377
MY Rt 5%,
1.3 XEFEKREHM

SCEAES AT IBC AR MR IR, w7
2B ID-eCK 2B R R 20k e A Files il
= A HAKR IR SM2-ID-AKE Bl 7E55 DU, 52 X
Pz PRI 2 AR M il e k. 7EER
FLAT M T PSP BE R B AT S B0 AR RS IR
R SN RS SO T AR

2 FEFENR

ARIE R IBC A% M hERE. 222 i
#. ID-AKE. ID-eCK A5/ 2555 45 13-

21 EFIREMZHARYS

FETRR TR IR 5 R 2 A 2R DR A T KB 0 uF
B, TEW) I I S5 B A LA )2 R N T
5o UARGR U HbE . BE. RS S]
FUE—FRIRFHE N P A EE R, P RAHI A
KA 2 = AR I AR RGN T U A
— 1, RIETROIRM B RE M@, BN
PKG 8{ KGC. K T 7k, LFG5E—KH KGC.
22 HHEAZEE

S IR S A 34 A ST A [ R 2k B ST
o DUHZBE AR E W A R4 p, WA
BRI T, 35 A2

1) a,beF,, W a+b=r(modp), Hr o<
r<p-l.

2) ¥ abeF,, Wa-b=r(modp), HHH 0<
r<p-l.

3) %aelﬁ‘pﬂaio, mUﬁEuﬁ*E@cer, i
Za-c=1(modp) .

FAAETCR a,b e, i A=4a> +27b 20 ¥
B, W E SCETF, IR thZk E(F,) AT, +
Wi 4 R TR R 4 5y = 7 + ax+ b (R AR I I
Gy 0, BN G={(x,))|xyeF, Hy’ =x’+

ax +by U {O} o MIHHIE HhZeAE G _E IR LA b 2 an

TIEEH: BN P,0eG, A PR QIMEZN

L, LAZE®F,) TH =M R b R X x B R L2z il

Y E(F,) TA R, ESAELH P+O=R . BEG il

M SRR 2 L FisH A (P=P+P+..+P.
7N

23 B=ERE

11 5 Y Diffie-Hellman(Computational Diffie-
Hellman, CDH) Xt [7] @ XFFARFN1 a,b e Z; , 4
Eg,g.8" G, W g?,

EX 1. (CDH Z&BE)4E g.¢.¢" €G, Al
TR abeZ, , fE 0 # % £ 50X
(Pro-babilistic Polynomial Time, PPT )IFEiti# M
VL g (MR 3 2 v AT (R o Sy J (A A,
X M I ' og” o B A
Adv  =Pr[M(g,2".¢")=g"]-

2.4 ID-AKE thill IR EX

ID-AKE Hp3—f i LA =S 2 T ) S92
2 R

Setup. HIEMIARGLRSHA, Wi REL
TPy s Poi)e

Extract. SVEAMIARGARPIN(P,,, P

H P FRIRID,, it H ) ID, 3R A5 (d, L L)

Exchange. 535 A W v X7 I FABH (5 &
(dy,Ly)~ (dg, L) M S 347 IRID, « Dy, HithH™
A F1 B AW 2
2.5 ET ID-eCK 1&7) %2 £ {4{FAf

P77 ID-AKE Bl 1) 2 A8 3= 2ALHE BIM &
MR eCK BHERMF . CHOKGAE ID-eCK AR
UE BB 2 A, DAL R 25 ZE B ID-eCK 57!
[y 224,
251 Hhis5F

PG, A EIE KA P-4
XF (phy sk ) FTME—AR (a0 U ), 25500 1 F6 85
KGC 774, MAH phy W HME—FR R4

REASH P SR PPT W R AL, LIEAT T
AZHZHA L. LRSI, 2SO U
RSPV TS i IRE&TE.
252 BFMBES

T M AR PPT B R L, PIRERE GV 4E



ERGE S5 HET SM2 BIRRTRIAE 2 428 e tp il

By B BEEA R ST PR
Pl th M4t o T LA B ] FRILET M A
I fE

EphemeralKeyReveal (ITj;y) : & T M 3k I
ITy, MG AL .

SessionKeyReveal( ITy, y, ): i & HLAR 4 T, A2
TR T 20 B Y8 IR T MOZ 2%
(Session Secret Key, SSK)ifs /& 45 {H .

StaticKeyReveal( U ): & T M FREL U 14K B FA
o WINETAEIEER2ERU .

KGCStaticKeyReveal: #5801 W %24, W
PLAECT M 3% KGC ERH.

EstablishParty( U ): I o) B #F M v B iE W
MM —MEEZSZ5T U MTFTRA LERES S
77 U JF R B IAAE .

Send(ITy v, m ): ML W BAE & Ty KiEm ,
T M WCENRZ T ARG

Test(TT, y ): BT MO A B b (9 2535 T
RACAL — IR Test W) . Test i 5 HLEENLIEFE—17
FRr be{0,1) o #7b=1, WK F 218 IOy 125K
SSK; #b=0, WIEHHLIRA—>5i% SSK B2 [F 7
A .

FEX 2. (RECLE)  PAT—EAE S iE LS
13 G5 — 2 T U 75 SID I AN 408 TTy y AT
EATE AR 5 VEEC S . SID AL Ty BRI | K
TEFIH W JEE 5 XU 1 C Iy

X 3. (GHEEE) T UMV SRR
TRy, W SAEERILL R A&, FRITy
SR IEI:

(1) 230 Iy S ILUURE 2315 (1) SSK A A ifid .

(2) 1ETTy y AUCEC SR S B0 R, Ty, Pl
FAPIRIU (KA FART LK T, M I AL R v 11y
KIFAH AR A i .

(3) 1EIy y LILRSTRMTEG T, U MR
FITLY MG FA B AR VIR RV P A b A it

SEX 4. (ID-eCK Z&M) FIFE,, IR
T MOSHEFT B S5 1G HEAT T — K Test &), JFIEASE
o I FAE . B M BGE PP HoE A
AdvAE (M) =|2Pr[E, ]~ 1] « #X LR PPT 1

87

T M, AdVAE(M) T2 1, WFR% AKE Y
{E 1D-eCK Fifd 224,
3 AR
3.1 SM2-ID-AKE 1Y
AP IEFE T SM2 TAIE B EAAE e i i sk AN
AL, AN S SM2 I RS S50 [
SM2-ID-AKE M E: REWI L (Setup) H )%
FHPEEN (Extract) Fl1 % £ A2 #(Exchange) — > 2 T U 5
e BARMEMWR:
REGVIIE4L(Setup). ZH T EH T RS
A FAFIN DA B BEASNAIE 25 528 e b U FE 75 2
H, Hoh EEAHE: KGC AP (B, By~ il
MM KBE (¢.F,,a,b,n,G). LAMNEHIE
BREL(H(), Hys (), KDF(-) )55 HAKA R FE i R
VN L SR A, BENLER K E g, e
A FMEMLEE: ) =X +ax+b(modg) (Hrh,
a,beZ,), {EE M (&L L) HEmEE
Bon MEIAREG ASERUE G e G o SRR 2 AW 7y bR

L H:{0,1)* > 7, Hys:{0,1} -{0,11”°, KDF:

(0,11 — (0,1 . 534k, LA Hash(:) %75 B EAE—Fh
AR AL

ARG L AYIP,
L/

AP 10 KGC WES{1,2,--,n -1} THEHIZEE
WM d NN ERYI P, =d, b n 3R SM2 %14
B SEPTAE IR I ith e R ORE (RIS

A B 20 KGC R prit £ dy , 5
B =[dy]G=(xe.30) HAMARGE LN P, =B, Ho
T Gy SM2 HUF 4544 R G S HU TR I 2 i 1
R, [dg ]G KR RIS, (xpk ) Bom A
P, MR ALR o

H P8 IR B (Extract). Z57k FEH T2
FIP IS, AR AR . B )i
HATKJE entlen; LERF AT HE3FR IR 1D, , 12 ENTL, 72
H1 B2 5 entlen; FeA5 i RO W A7, W) KGC A H
P FERRAVEAE BRI A TESHOE R

DI 1 NES {12, n—1} TBEHLIE U2
Ly WEAABMSRBANE W2 L =[L]G=(x,¥),

W FIR G A P

pri



88 Journal of Cyber Security 15 F\V& 4244, 2024 3 H, HF o4, FH2 M

Hrft, () 3R L RN AL AR

BB 20 Rl L RAKR x, Ly, BB AL
FELS 8 05 U5 R = H(ENTL, || 1D, |1 x, 11 y,) » £55
|| FoR b g,

AR 3 tF AR R B A 4
d;=l;+h;- dg(modg), Hrh, (modg) &/mHE n
B

LR 4 BRI RVAE R d,, L), IF
WDl Al M KA i

LIRS R (d) L L), SERAE dG=1, +
H(ENTL, || 1D, || x, |1 y, ) B MITEGTELLAIWT (d,, L)
VEEYE, EHERAGER (d,L) REATFSH
P=d,G. W/ A FHT B MAHIE B 5000
(dn, L), (dg,Lg), MRS EG N Py =
dyG, Py=dyG. FIJ" A FIH B WS4 v Hibx
WL TR 2 R G SHORN A PUE RIS 7
N Zy =H,y5(ENTL, ||ID [la bl %6 | y6 Il x4 11 y4)
M Zy =Hys6(ENTLg || IDg |l al| bl xg | vg [l xg 1 )
Hva, b WM& TS, x5, 06 R G
RIAERR, xp,ppa M xg,yg 70010 Po A1 By 1
AEFR .

BT e (Exchange). Z5E FEHTHP A
B W skAAHFE S, WH A R B B
PAFEPIBARKE N Ken HHE, JH A AR
Ji, HPB MRS, il w=(logy(n)/2)-1. B Ak
HFRTR:

L P A BATCU R R

Al WG {1,2,,n—1} "PREHLEIBCERL 7, ;

A2 BRI R, =[ry ]G = (x, ) 13 S 1 &
Ry, Hby (x,p) R R, RS AR,

A3 B R, Rk HIT B

A2 M B AT L R IR

B.1 MEA {12, n—1} TPEENLETUES 5 ;

B.2 BT Ry =[13]G = (x,,,) 13 2K [ il
iRy, P, (x,,),) TR Ry B ALEE;

B3 M Ry HUH T E x,, WH X =2"
+Ho, &(2" 1) ;

B4 it4it, =(dy + X, -ry)(modn);

B.5 B R, A& Tl MR 2y R, A5 AN 2
B R R ;S N R, R L H T 2 xS

X =2"+(n & (2" -1);

B.6 il 5 V=[h-t3](Ly +H(ENTL, |ID, || x|
i +[fl]RA):(szyV), #HV R E, ) B
PR R W X,y IR EE S B 46 pl LU R 3

B.7 15 Ky =KDF(x,, || vy || Zy || Zg, Klen) ;

B.8 (&I K5 R, MIAKR x,, », FH Ry MIARKE x,,
v, [P E 4 28 AL B e b dF B, 1F Sy =Hash
(0x02 || yy [[Hash(xy [| Z5 | Zg [ x; [ 3y 11 25 11 2)) 5

B.9 K Ry GEI Sp) KILLH 7 A;

W3 A PATLL R R

A4 NR, B G x, W x5 =2"+(x &
2" -D);

A5 W1, =(dy +% -ry)(modn);

A6 BOAIE Ry & 1l S M i 27 e, AN 2
Bl 7 R M, AN Ry HHEH G R x,, T
X, =2"+ (x, & (2" -1);

A7 Wt 5 U=[h-t,](Ly + H(ENTLg || IDg || %, ||
v B AR R) = (o) s AU SETEGFE R, W A
PR RIGG T3 URKS X, vy BB B LA o

A8 W K, =KDF(x, || vy | Zy || Zg, klen) ;

A9 (EIR) Hf R, HIAARR X,y F Ry HIARHS x,
vy M BCHE 28 B e B LG R R, T 8 S, = Hash
(0x021| y, [ Hash(xy | Z5 1| Zg [ %, 1 yy 11 %5 1 3,)) 5 FF
5 S, = Sg IEHIPE, HAERIN Ky, #HIN R

A 10(3%E 1) 11 55 S, =Hash(0x03 || y,; || Hash(x;,
N Zy 1 Zg 12, 11y 15 1| 2)) FEHKE S BIEE T Bo

W 4 H P B AT LU IR

B.10 (£ J) il 5 S, = Hash(0x03|| y, || Hash
Gy 1 Z N1 Zg 1 Il WX 11 3)) FEAZH S, = S,y 1A
PE, B IEHN K g BN R
3.2 RgHRE

AP TG A5 28 =7 KGC. #HA s 57
A A1z57 B =AM R FE 1 Fios:
KGC B5EHAT Setup HIEMEIL EAFAHRT; ARG
AR 2 B ¥ H S 00 br G 2 KGC; W3 5 4
P, KGC R Extract By H = # WAL
B, TR N RIIE B REG 25T, mEZ2YH
J7¥% Exchange S5 T3 HAS He - U i 3 28080
Kp =Kgy o



FWERE A HE T SM2 AR RIAUE R PHAZ e il

b D4

ARFAHIME B BRI

Y

BRI

1 SM2-ID-AKE R85
Figure 1 SM2-ID-AKE system model

4 TR

AATLE ID-eCK AR AL R E BB U s 22 4k, 2
PRFRL BRI 205 PR VA8 N 1) CDH % ik

FEH 1. (SM2-ID-AKE 1} ] ID-eCK %Z4) 15
€ HO) Fl Hyse O ZFEHLIT S HL, H CDH 2R
37, W) SM2-ID-AKE #H3UAfE ID-eCK B8 T 2 22 41

EH BBk BANWEES S5 H ]
Bom s RS TE B H W g, (k) o n(k) Rom T
MIEBRZWEIERWSE S 5EHH . B UCE PhiE I
i BB R AR DL 50% PRI 205 00 1) 5 X
HEMI 2 (1) 2 BE AL A I B e 1 2, H AT
T-EU Test(TTy )R A ). R HEHT PR 0L

(1) hi&Bet: F M T3k z, o Zg #
R, WIZAET, TRk BO BEN LA 5 HLEEAT 5% T T
H(x Ny | Zy | Zy, klen) I ET ], Hhie{UV}.,

(2) B HIYE: BCTAE Test 216 W AEUCHL 2
TEPA R Test 2 ifAH RIS TEHEH, FXTIZSIGAT
SSK H £ ify.

BB NRE, FEHATIT. R
FHLH Ae ARV 1) 5 T2 1 1) I 302 [BDAH [ P 2 i
PR, DR R S I S0t e D (R m R A2 m A& )

H B S (R R, FRATT AT ARl DA 1 ik 4% Test
S A AT AE VUL 21 (1) P A DA T AR e
4.1 ATFTE Test ZIEM TR S1E

F LT R

B 10 F M OEE A MK H VLS
A IIRAT Test 2515 R I AL,

1B 2: T M AEEE A MKIIR HeTd

89
rif)3RTT Test S if A I FAR .

PAN BRI W R T -

HIE 1

BEf % S i ERAE: W CDH 1) JBLSE] X = aG
Y=bG, HabeZ,, X,YeE(F,). SIitHZH
FISEBIsR #5345 R CDH(X,Y) = abG «

L S AF R SR BUE LUR 56 IR T M
Ko Brdi Test 221l 11y p HSCZh MR AN VT 20065 1558
Z5% B WAHN By =hy P, —%,Ry = hypG —X,Ry,
HbbeZy ; HREBOE AL n(k) -1 S H#H K2
YIRS BOE Y AE N KGC A

KTZ5% B Mlln, S UIBHLIR A SHBEHL
E I 77 AR 56 F Hodh n(h) -1 A2 53 1 I,
S &R IR [P LS E .

T BEA LT S LA B0, SCE AR
MR AP DR Yedr  XATIE AL T, AT UEI By
WAEARHER] CDH 2R3 Fig 24 LT Gap R
W, AEB SN S . TR, Rk E S
5% B Wil T g (AR Ty o 2410 5 3 1] I,
S HARAELL R L.

H(ENTL, | 1D, || x; || y,) ¥ S AU H Dy b
LT 5 AL, PV A B HIER A, o dskoodl
(ENTL, || ID, ||x,’_ ||y1,aliahi) o M I R F ID,
(0,1} R H Arif, S [l R R

(1) % Ay HCAFAE (ENTL D, Nl x Nl y,) o W
Sttt by

(2) 70, # 1D, =B, Bl SHNLILRbeZ, ,
W H Py =hyB %Ry =hgbG-%,Ry , hy =

Htals =dB+lf2rB R E RV
K

(ENTLg | BI| %, 1l . Lhg)

(3) TN, SEFEBNEA, eZ,, WH PR =dG,
P-L ,
h =%, HAEF £ A,y T8 3 (ENTL, || 1D, ||
K
x[l ”y[ial'ahi)"

KDF (x; || y; | Z; | Z;,klen) #] 1 : #4025 S LA
Jo4l (xi Iy 1 Z; | Zj,klen,h) i ERMIES Axpr > WIEZ)]
WA & —BF O H SO BEAT AUz 1]
fr, EEE A% O (o vy 1 Ze || Zg, klen) H. C



90 Journal of Cyber Security 15 F\V& 4244, 2024 3 H, HF o4, FH2 M

AR BRSNS R, W S AU AT IR ]

(D) & Oy vy 1 Zc || Zg, klen) B AAES R ICA
HAELE, WSHIt Ao

() B, SHEFNR A, FAELEU o llyy |l
Zo || Zyg klen,*) {14 H . #H#H 3, S5 U=
g_dChBPK

= =(fuayu)s o, U:(anJ/U)IE']EIHZQ?E

Xl
B PR 4% B I LUARHEL AL B o B S S HINT U B
IERRAE R, FIEFAERIMU e G . VER: U HZ
MRS T U =[h-tc](Ly + HEENTLg || IDg ||
X 1B+ %R = (3 ) . XEM T U=rdiG .
Fi4h, SRR Zo =Hyse (ENTL: || ID¢ |l a || b || x6 Il
vellxcllye) BAK Zy =H,5(ENTLy || IDg |l a|| sb|
X 1y I xg |l vg) ST AT o

(1) AL BT R A S B ko, WS R B4
MAE A g TIIE kg BAE Agpr TRATF Gy 1y 11 Zc
| Zg, klen) TG4 .

(1) AL B A A oL, MBS S K
R4 MBEHLIE I b (0,1 IE4 5 b 1T e 4
Gy 1y | Ze | Zg, klen, ) FFNZR Ay H o

(3) #FLUA HARAE, Hik S Kikeh M BHLIE
U b {0,145 I 4 & h I8 7641 Gy 1l vy 1 Ze |l
Zy, klen,h) fF AR Aypp 1o

EstablishParty(ID, )il {a]: M AFMID,, HHHE
PSS ARE R E. BN, S H W E
ENTL, | 1D, || x, |1y, » Ji & M KGE ID, X6 B3]
WA, =hd, +1. .

KGCStaticKeyReveal #]]: JiEHL FRHUEE S
R X 3).

StaticKeyReveal(ID,)#]jd: #57 1D, = B, #iftl%%
SKM(M AR # B MKHIRG). BN, Skt
WL & abeZ , ff d=a, h=b I i &
L =aG- bdyG=(x,,y,), JH§ c=H(ENTL ||D, |
6 ) KIEGTCT, 8T ] 5 Uk H(ENTL, || 1D, ||
5 lly)=c, RIEF G4 d, = a, SFAHRN R
Pld, RIPIGEHT M.

EphemeralKeyReveal(ITj;, YR # Iy, D,

jj Test Klﬁ(ﬂp HID 1D, _HAB) JHM%T/L%&S .%Eﬁ'

Test 23l AP R, U2k
S Kty MTHAFIRIN FLH
Send(I1yy, 1 » R )W EF IR Ay, WK

JC4L (R, R;,ID,,ID k) «

A, LA

(1 Hnﬁl) D, A Test 2xif, P I, JID; =35,

M S i MORIEX .
R, =R,), W

(i) S BENLIEHE iy eZ,,, BN Ry = n,G 4 BT
M.

() S 16 5 £ Agpe & K TE W (*||*||zc||

—dhy Py
Zg,klen) W%H. ##F], SHHH U= h—_

X,/
(Fy»Tu) » Helt, U =(xy,py ) SEBEAC H RTHAS
ECAE (2 I 0o B G S W U B R 75 15 1 A K,
FEMAERN U e G for. R: UG IEME
1S T U =[h-1c](Ly + H(ENTLg || IDg || %, 1 y,)
B +[%]Ry) =(xy.yy), XERTU=rdG. 5
b, SIEKIE Ze =Hys(ENTLc | IDe [lallbllxg |l
Yo llxcllye) LK Zy =Hys6(ENTLy || IDg |l allb]]
xg 1 yg llxg | yg) TTRAL(Z, , Zyg RIS HH—
A G AN HRERLERE) . A5 B BN A s aEad, W)
B0 S IR MAE Agpp THTAEAE b, FHAE Agpg T
TRATE W T I oy | vy 1| Ze || Zg, Klen, ) 5 55 ),
Wik S RIE U M BE LI B k e {0, Jf 75
Agng PR K WOBCAL (x| vy | Ze || Zg, Klen, k)

(iif) AR XIS H, MBS S ik Hlgs M
BE AL & € (0,1 HLAE A HHERAE S k I
TCA (o | vy 1 Z || Z Klen k) -

(3) HN(ID, #B), S EMEHMSHLE R IR,

SessionKeyReveal(TIy;, i, Yy A T w, M

Test «ifi, Bl Ty, w, =135, M S IR M
A Test 23Ul (12 15 B I oy [a] iy 2% 1k 750,
BAAS S KAk MAE A g T K AH

Test(ITip, ip, YyHIE: A7 Iy, D, A Test 216, W
LS KB Z R, A, Bds S BENLIERE 1L
Arb e{0,1} o Fib=1, WHRIITIE p ML SSK;



EBEE 2 BT SM2 IFR AR B AT bl
Fb=0, NBEHLERIE—51% SSK #15] R4 AR .
EE R R M DU T 00 1R R S B T
Test 2%, T hiEsah e, L0 oW T
KDF % U" =[h-t,](Ly + H(ENTLy || IDy || x5, 1y )R
+[% | Re) = (x5 vy ) HOAEL, ek Ry il M R 1401
2 S FEHLIEFE— A Agpp IO H U IF AL F i
HLI# Y CDH(aG , bG )in) i
S il
U =[h-t,\)(Lg + H(ENTLg | 1Dy || x, || v, )P
+x,]R5)
=[h-t,1(By +[x,]Rp)
= [t 1(hy P ~[x,]Ry +[x,]R5)
=[h-(dy +[x1r)hg B
=h-(dphg P +[x]hgrydy G)
WG S 15

wh, S LAWY T CDH jn) /8

1
Slz—p (k),
PSI= oot 1

By, BOEHCT M KDF i1 5 B AT ) 1)
(R R 2 ¢ (k) X, BOENETE 1 A MO
ORI py (k) -

PRI, A7 AE— DN M OBE LA ] 2 11
BRSO, MArfE AL S, Mgk CDH
I ) 0 M 32 AN T 2205 o 7K\ AR CDH. 22 421
BT

% 2:

PSS I#RAE: ¥ CDH W @56 X =aG ,
Y=bG, HabeZ,, X,YeE(F,). SIitHZH
SR 13 45 K CDH(X,Y) = abG «

SEIE S A RS B LU 4 A BT M
P Bty Test 230 Ty g HLBG MRS AT 200, BE5E
5% AMAYNP =X =dG. B MAYINE, =
X=d'G, Hha' d eZ; $e e Hfbn(k) -2
NSRRI BOE Y AF 4 KGC I A

KTZ5%F AL B, S LUHLLIT A S

BUE R AR S+ HoAth n(k) -2 45 5 E WA,

S HEHE IR P FLSEAE
LU KR A S AR TR R 1IN

91

H(ENTL, || 1D, || x, || y,) Wid: S B BEAL
WE L, RIS IAIE A, , R
(ENTL,; | 1D, |1, || y, .4, hy) o S BB 5 WL T
JUFRIETE 1 —FF, BR T3 M EWH(ENTL, || Al
x 1y ) I, S IR

(1) # 1D, =A, B3 SHIERaeZ,, i
_ P +X,R, a'+Xry

P b’
TEFIE Ay L3R (ENTLy | Al x, Nl yy 5 Lohy) o

KDF (x; | y; | Z; || Z;, klen) ¥ {7 : 4Ll 45 S L
TCH (x; 1y, 11 Z; 11 Z; klen, ) 4E4 53R Ay, H1RH)
WA UHT M EW KDF & H (x, [y, | Z, |l
Zy, klen) N, S VELLF A

() 4 (xp 1yy | Zy || Zg, klen) CEAEH K TC A

HAAAE, W SHthh .
(3) #HICIA HAFALE, HIk S Koissy M BENLE

HUI) he 0,1 3458 h I ICAL G vy 1 Zy 1 Zss
klen,h) fF N3 Aypp e
YT M HAE KDF (xp || yy || Z, || Zg, klen)
I, B0k S WUk S WU B IEA R K 1 3
Send( iy, i ,R)WH: S UK Ay, L
FICAL (R, R;,ID,,ID k)
#1ID,=BFIID; =A(ID, =A FIID, = BAHfLIAL
H, W
() SHEHLER iy eZ,, B Ry =ry G 4T

WP =X=dG, h, RS

M.

(i) BEAULE S 1 Agng T IRAT 2 BEHLIE 5 (118
ke (0,1 (KB TE4L Oy 11 vy 11 Ze || Zg, Klen, k) o

(4) BRibZ AN, 5L S MERAERETE 1 —30

EphemeralKeyReveal(ITy, i, )#J1: BN S
RN M TAEIRI FAH .

1 BN 2 M ULAS BT 2200 TR R 26 il D L B0y T
Test 215, H b Wi T KDF &V =[h-t]
(Ly +H(ENTL, 11D, 113, 1|y, ) B +[% R = (%37
M, b R, FHEVE S B T . B3 S BENLE
B Agpr P H V7 IF BAE W R o8 58 LLR
CDH( aG , bG ) {5

S it



92 Journal of Cyber Security 15 F\V& 4244, 2024 3 H, HF o4, FH2 M

v =[h-t5](Ly +H(ENTL, ||ID ||x[A [ Y, VK +[x_1]RA)
=[h- 1103,

=[h(dy +[x,1Ry)][x IRA
= h(dg[x IRy +[x 1%, I 7 G)
WIS T
PR
V=21
hA
=abG
B S LI R RER M vk T CDH [ B:
Pr{S]= k),

PRCITRT
e, EE BT M KDF i 5 ALk 76 i)
(VKR o 1 (k) K, B W6 2 2 L M 5

BB S p, (k)

FHUL AT AN, 5 — T M BELLAN AT 2 11
MEZE SR s, WA Ar e —ANEE S, Hffk CDH
VRIS i) R0 ) R AN ] 206 o T S AR R CDH . % 4211
WA JE -

4.2 TFTE Test ZIEHILELS1E

TS TEH Test S ib4HA HLITHI U8, Kt
AT A H DA PUAAT RE 1 1 L

TE 3: M OHESR Test 215 M VL 215 1) i
AVEH HJG ikl A 3RS — 38 KA,

TEE 40 M OEHE Test 218 M UTH L1 1)K
AVEH HIJG vl i A v 3RS — 38 1M I i AL

TEE 5: M EHER Test 215 K WIFAE M VTR
SRR N RAH;

TEIE 6: M EHEAR Test 215 191l i FALH A VTR
SR IARAEH;

PLR 423X PUFR G T B AR 18

1B 3:

ML gE S HEAE: ¥ CDH R 8USEH] X =aG
Y=bG, HabeZ,, X,YeE(F,). SHHLF

HIS2 B k13454 CDH(X,Y) = abG .

535 S AR AR BT LU 454 BT M
B Test 295 112 FLARDIIOBER A ] 200, 825
5% A MAH NP =X=dG. B WAHN
Po=X=da'G, Hha,deZ,; e ieitib
n(k) -2 B 5 H ARG, B Y /4 KGC 1
T,

Bidlds ST A, B MR MEIESTEIE 2 —2 1&

IEAFRBR o

A7 I %) MCLAS T 206 1) A 2 B o il B T
Test 431, T Oy Mok )@ vk, e il 7
KDF & U" =[h-t, |(Lg + H(ENTLg || IDg || x, || y, )P
+[% | Ry) = (xy, vy ) M, R, Ry HREU 25 71
R S SRy, ry o BRI S BENLERE A Agpr I

%A U 3 AAE N LA#e CDH(aG ,bG )1 i
U =[h-t,](Lg + H(ENTLg || 1Dy || x, || 33, )P +[x,1Rg)

= [, )(Py +[x,1Ry)

=[h-1,)(hb"G —[x, 1Ry +[x,]R5)

=[h(d, +[x1R)Vgh'G

= h(hydh'G+[x g Ry B)
R S i

% S UL MR AR ¥ T CDH [n) i
1
o Gomtr e

A, WEET M AT KDF i 5 HLZEAT ) ]
MU % ¢ (k) Wk, RSERSTE 3 R L M RN
BEDH LR N p, (k) -

FHE AT, A7 — N T M BECLAN ] 2 1)
MEZE T P, WA — A HEE S, Hfgk CDH
PR X ] 830 () MR 3R AN 1] 208 o 10X SR 4% KT CDH ‘%4>
WAHT G

1B 4:

Y% CDH SEUI(R, ,Ry), Ry.Ry<E(F,), 14

i CDH(R, , Rg) MR ES o

S SAEABAN S ¥E LU 464 SR MK
RS TP —MEA Test 21, M550 —
AMERILILRC = U, M2 S BENLE
W VCEC G o4 B, 1 Test S1HHHH # A A,
IR E Ry « Ry VEN Test 431& S ILVUHC 215 (1 1ln
a8 Jidh, mSES BoE LU R &4 e B
KGC FERHM n(k) N2 58 K AFVHXT .

B S B 7S 52 M KM PILL
M KGC TR, S HIBHUR S KB, AHBEA .

A1 N ) MCLAS T 2200 0 R 2 1 D ity 1
Test 2xif, T Oy B e, oo Sl 1
KDF & V' =[h-t3](Ly +H(ENTL, ||ID, ||y, )R +

Pr[S]1=



FWERE A HE T SM2 AR RIAUE R PHAZ e il

[Z]R0) = (x5 ) e 51 S BEHLEEFE— Ao
4 H HAE W R B CDH(aG L, bG )R] /8
V' =[h-t5)(Ly + H(ENTL, || 1D ||, ||, )P +[%1Ry)

=[h-t5][x 1R,

=[h(dy +[x,1Rs)1[x 1R,

= h(dy[x 1R, +[x][x, I 7G)
RIG S
=R,

ENER
=1, 1zG

B S Ut FAESES# Y T CDH fil i

2
—qs (k)zt(k) P4(k) 5

W, BERCT M X KDF i M7
(RER 2 N (k) W, Bt g 4 R 2L H MOSshI
ML S p, (k) o

F LT A, AR AT M B LA ST 2005 1
MR B s, WM AFAE—ANE S, HiAfve CDH
VR 24 1 550 ) A6 2 T 2205 o T3 S 4R Rl CDHL 22 4 {6
VI o

5% 5 RIET 6:

WIS STE 1AL, CEIE A .

g5 ik, CDH [ B80S 1 Ik

Pi[S]=

Pr[S]= max{ max ;2
i=1.235.6 g (k)n(k) t(k)
2
k _— k o
pz( )7qs(k)2t(k)p4( )}

AL — DT M BEAE LR NFI L2 — L
AN R 2 PRI A OB B, W AT AE AL S

93

FLAR e CDH. A A [ 1) L 238 AN ] 2208 o 173X S AR A
CDH ‘2B AR JE -t T2 SM2-ID-AKE H1XH)
PRI W] 29 30 S0 CDH il @) R b, PRI nT 43
SM2-ID-AKE P 124134 T CDH 2B K

iiF .
5 MEEnh
AN NEAB . B A BB BRI

TERS VYA J7TH, At SM2-ID-AKE #4855 [
FAIYP L) 2 A Ve RV e, 8 I 47 206 B - B I
(152 B 12 B o

51 IBEHH

e MBS B HR SCE ORI DG ID-AKE
S, SRR 1. o, Whil[14,21,26]35 55 T
KGR M3, P IL[26]7 A SRS TR e 25— IR
e Y[ 14] [217F0[26]73 57 2 15,
4 F1 R EFEWS (PR R X as B, T B i1 A
SM2-ID-AKE 3G 77 AR P RTiE 5

T WA BR AT A R, R SO TR TR
J3 TR ORI SR o ML AR A ST L
WEN Ev KBNS R M X 18 SR B 8 A
P; 7RI A TS TR 2 2S84 K EGE b (4] -
K BE G, TR KNI EN |G| -

TEVHE IR RIEAE 4840 J7 1f, SM2-ID-AKE /33
()T B3 F R TG X A o I8 2 A 1% 1) AKE 3
BORARAR Y, 105 7 206 1P BOR B 0 B A 2 2
e, [, 7 SM2-ID-AKE WS i i B, XU 5
RIETVEHEAL A & IR 28, TR AR 2
NG RIICEKE; AT, FA b s ) AR
M0 I B A BH DA K oF S5 2 3 BRI e 75 1) v TR,
pRTE AR ST

F 1 FRRIANER AR IERE LR
Table 1 Performance comparison of identity-based Authenticated key exchange protocols

B LAY PR AR 15 WA THETT Y
P Grip—~CL—eCK DL+CDH 6| G, | 15P+33E
Y ID-CL-eCK DL+CDH 6| G, | 4P+2TE
B Ak NA 4G HTA] 16M
i s ID-eCK-PFS q-SDH 10| G, [+4] A | 1P+1TM
AL ID-eCK CDH 2|G, | 1E+15M

(F: M ATRIE STUH; E SRBHREOE UG P IR PERIE ST (4] %A M4 KIS (G| 1BF G, TIL RN, NA Ji )

24Py, Bl [11]14h, SM2-ID-AKE 1
WU At B e B 130T 22 4 P UE B X 40 Mt it AT L o

FARA PRI A R RAE B, T S P S P
W[14] [211H[26]fK) 22 4 PEIAE S ID-eCK FE Y rpiiE



94 Journal of Cyber Security 15 F\V& 4244, 2024 3 H, HF o4, FH2 M

. o, SCEPMLR 2t ML % CDH N E R
A, 1421022 4 DL I CDH A
) e, B [26] 1) % Ve AT L) & -SDH P X 1)
e P [14,21)Re g HTiME BB, HIXLEPML Y
AEAE— IR B2 IR ERE IR MEXTE 5. R, e S5 I
AL R R AT ] 22 4 PR A5 50 R, SM2-ID-AKE 4%
ATV SF AR AR AN 7 1T o AT R
52 KWHE

AR WM CHEAT G AR 7 3L, W AN B
EMISATI ) . 3CFER A MIRACL(Multiprecision
Integer and Rational Arithmetic C/C++ Library)ZE{E 4
U5 FLIE R A P e B0 TR RS R 2 W il 2
T R IO B 5] i e B A R Sk A, 0 B T R
V=x+ax+b HHWH L A=4a’ +270* 20, #HL
R X 2 e (R 5] it e 24, O B O
MR IBEILE KN |G, | =256 bits. CHEA) H LK
JITHE R AR IR S 0 R AR — 52445 16.0 GB
PLAF RAM AR & sCTHL, a8 Yo Ab BE2S (1 AU A
Jj Intel(R) Core(TM) i7-10700 CPU @ 2.90GHz 2.90
GHz; EHLHEHMBERLEIRAN 64 {11
Windows 10 ZKEEICh; gt AR Visual
Studio 2022; FTHlZWiEE =4 C W5, WACH ISO
C11 bR CEAPTELE R 2 Fros, Hrh &8sy
Hre A T AR A .

120} TE[14] O
Ji%E[21] 7

wol B RN

I 5% (23]

%

1B T[] (ms)

E

Setup Extract xchange

2 BUEITESE) LR
Figure2 Comparison on the running time of
protocols

Bl 2w, YARARR R STVEIEAT I M (SR A ms),
BEAR BRI 5 PRS0 B 85925 . SM2-ID-AKE #pi3L 1)
Setup 57¥%. Extract 52A1 Exchange 7341 H 43
Bk 223 ms. 0.38 ms f1 9.32 ms, WU A 128
T Wi [14]1 Setup 57V . Extract ik

Exchange &AM N 4% 10.21ms. 8.54 ms Al
114.44 ms, WAL K 384 74, BHL[21149 Setup
9k, Extract B2 Exchange F3E 1 H N5 A
10.21 ms. 5.22 ms Al 28.73 ms, FAEUH K 384 775,
PR [11]/) Setup 57k, Extract LA Echange 5
RN 504 2.23 ms. 0.77 ms F1 15.09 ms, {15
AN Ky 480 T 455 PHN[26]1) Setup 51k Extract 5
1EA1 Exchange 5VE T I 2375024 4.78 ms. 7.88 ms
1 6.69 ms, WAFACM A 728 T35 W[ WL, HxF EE MY
b I g 2D BB LT AR 58 S5 /D I B L [25 1A L
SM2-ID-AKE I FEAIK T 34.05%, iy %6 154
T 66.67%F-1i.

6 HERIE

SCEARAE IBC &R 126 Schnorr 244 WL, 25
& SM2 NIEE A He i, 2t T SM2-ID-AKE
. PR T PRI AR RAE 520 KA K
HIPE L ERFAAETTRY, RERF A SR B 4
PR ETE K 1E ID-eCK FBYF1 CDH 2B M
LEAUE T SM2-ID-AKE P )% i, il
FEVR o AT AT BL SIS IR T S S A

S35 3k

[1] Beijing Huada Xinan Technology Co., Ltd., Chinese People’s Lib-
eration Army Information Engineering University, Chinese Acad-
emy of Sciences Data and Communication Protection Research
and Education Center. Information Security Technology SM2 El-
liptic Curve Public Key Cryptographic Algorithm Part 1: General
Provisions[M]. National Quality Supervision of the People’s Re-
public of China General Administration of Inspection and Quaran-
tine, Standardization Administration of China, 2016: 48.
AR 2R WA w], b E A RS B TRR Y,
o R O Sl AE RO R L. E R AR
SM2 il th 2k AP SHE B8 1 Er: BM]. A NRIE
R ] [ 5t B A A A SR, o L SRR A B DA 2y,
2016: 48.)

[2] Shamir A. Identity-based cryptosystems and signature schemes[C].
Workshop on the theory and application of cryptographic tecniques.
Springer, Berlin, Heidelberg, 1984: 47-53.

[3] Okamoto E, Tanaka K. Key distribution system based on identifi-
cation information[J]. IEEE Journal on selected areas in commu-
nications, 1989, 7(4): 481-485.

[4] Okamoto E. Key distribution systems based on identification in-
formation[C]. Conference on the Theory and Application of Cryp-
tographic  Techniques. Springer, Berlin, Heidelberg, 1987:
194-202.

[5] Boneh D, Franklin M. Identity-based encryption from the Weil
pairing[C]. Annual international cryptology conference. Springer,
Berlin, Heidelberg, 2001: 213-229.

[6] Smart N P. Identity-based authenticated key agreement protocol



g

(10]

[11]

[12]

[13]

[14]

[15]

[1e]

Fe A BT SM2 AR TRIIE S § A8 # i

based on Weil pairing[J]. Electronics letters, 2002, 38(13):
630-632.

Chen L, Cheng Z, Smart N P. Identity-based key agreement proto-
cols from pairings[J]. International Journal of Information Secu-
rity, 2007, 6(4): 213-241.

Zhu R, Yang G, Wong D. An efficient identity-based key exchange
protocol with KGS forward secrecy for low-power devices[J].
Theoretical Computer Science, 2007, 378(2): 198-207.

Fiore D, Gennaro R. Making the Diffie-Hellman protocol iden-
tity-based[C]. Cryptographers’ track at the RSA conference.
Springer, Berlin, Heidelberg, 2010: 165-178.

Ni L, Chen G, Li J, et al. Strongly secure identity-based authenti-
cated key agreement protocols without bilinear pairings[J]. Infor-
mation Sciences, 2016, 367: 176-193.

Huo S, Yang W, Li J, et al. New Identity-based Authentication and
Key Agreement Scheme in Ad hoc Networks[J]. COMPUTER
SCIENCE, 2018, 45(S1): 380-382.

(AR, MO, 25t 45 — TR T B0 10 Ad hoc A
WEM S BRI TSR], 7157 BLFY<7, 2018, 45(Z6): 380-382.)
Brzuska C, Smart N P, Warinschi B, et al. An analysis of the EMV
channel establishment protocol[C]. Proceedings of the 2013 ACM
SIGSAC conference on Computer & communications security.
2013: 373-386.

Tomida J, Fujioka A, Nagai A, et al. Strongly secure identity-based
key exchange with single pairing operation[C]. European Sympo-
sium on Research in Computer Security. Springer, Cham, 2019:
484-503.

Tsai T, Chuang Y, Tseng Y, et al. A leakage-resilient ID-based au-
thenticated key exchange protocol with a revocation mechanism[J].
IEEE Access, 2021, 9: 128633-128647.

Blake-Wilson S, Johnson D, Menezes A. Key agreement protocols
and their security analysis[C]. IMA international conference on
cryptography and coding. Springer, Berlin, Heidelberg, 1997:
30-45.

Canetti R, Krawczyk H. Analysis of key-exchange protocols and

their use for building secure channels[C]. International conference

EBRE T 2021 AN EIABIE R
BT TR ARG 2 i . DUAE AR T
UK 27 P % ) 2 4 L M B 2 i
WFFCAI N 3 527 . X PR FA TR
Email: wangxiaohu49@163.com

EH T 2011 FAEMAR WAL TURE
15 B2 T AFE LA ATAT 2T
Y RFEHEE 5 G E B . T
FhG2 . {5 B %4 . Email: weiwu@fjnu.

edu.cn

[17]

[18]

[19]

[20]

(21]

[22]

(23]

[24]

[25]

[26]

95

on the theory and applications of cryptographic techniques.
Springer, Berlin, Heidelberg, 2001: 453-474.

Chen L, Kudla C. Identity based authenticated key agreement pro-
tocols from pairings[C]. 16th IEEE Computer Security Founda-
tions Workshop, 2003: 219-233.

LaMacchia B, Lauter K, Mityagin A. Stronger security of authen-
ticated key exchange[C]. International conference on provable se-
curity. Springer, Berlin, Heidelberg, 2007: 1-16.

Wang S, Cao Z, Choo K R, et al. An improved identity-based key
agreement protocol and its security proof[J]. Information Sciences,
2009, 179(3): 307-318.

Huang H, Cao Z. An ID-based authenticated key exchange proto-
col based on bilinear Diffie-Hellman problem[C]. Proceedings of
the 4th International Symposium on Information, Computer, and
Communications Security, 2009: 333-342.

Wu J, Tseng Y, Huang S. An identity-based authenticated key ex-
change protocol resilient to continuous key leakage[J]. IEEE Sys-
tems Journal, 2019, 13(4): 3968-3979.

Wariki K, Fujioka A, Sasaki T, et al. Malicious Private Key Gen-
erators in Identity-Based Authenticated Key Exchange[J]. The In-
stitute of Electronics, Information and Communication Engineers,
2022,1(1): 18-21.

Goh E J, Jarecki S, Katz J, et al. Efficient signature schemes with
tight reductions to the Diffie-Hellman problems[J]. Journal of
Cryptology, 2007, 20(4): 493-514.

Daniel R M, Rajsingh E B, Silas S. An efficient eCK secure iden-
tity based Two Party Authenticated Key Agreement scheme with
security against active adversaries[J]. Information and Computa-
tion, 2020, 275: 104630.

Cash D, Kiltz E, Shoup V. The Twin Diffie-Hellman Problem and
Applications[J]. Journal of Cryptology, 2009, 22(4): 470-504.
Wang F, Chen M. An Identity-based Authenticated Key Agreement
Scheme with Perfect Forward Secrecy[J]. Journal of Cryptologic
Research, 2020, 7(1): 56-68.

(ESE, BRI, 58300 ) 224 125 T 5 00 A UE 26 B 1 s 5 S (0],
EREIR, 2020, 7(1): 56-68.)

W T 2020 FAEEDUK Y 245 R] 22
AT 22y . DUTAR e K2
VBN X 4% 25 (1) 2 4 2 B @l B8, CCF
Tlb s by o WFSTAUE N B . Rk
BEBSFARY - Email: linchao91@fjnu.edu.cn



