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Abstract Proxy re-signature is a semi-trusted proxy that converts the signatures of both parties on the premise of ensur-
ing the security of the private keys of the entrusting parties. In this scheme, proxy re-signing realizes the privacy require-
ments of the terminal users for identity in the communication process. Due to its limited computing and storage capacity,
mobile healthcare service system needs to use cloud server to calculate and store healthy data. However, after outsourcing
healthy data to cloud servers, the data will be out of users' control, causing great security risks to users' privacy. Most of
the existing certificateless proxy re-signature schemes do not have the revocation function and have security problems
such as key leakage. In order to solve this problem, a revocable unidirectional certificateless proxy re-signature scheme
was proposed. In a mobile healthcare service system without mutual trust, this scheme realizes user anonymity in the
process of healthy data transmission and cloud storage. At the same time, the scheme in this paper is unidirectional and
non-interactive, which is more suitable for large-scale mobile healthcare service system. In addition, when the user's pri-
vate key is leaked, this paper uses KUNode algorithm to realize the efficient revocation of the user, and uses mobile edge
computing technology to outsource the management of updating the key and revocation list to mobile edge computing
equipment, which reduces the computing cost of the third party and makes it have a lower delay. Finally, the proposed
scheme was proved to be existentially unforgeable against chosen-message attacks on a random oracle model, and the
computational and communication costs were compared with other schemes using JPBC library. The result shows that the
scheme has better function and less computation cost, communication cost and revocation cost.

Key words certificateless proxy re-signature; random oracle model; outsourcing revocation; mobile healthcare system;
cloud computing
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Figure 1 An instance of the KUNode algorithm

Algorithm 1 KUNode
Input: B7,RL, ¢
Output: ¥

1: X, Yo

2: for all (#;, ;) €RL do
3: if t; < t then

4. Add Path(n;) to X
5: end if

6: end for

7: for all € X do

8: if 8, ¢ X then

9: Addg;to Y
10:  endif

11: if 6, ¢ Xthen
12: Add 0.t0 Y
13:  endif

14: end for

15: if Y=o then

16: Add the rootnode to Y
17: end if

18: return Y
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HA # REERIUS RS TU M FEAH R, ARk
HA 1113873 FA81 0 Dy, -
53 TIAEMME

1) 24 MECD WEK H IDyy, 38 5 BriE K,
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Figure 3 Calculation cost comparison of each stage
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Table 2 The computational cost and communication cost of the scheme

J7 % [13] T 21] 7 %(29] Jr%[30] ENES
A fy i v v v v v
i i v v v x v
AL v v v % v
i) 22 Ak X X N
PRISH x v v v v
H P i x X x v v
AW B L, +T, L, +T, 5T, + 7T, 2r,, 6T, +1,
%zﬁgziﬁz 2T, +6T,, +2T, 21, +T,, +T, 2T, +3T, +T, 471, 2T, +3T,, +T,
TR AR BE Al + T + T, A + 4T, + T, 6T oy + 21, +T, — A +T,
o 6T, +8T,, +4T, 67, +12T,, +3T, 8T, +107,, +37, 67, <5076 6T, +9T,, +3T,
=174.918 =189.825 =183.407 =164.445
BRI bits 2|G|=1024 2|G|=1024 4|G|=2048 3|G|=1536 2|G|=1024
HEA KL bits 4|G|=2048 4|G|=2048 6|G|=3072 — 4|G|=2048

ML VST A L AE DT A K B A, WL
HASCT SEAEQRAE 2 e VER IR I, BA BRI o5
JRASANIEAT A, SN IE - DR AT IR sh B2 )7
B

FLF Shen S8 AR IO Jrik, J5 R[B0EE
55 =5 A5 LB S ) 1 5 SR S B Y
o AT %R T KUNode SEK S
SR BTRA, BATIHG 7 SR [30]5 A SO SN T
B, RIS PR A, AT TR .

1200 ¢

—— AR
—o— 30
10008 Ji%E[30]
&
~ 800
o
B
I 600
E
=l 400
200 |
O 1 1 1 1 ]
0 100 200 300 400 500

T P R A
El 5 EAEHMAAISLL

Figure 5 Key update cost comparison
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