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Abstract Blockchain technology has become a frontier technology in China and is widely used in various fields due to its
advantages of decentralization, anonymity, immutability and unforgeability. Although users can use blockchain to publish
anonymous transactions and effectively hide the identity information of both parties to the transaction, the transmission of
transaction-related data after the completion of the transaction between the two parties may destroy the anonymity. This is
because during data transmission, in order to secure the communication between the two parties, the authentication key ex-
change protocol is often used to authenticate the identity of both parties and calculate the session key to establish a secure
channel. Since the traditional authentication key exchange protocol involves long-term public-private key pair information of
both parties, it will disclose the identity information of both parties of the transaction. Although blockchain anonymous key
exchange can complete key exchange based on the historical on-chain transactions of both parties to the transaction and effec-
tively guarantee the anonymity of both parties to the transaction, the existing blockchain anonymous key exchange protocol is
mainly designed based on foreign cryptographic algorithms, which is difficult to apply to domestic blockchain platforms and
does not meet the requirement of independent and controllable core cryptographic technology in China. To enrich the research
of domestic commercial cryptographic algorithms in blockchain anonymous key exchange and meet the demand for anony-
mous and secure communication between two parties after blockchain transactions, this paper constructs two blockchain
anonymous key exchange protocols, non-interactive and interactive, based on SM2 digital signature algorithm and blockchain.
And it is proved in the CK security model that the non-interactive protocol satisfies the session key security and the interac-
tive protocol satisfies the session key security with forward security. Finally, the theoretical analysis and programming im-
plementation results show that the protocol in this paper can be suitable for domestic blockchain platforms without consuming
more computational overhead and communication costs than existing protocols.
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