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Abstract As an important means to evaluate the security performance of network systems, penetration testing is to
simulate real network attacks from the perspective of attackers and find out the vulnerable points in network systems. The
automatic penetration test uses various intelligent methods to realize the automation of the penetration test process, thus
greatly reducing the cost of penetration test. Attack path discovery is a key technology in automated penetration testing.
how to quickly and effectively implement intelligent attack path discovery in network systems has been widely concerned
by the academic community. The existing automated penetration testing methods are mainly based on the reinforcement
learning framework to achieve intelligent attack path discovery. However, there are still problems such as sparse rewards
and low learning efficiency, which lead to slow convergence of the algorithm. Attack path discovery cannot meet the high
timeliness requirements of penetration testing. Therefore, a layered reinforcement learning algorithm (HRL-HRSF) based
on potential energy heuristic reward shaping function is proposed. This algorithm first uses the characteristics of penetra-
tion testing to propose a heuristic method based on depth horizontal penetration according to the prior knowledge of net-
work attacks, and uses this heuristic method to design a potential energy based heuristic reward shaping function to pro-
vide positive feedback for early exploration of agents, it effectively alleviates the problem of sparse rewards. Then com-
bining the shaping function with hierarchical reinforcement learning algorithm can not only effectively reduce the size of
environment state space and action space, but also greatly improve the reward feedback of agents in the process of attack
path discovery, and accelerate the learning efficiency of agents. The experimental results show that HRL-HRSF is faster
and more effective than layered reinforcement learning algorithm without reward shaping, DQN and its improved algo-
rithm. With the increase of network size and host vulnerabilities, HRL-HRSF can maintain better learning efficiency, has
good robustness and generalization.
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Figure 5 Network topology of experimental scenario 1
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Table 1 Host configuration information list

Hl BERSE M 55 R
(1,0), (1,1) Linux 0 HTTP Tomcat
(2,0) Windows 100 SMTP Schtask
2,2) Windows 0 SMTP Schtask
(2,1), (3,0) Windows 0 FTP Schtask
(3,3) Windows 0 FTP Schtask
3,1 Windows 0 FTP, HTTP Daclsve
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Table 2 Agent executable action list

L ESl BAERSE i RS R
SSH-Exp Exploit Linux 3 0.8 User
FTP-Exp Exploit Windows 1 0.5 Root

HTTP-Exp Exploit None 2 0.8 User
SAMBA-Exp Exploit Linux 2 0.2 Root
SMTP-Exp Exploit Windows 3 0.5 User
Tomcat-PE Promotion Linux 1 1 Root
Daclsve-PE Promotion Windows 1 1 Root
Schtask-PE Promotion Windows 1 1 Root
Subnet-Scan Scan / 1 1 /
OS-Scan Scan / 1 1 /
Service-Scan Scan / 1 1 /
Process-Scan Scan / 1 1 /
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Table 4 Hyperparameter settings

BEEH X i
Learning rate R 0.00025
Batch size PN ZRIEHIFEARL IR 256
R LSS 100
Discount factor iy 0.9
Hidden layer size Regel 2 i 28 0 JE R AN [128, 128]
Replay memory size 2 (5155 1 NN DDljj;)g (())(())(()) ’
Subgoal step limit T Hibrdm KigiT 5 100
Episode step limit BRI dR KIS AT 5 30000
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Figure 12 The average reward value in test scenario 1
changes with the number of training steps
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