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Abstract The software implementation speed is one of the important criteria of measuring a cryptographic algorithm’s
performance. In the design and evaluation of a cryptographic algorithm, it is necessary to test the software implementation
speed of a cryptographic algorithm. We investigate the research situation at home and abroad, finding that there is no uni-
fied test standard on how to test the software implementation speed of cryptographic algorithms on the x64 platform. Tak-
ing the speed test of block cipher algorithms as an example, we study how to effectively test the software implementation
speed of cryptographic algorithms on the x64 platform. Firstly, we do experiments to analyze the problems that are easy to
occur in the process of software speed test on the x64 platform. Secondly, we introduce the existing four speed test meth-
ods: Matsui’s method, Fog’s method, SUPERCOP method and Gladman’s method. We compare the similarities and dif-
ferences of the four speed test methods, and analyze the problems of the four methods. Thirdly, we explore how to reduce
the impact of the volatile data on the test results by theoretical analysis and experimental researches. We carefully study
and determine the speed test formula and sample size. Finally, we obtain effective methods for testing the minimal and
average software implementation speed of block cipher algorithms on the x64 platform. The results obtained by our speed
test methods are stable (the randomness of the speed test result is small, and the result is neither too large nor too small),
reliable (the speed test process is sufficiently sampled, and the result is worth believing), and efficient (on the premise of
ensuring the reliability and stability of the test results, the sample quantity is small and the speed test process takes less
time). Applying our new speed test methods, we evaluate the performance of AES and SM4 on the x64 platform.
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KFE SAMPLEL FHIEACKAE SAMPLE2.

2) PATHIUHFAE SAMPLEL . JEFAAT loops, Ik
y-foo, 715 SAMPLE1 i cycles(y - foo) FI¥IMH av,
FIbRfE 22 sig,, FE:

sig; = 0.05x av,

(X2 KT RIE SAMPLE]
cycles(y - foo) HIFRHEZE AL . )

3) PUTIEAKFE SAMPLE2. A UAT loops, X
y-foo o 7t loops, XIFIRFEERE S, I UCRAEI N
[0 (2N ey )TE [av, — sig,,av, + sig,] 6 H I, FIX
R FEAL A — KA BORHFE . IF 5 SAMPLE2
cycles(y - foo) HI T 4 R AE W MH av, FIbRHEZE
Sigy o

4) SAMPLE2
N L00PS 50 Vi

oA B

i n, R A BRI GE
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l00ps 4pg = 90% - loops,

I H SAMPLE2 #7#EZ sig, T /2:
sigy <10%-av,

i, A A BRI, R F] TRUE. 5 MRAS B
T, BRI A

5) FFIELLMAK 10 YR B A B, WP ARTEZE 1
ATEESZ BRJE TG 5%, FRREFRAEN & . 47 b ik
ZE W TS R R B 2 T BME 1) 30% I, 475 Al
KT, WER[E] FALSE, 3R kM.

ZIMR I FE PR a7 vk S R

7355 Gladman EREHE. tREZEMRAE
Method 5 Gladman’s method of testing the average
speed and the standard deviation of the speed

Gladman P, T bRE =R 7 vk

24

av, =av, /loops

good

sig, = sqrt((sig, —av, * av, *1oops ,,,,)/
25

l00ps 4904)
26 if sig, >tol-av, then
27 loops 4,y =0, restart SAMPLE]
28 end if
29 else
30 if lent ++==10 then
31 lent = 0,t0l =tol + 0.05
32 if tol > 0.3 then return FAUSE
33 loops 4,y =0, restart SAMPLE]
34 end if
35 end if
36 end SAMPLE2

Input: foo, y,loops,,loops,,len

loops 4,y = 0,101 =0.1,lcnt =0

Output: av,, sig,

1 Procedure SAMPLE1

2 for i=1 to loops, do

3 cy = readtsc()

4 y-foo

5 cy =readtsc() —cy

6 av+=cy,sigi+=cy *cy

7 end for

8 av, = av,/loops,

9 sig, =sqrt((sig, —awv, *av, *loops,)/ loops,)

10 sig, = (sig; <0.05*av, 70.05 * av, : sig,)

11 call SAMPLE2

12 end SAMPLEI1

13 Procedure SAMPLE2

14 for i=1 to loops,do

15 cy = readtsc()

16 y-foo

17 cy =readtsc() —cy

18 if cy>(av, —sig;) and cy<(av, +sig))
then

19 avy+=cy,sig,+=cy *cy

20 loopsgmd ++

21 end if

22 end for

23 if loops,,, > 0.9 -loops, then

37 sig, = sig, / av,
38 av, =(av, —t,)/(y *len)
39 return TRUE

7t AES HEEMIA, 1E7# % & loops,= 1000 .
loops,=10000. y =16,

3.5 MFRE MR T A LA

Shy o DU i B Ay VAT M LA, AT
DUAIAR 7 VR R AEREAT R4S, sk BIFR 1 .

FR PRI VE N A, gia3k 1, JdiTn]
DA IR, DU 7 AN [F] 3 AR EAE 9 T 1

1) EEWHHEARXANRE, FHREENIRES RKAR
HEARF .

i AT 1 A5 2, AT LUA B, Matsui J7 i1
Fog 75 R F g B b S Ao AH R ), Aot i
o8 KA W . Fog 7 VE X BT A
oy[i] (0 < i <loops —1)FEIEAT i tH; Matsui J5 5%
H a[i] (0 < i < loops — 1) F4{EH av .

i, 7E PR 4 &7 H . SUPERCOP Jjikik
FHE o] (0<i < loops — 1)L %0 med ; Ma-
tsui J77%A1 Gladman J7iEIEFHEAFIIME av - Matsui
JIENR av IFRHEZE sig AMBBR T, Gladman 77 283K
sig WAFETHILE 30% LA .

iii. FER/MNEREMBETEH. Gladman 772K
BN E O A XN v, = (mincycles
((x +1)-foo) —min cycles(foo)) /(x * len) » R4 Matsui
Jii% (8 Fog J5ik), FATAT LA &R H 2 2
Voin = (min(x - f00)) /(x * len) VI H/INEREE. 705 5 4T
o, Pl T ST LA BN A U R A T LA
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F1 WFERENRFTEEE
Table 1 The summary of the four speed test methods
HELHRAT ?rawm Jp—
WK% AKX foo L /% fiH R ek
(x) (loops ) NTEINGN
Fog ik cycles(x - foo) 1 Tt B oyli], 0<i<loops—1 %
min cycles((x +1) - foo) — min cycles(foo) 8 100 Vinin &
Gladman J57% 2
cycles(x - foo) 16 10000 av, sig sig < 30%
Matsui /77% cycles(x - foo) 1 Te i av &
SUPE§§OP 2 cycles(x - foo) 1 TEVEE med , quar,, quar, =
K2 FAEOHAHETRE
Table 2 The summary of method 6 and method 7
T 6 min cycles(x - foo) 20 1000 Vinin i
T cycles(x - foo) 20 1000 Viin» AV, Sig = sig <30%

2) FEEEPAT foo FIIREL x FIEUERF

Matsui J57%. Fog Jji:f1 SUPERCOP JjikHh,
x=1,Gladman JyyEH, R ENEER x =8, Mk
IR x =16 .

4 DEMFRERRELIEREMRA
SEPEERY B R

WATESEAE 4.1 WP BRI RS SRR A S I
JEE W rh A7 A 19 35 2 P 1) . A bR B, FRATIAE
4.2 i 854 SEBHAE 4 Bt Matsui 7B Fog J77%)
SUPERCOP Jj VA AFAE I I, 7E 4.3 5o
Gladman J5 1 A7FAE I 1)
41 EHEZPRHIMEENRPEENE
& 4 8] &5

2 FRATTHF — AN B R L foo HEAT S IR A
B FLILI 7 32 il sk AT x - foo JIT 75 (P IS 1], 4R
Jo VB R N v, R av o R S0
4.1 JioR, Jext ok 8 foo HEAT I 4L loops URIH JE AR
() LW T3 925 o

7% 41 R foo HITEREMXMEM A Z
Method 4.1 The intuitive method of testing the speed
of function foo

F RS0 A T3 R DN ) W g V2
Input: foo,x,loops,len

Output: cy[i] (0 < i < loops),

\Z ay

min *

Procedure Timing
for i=0 to loops—1 do

cy[i] = readtsc()

x - foo

cyli] = (readtsc() — cy[i] — ¢,) /(x - len)
end for

vmin = mini {Cy[l]}

~N N L B W N =

av =(cy[0]+cy[1]+---+ cy[loops —1]) / loops
9 end Timing

AL AES-128 A, 8 BHTE x64 1 & X 300 5
TRIEAT S 5 00 1 3o R PP A7 11 0 1 ) S
4.1.1 W IR SCONIE Y

SEEG 1

K7L 4.1, IR AES-128 Inas i B N
2048B [ EHE (K, 0 SRR S BT 75 1491 34 B
B

S BHUN: foo Fan AES-128 I EREG x = 1;
loops = 1000; len = 2048B.

BATES BRI 12 %k, Hoh It 7 ik sz
S5 0 H I RN T P R I 50.0 epb R T o I EN
Horh =R SEIe 450, dskAER 3 .

LM opb (EBOK, FOR AR BT KR
TH I R () I e R AR 22, BB ) SR AR
B, 3R 3 ATLUE H, 7EESE 1000 ik, A
990 KA A AR 45 SRR FFAE 13.00~11.30 cpb 175
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Table 3 The Results of Experiment 1
G5 ML ol @5 ST ol W5 IEEE o)

i (cpb) i (cpb) i (cpb)
642 109.17 845 74.87 60 69.23
909 19.11 941 21.84 868 21.30
699 16.71 529 18.53 945 20.10
0 15.36 214 13.70 3 19.73
804 15.21 109 12.86 207 19.21
75 14.93 633 12.49 101 19.06
390 14.17 0 12.48 7 16.83
495 13.17 950 12.47 16 16.21
180 13.13 947 12.31 941 14.01
490 12.48 974 12.27 837 13.16
HAh  12.30~1134 Al 12.25~1133  HAflh  12.93~11.30

I, A N4 A g5 Sk 16.00 cpb, #£42
2 LR 25 H K F 100.00 cpb [E1E L

SR 1 SR IR, RN SRR AT B S
JEMRI, 25 ISR S B B WO I oL . AE 2.2
W IRATCE A, FRATTACH 2 P it B AU
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BEALYE, Bltnoe LR, S5 CPU @A . %
WY CPU 4@ . KA LEM R, &
CPU JPHIMLEE o AHATHSRAEAE— LA n] 3 S R B AL
2, SPEUNRRL AT . Bk, 7EH R E
FERE AR, BRATT 2 B T 45, HEBR S R S
THC S Y o AR A S AR S

412 FE: FHEEOWRGRARE, B
(ZPN

FRAE i 4.1, FRATTRT LA Sl S ik is S T R
(1) fe/IMELRIT V38948 o I BIFFTE x (R HUEN S/ MEFIP3)
IR 25 52, FATTEAT LA R S

SK)

KT 4.1, MR AES-128 a5 BK N
1024B F12048B (£ 4 (I3 B, 0 s RN 2 T 75 1
To /NS ) U BORN S 247 1) Aok ) 30

U B R foo Rk AES-128 % BA B
loops = 1000; len = 1024B. 2048B; x [{HUE N 1~30.

TATTRe S0 45 AP 4 vh

F4 KE2MAER
Table 4 Results of Experiment 2

WK 1024B

WK 2048B

S IR IR

=

YR B B UM

Min Ave Min Ave Min Ave Min Ave Min Ave Min Ave

(cpb)  (cpb) (cpb) (cpb) (cpb) (cpb) (cpb) (cpb) (cpb) (cpb) (cpb) (cpb)
1 11.13 12.41 11.14 11.71 11.13 11.64 11.00 11.40 11.01 11.44 11.02 11.40
5 11.25 11.96 11.24 11.83 11.25 11.64 11.09 11.44 11.08 11.6 11.10 11.63
8 11.24 11.95 11.24 11.95 11.24 11.63 11.10 12.06 11.09 11.71 11.10 11.61
9 11.26 12.00 11.25 11.94 11.26 11.67 11.10 11.72 11.09 11.74 11.09 11.48
10 11.26 12.16 11.26 11.81 11.19 11.68 11.10 11.94 11.09 11.62 11.09 11.50
15 11.27 11.91 11.27 11.86 11.26 11.63 11.10 11.95 11.10 11.66 11.10 11.44
16 11.27 11.86 11.27 11.83 11.27 11.62 11.10 11.77 11.10 11.64 11.10 11.50
18 11.27 12.26 11.27 11.87 11.27 11.65 11.10 11.92 11.10 11.76 11.10 11.51
20 11.27 12.23 11.27 11.84 11.27 11.65 11.10 11.80 11.10 11.84 11.10 11.48
25 11.27 12.01 11.27 11.88 11.27 11.67 11.11 11.81 11.10 11.72 11.10 11.49
30 11.27 12.01 11.27 11.82 11.27 11.90 11.10 11.81 11.11 11.68 11.10 11.50

G “Min” SR I0EARF R NERE v, L “Ave” SIRIGEHR R TS av . )

% 4 W LUE H, BRI (S5
2 1, loops = 1000):

1) dpe/ g R IR 25 2 LSRR e 1R, (H S
o330 52 R I 25 SR B UK

2) 6 EU d /N RE R R R A, R BT 1)k
JE£ R 5 S K

3) x [AIHUAEDRT g /N o PRI A8 SR B S 5

PR RIS AT RER IR 75 4.1.1 Firp gk

TR, RS SER A SE L RE v, A7 AE LIRS
DU LRI RO, X — PSS E T PR
ZIRMARE, HAD FBCFEIE RIS R A

ERT SR REAT BT S B P A, 5 Al T s
FEMARP T RE, A2 B B0 I Si I 3 ot
WA R, — 5 SRR 7y, 5 —
T AT L 3 7 00 R A0 P o4 22 S5 A R B e 2l
LYONINEEIT
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4.2 Matsui 775%(B] Fog 75%)%01 SUPERCOP
FiERFEER @

PATIE L S5 FOY A %€ Matsui J77%(B) Fog J7
15)H1 SUPERCOP J7 74 (AR, o by T8 4 b it B 1)
B, AT X = APk R 45 R S Gladman J5ik
(R 4 AR AT XS L o

BATTAT 4 F S

SEEG 3

1) FH Matsui 3R Fog J77ik), HEINfis
BRI E: foo i AES-128 N R (i a5 ok
B):x=1; loops =1000; len [FJHUE Y 128B %] 4096B.

2) K SUPERCOP ik, VISR ok 50

5 HA oi] (0<i<loops—1)HIH[al{h: foo
AES-128 J%5 pf K (Bl 25 PR %0); x = 1; loops =1000;
len [HRAH A 128B %] 4096B.

3) FIH Gladman &R I 4, THEINAR o
Bt/ NE S foo g AES-128 I35 pR A (Bl i ph %h);
x=38; loops =100; len [JHUHA 128B £ 4096B.

4) FIH Gladman J5HBJTYE 5, tHE IR
PRAL ISP Y G VAR UEZE: foo Ty AES-128 Jil
PR (B 5 2L, v =16 loops, =1000, loops, =
10000; len MFJHU{EN 128B | 4096B.

TATHE S5 3 133 Rt R AR 5

F5 FWIMKER
Table 5 Results of experiment 3

Enc Dec
Matsui J5{ PERCOP Matsui J5{ PERCOP
(;(:sgu}j?f{)% SU i ; © Gladman J77% (;(:sgu}j?f{)% SU i £C 0 Gladman J57%
(Bl;t’:es) Ave (cpb) Med (cpb) Min (cpb) Ave (cpb) Ave (cpb) Med (cpb) Min (cpb) Ave (cpb)

128 13.96 15.63 13.71 13.66(1.25%) 14.20 15.81 13.95 13.86(1.02%)
256 12.88 13.41 12.47 12.32(0.71%) 12.76 13.59 12.64 12.53(0.84%)
384 12.68 12.69 12.05 11.90(0.70%) 12.37 12.85 12.25 12.11(0.74%)
512 12.32 12.37 11.94 11.78(0.86%) 12.14 12.52 12.11 11.95(0.72%)
640 12.09 12.13 11.80 11.66(0.76%) 12.01 12.30 11.97 11.83(0.60%)
768 11.80 11.98 11.72 11.55(0.75%) 11.98 12.14 11.89 11.75(0.77%)
896 12.12 11.87 11.66 11.48(0.77%) 12.04 12.04 11.83 11.67(0.73%)
1024 11.64 11.79 11.61 11.43(0.69%) 12.98 11.96 11.77 11.61(0.61%)
2048 11.67 11.50 11.44 11.27(0.79%) 11.96 11.71 11.63 11.45(0.69%)
3072 11.60 11.46 11.41 11.22(0.80%) 11.69 11.61 11.55 11.42(0.93%)
4096 11.69 11.38 11.38 11.22(0.91%) 11.65 11.55 11.52 11.41(0.89%)

(F: “Med” SITHIEARZmHT olil (0<i< loops — IR Et med , “Min” SU (R0 27 e N v,
RIS av, “dve” FIHHE S 0T 4 BTG IR BRI 2 sig . )

MEER 5, FRATRIN:

1) Matsui J77%(Bl Fog /51%)#1 SUPERCOP J57k
BN 25 BN RR, MR 25 R R e, W
IR N PACIER YN TS

2) Gladman J7yEAE T EAFREFERT, $2 800K
B ¥ 2= /T 30%, ik Gladman J772:449 21
-S4 R PR RO A LU AR AR 1Y, 1T ELAS 23 H I K
45 K

3) {t Gladman J7¥ERIMNRSE R, 2 Il
B E R TP L R E S O, 38U ME S
SPRME R AT L

BATH Matsui J75 (B Fog J1%)M1 SUPERCOP
JNEFAEAEI I8 25 5 ELR — 5.

“Ave” FITIEARE RN

TS (B ) A B bRk 22 B Bk
P L IREL DN K N

SEOX — 1) B JE K R : Matsui 575 (B Fog
1£)A1 SUPERCOP Jy vk, $4%H 2 A x - foo
(x=1) I E R J7 XK & foo IR AT SE BT %,
FEVFEIE (SRR W, B B I bR v
7, DRI T v R B AN B 1A 0 Ak B s ok sz 56 4 IR
5. 78 5.1 WA O IgH, EEHE IR
Bl P IME, SEImS e Er, BAES
Ko
4.3 Gladman 755% P 7F7ERY O] fR

S EU I R Gladman W3 77 v HR A Y 1) 78,
BAVZAT Gladman WA 7%, WA AES-128 1% o
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BRIt R R R SE DL . SER S H R E T
S 4
1) FIHTT¥E 4, TFEI0 g 5 ok 50000 S /N B
foo i AES-128 JIN % bR £ (L7 %5 BRI 20D, x = 8;
loops =100 ; len [WHU{E N 128B %] 4096B;

2) FIHAFEE 5, VIS I 2 ok 50 ~F- 35 18 5 Fl
Gt hrEZE: foo A AES-128 N bk H (ki i p6 50);
y =16; loops, =1000, loops, =10000; len [JHE
i 128B F| 4096B.

TATHE S5 4 1332 A KA R 6 .

F6 FTHA4MKER
Table 6 Results of experiment 4

len Enc Dec
(Bytes) Min Ave Min Ave
(cpb) (cpb) (cpb) (cpb)
128 13.71 13.66(1.25%) 13.95 13.86(1.02%)
256 12.47 12.32(0.71%) 12.64 12.53(0.84%)
384 12.05 11.90(0.70%) 12.25 12.11(0.74%)
512 11.94 11.78(0.86%) 12.11 11.95(0.72%)
640 11.80 11.66(0.76%) 11.97 11.83(0.60%)
768 11.72 11.55(0.75%) 11.89 11.75(0.77%)
896 11.66 11.48(0.77%) 11.83 11.67(0.73%)
1024 11.61 11.43(0.69%) 11.77 11.61(0.61%)
2048 11.44 11.27(0.79%) 11.63 11.45(0.69%)
3072 11.41 11.22(0.80%) 11.55 11.42(0.93%)
4096 11.38 11.22(0.91%) 11.52 11.41(0.89%)

(FE: “Min” FIPEHE R R B/ NESE v, “Ave” FITHIBER IR P EIHE av , “Ave” FIH IG5 T 20 BEOR Ge vt DR AR 22 sig o)

Mg 6 v LUE H, A Gladman 7775115 21
()45 R4 LR A

1) 6.1 193 12 Fros i 45 RO M HIASCAE 5.2 719
T A4 IS 6 M AES-128 DNl i B
FE it 25 5, ek 6 FiEk 12 (R seie g nl LUE
t, FIH Gladman 7734 21 (1) 0 i % dee /)N ok J
RO v K 5

2) “FIE R g, R b AR e, PR I bR v
FUEFAE A2 T LA

3) Ao M MER T FIEE N, SME
5 n g A H A v ks Y len I HUE A
128B #| 4096B i, Enc Fl Dec 3 & MR 45 A8
LT S AMER T B TP E I L

4) f/ME S T SAAE I ek B T, BORE O
MRAFEAR AR, 13 SR ME 5 P 1 245 R T L
PERFAG .

FATHs Gladman 58 820805 92 A A7 1R ) 8L
S5 LR P R
4.3.1 BPEEWNRTTER 5 FBE R MK
Gladman B2 A5 V5, o B2 5/ ME ) THE
AN
Viin = (mincycles(9 - foo) — min cycles(foo)) /(8 * len)

N AEROGE AN, 75N 30, FRATTRE S /N

JER T A A b
Viin = (Min(9 - foo) — min(foo)) /8

KM R f N, 2 5 Bl 445 2K 4
Rl Ko 1% 2 Ry 7RI FE A min(foo) 1945 HLis
/N, A4 (min(9 - foo) — min(foo))/8 [ T1 5T 45 J 2> fiw
Ko BTAAEEE 7.2 5, IS5 BOW LB 2 X
Vain = (min((x +1) - foo) — min(foo)) / x IR -
432 B/MEEBWEIRRESE, BBEHA
—B, SBIALRARE

FEJ7i5 5 FTRH) Gladman B{EARUE 2 D0 66 %
O DR AIE 5 249 3 (1 S8 A bR e 22 BUE AR e, 1
IEACRHAE SAMPLE2 1, {535 BE loops,=10000 - 2
FRAT T PR o B IR 2 (i K BEBUR. (KT 1IMB)
I, loops,= 10000 ¥ 3 S0H & 115 bR Bz 47 3 5L
18, TR AR

P11, Gladman KT 2 f5 /) ME AP X 1E 1) B
Kot o AR BB NI, a3l U7k 4 Ak
5 s N LRI AR SRR, R
I dpe AN, AN P A o R A 22

DA_E BB AFAE A )

1) B/ME S FEIR R BN, &
MER BB ESEE RE R Tk 4
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loops=100, x = 8; J7i% 5 H loops=10000, y = 16;
/MBI EURESL loops RNFESLIESTE x B, T3
S5 /ML IR 25 S O K

2) F/ME H B R B IR 1 R R
B, WRABEARR—ZG KR B, b
S /B RSP K AE R IR AS o P AN AN TR] R REAR,
T8 ME RS RS S E g R AR
G

5 AXHFZE

FEARTT A, AT Tk 52 56 R S0 IR 2 0 v
PRSI B e IME RS AT FE L AR )
Ji o

AU AES-128 1% 2048B K J& i KL
TR R o A i 24 H AR A AV o o K
B SE S /N BE 75738 6, 4 Y as i vk
TR R S B B /NI TR R 2 1)
JE-J7E 7.

5.1 st ek & AYiE A INE

JiiF 7 T LA RIS AR A S I P 1 )
i SFYIEARRUE 22, 1 B /N BURE 04 1000 x
20x2; Jik 6 n LA S R R R M, B
I EFEE R 1000 % 20 o

A K R S B BRI, BRAT T A FH Ty
7, FHWRPH B KSR K, SO 7 I8 H R
WA, FRATT LA vk 6 DRI S R 1 B /)
fHo LLAES I, RN BB /N T IMB I, £
WAE 7 7 Mg R, Al B
KT IMB B, @EBUEFH 73 6 Ml hnfig 2% %
52 BHRs/INEEMRAE
521 HHR x PWEUE

FRPE 4.1.2 ThsEEs 2 LR, MOS8/ 34
W P HRAELX pe /N T35 (1 A A R A I S 5

2 8 3 B VRGP DA ) 4 TR T R AT AN R T
(BRI ST B VG 45, AR EFE x =20 .

522 BABRPEEHITEAT

1) H5%%)E Gladman Jikhpgihs A, B
FI:

Vinin = (min((x +1) - foo) — min(foo))/ x (1)

TR N

2) fER AR, BAIHE A R 2 S N

Voin = (min((x +1) - foo — foo))/ x 2)

FE411 TR IRATO AL, B UG8 AT A

SRS, R (2) RIS, 5

1+ foo IRTIINIA &5 AR K, K 5 B 4 1) Dk 25 1
s, HERSHIAERTE . FRRATAEH A
X ()

3) % 1& Matsui /7 75(8% Fog J775)H I pR £,
R QB g N

Vi = (min(x - f00))/ x 3)

FE AR (1) Fa (3) MNRRCR, Bl
HEAT IR SE:

LS

1) KRR (1), M0 e 5 & /N
foo A AES-128 % pR#L; x=20; loops =1000; len
IEUE Y 128~4096B;

2) KA (3), M e 5 B
foo A AES-128 % pR4L; x=20; loops =1000; len
IEE Y 128~4096B;

AT IG5 RNBEBAE R 7 o TSRS R
AU, RATES ZXPATELR 5, mAAEER 7
HL SR IR SRR g5 L

SRR T IR, R A (1) A (3)
1SR LS R, T LRI

D) A (1) MR 2185 R, X
& K24, #5 min(foo) 1M R 45 F L AN, B 4
(min((x +1) - foo) — min(foo)) / x IR 2 1 K

2) AR (3) HRIMERL R R .

AU B, RXBRERHAR ) EAE
NEERIEAR.

5.2.3 K5 loops KB

WAV A HLIE R loops WA . — J5 i loops I
TR K, IXFEARRT LA 80HE b B ks S0 1
HEXFAR g5 R, PR g R AR e, R
—J7 T loops WAEANE LK, IXFEMRT LS =i 52 il
K

T E loops WHUAE, FRATHEATSER: 6, fH LA
%¢ loops WUH T 25 SR (15 o

S 6

KR AR 3) SATHENIK . foo 7~ AES-128
I %G x = 20; len = 2048B; loops WIHAE K
50~10000.

PATVHG S0 45 WAL BIAESR 8

% 8 WLAEH, Y4 loops WL T 700 I, il
T4 AR LU AT 1) R RIEINR s R A e, W
IR AE P 3K 2R 25K B ER, A S B A3k ¥ loops =
1000 .
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Table 7 Results of experiment S
A ()WL AXB)IRETR
len (Bytes) R RIS ERR/SITEES B UM B R B
Min (cpb) Min (cpb) Min (cpb) Min (cpb) Min (cpb) Min (cpb)
128 13.78 13.76 13.76 13.59 13.55 13.60
256 12.53 12.53 12.52 12.40 12.42 12.40
384 12.12 12.12 12.19 12.03 12.03 12.05
512 11.99 11.99 12.05 11.91 11.92 11.92
640 11.84 11.85 11.90 11.78 11.79 11.79
768 11.76 11.76 11.79 11.69 11.72 11.70
896 11.69 11.69 11.72 11.69 11.69 11.70
1024 11.64 11.64 11.66 11.64 11.64 11.65
2048 11.47 11.47 11.48 11.45 11.45 11.45
3072 11.43 11.43 11.43 11.39 11.39 11.39
4096 11.39 11.39 11.39 11.35 11.35 11.35
(T “Min” I REE LR DR v o)
8 LI 6 MiXER FiE 6 MREE— AXBHNRTIRERFE
Table 8 Results of experiment 6 Method 6 Testing function one: the method of testing
F/NESE Vi (cpb) the minimal speed proposed by us
loops - —
A TSI 5= WA DA e K
50 11.28 11.29 11.29 Input: foo,x =20,loops =1000,len,cl = INF
100 11.31 11.29 11.28 Output: v,
300 128 129 128 1 Procedure TimingMin
400 11.28 11.28 11.28
500 11.29 11.28 11.28 2 foo X
700 11.28 11.28 11.28 3 for i=1 to ZOO‘DS do
900 11.29 11.28 11.29 7 ¢y =readtsc()
1000 11.29 11.28 11.28 8 x-foo
3000 11.28 11.28 11.28 9 ¢y =readtsc() — ¢y
5000 11.28 11.28 11.27 10 if i> (loops/10) then
7000 11.28 11.28 11.28 11 cl=(cl<cy?cl:cy)
9000 11.27 11.28 11.28
10000 11.27 11.28 11.28 13 end if
14 end for
15 et=(cl—t,)/x
MR DL AT, FRATT o5 28 A v Dl g /N T _ot/l
5, SO RS — . AR - PO Vi merlen
1) 4T U foo, L UBSRAREYE, 17_end Timing
2) AT x-foo , I MAT loops Yo, T 53 AL TrREE FERAEE NI

x=20, loops=100; G IKE i KT loops I
10%J5, 5
cl =min loops cycles(x - foo)
3) WL et = (cl—ty)/x 5 $hrit 4y B2 TR
LIR(ERSEE
4) W v, =et/len .
It R B — A LA B 57 6 Fioss:

FEP-E 3 R /7 10T, Gladman 7 7238 i 426
PRl 22 SE A i, HEBR T U B PR ORI £l s X 546 25
S, S —Rh LGB AT S v ATV
SRAFAE — 26 0] 8, 490 v 55 e /M 55 1 A AR 1) oA 2
e, IR E AN EA 2, A
AT L PERRAG, G B REAREUROR, T B 3%
BAREE

AR H Gladman 712 1R E B 0038 1 44 5
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FEFNBRAEZE o by B v W 5 S8 1) vy S 1k ] B vk
Fem R, A IX Gladman J5 A LL R P A
etk
5.3.1 185 loops, HIBUE
Wik 5 PR, v SEOE T B AR e 2=
i, R TRIM R AE SAMPLEL, 1531 1E i —
AT e
(av, —sig,,av, +sig,) 4)

EIERKFE SAMPLE2 Y, 4 JCRFEHIIN ] ¢y
HAEERX @) MW, A e —IK AR

f£ SAMPLE1 ', HUAE % loops, =1000 - {E
SAMPLE2 ', HUFE4] loops, =10000 .

g mr IR S s AR, FRATIE I S
8 loops, WTHUELXT 5256 25 S 50

SEEG 7

FIH 7% 5 BTN, foo 7R AES-128
ISR x = 20;  len = 2048B; loops, HUE A
50~10000.

AT S0 4 AL 9 s

F9 L 7TMKLER
Table 9 Results of experiment 7
SFRJERE av,  (cpb)

loops,
B RN B IR =
50 11.45 (2.52%) 11.43 (1.11%) 11.39 (0.43%)
100 11.42 (1.33%) 11.45 (0.96%) 11.49 (0.69%)
300 11.45 (0.65%) 11.42 (0.61%) 11.39 (0.28%)
400 11.52 (2.51%) 11.49 (1.39%) 11.43 (0.86%)
500 11.48 (2.48%) 11.46 (1.45%) 11.57 (6.93%)
700 11.44 (0.87%) 11.43 (0.71%) 11.40 (0.51%)
900 11.44 (2.50%) 11.44 (0.79%) 11.46 (0.85%)

1000 11.43 (0.62%)

3000 11.43 (0.62%)

5000 11.42 (0.59%)

7000 11.43 (0.72%)

9000 11.43 (0.64%) 11.44 (1.50%) 11.43 (0.66%)

10000 11.42 (0.65%) 11.43 (0.64%) 11.42 (0.67%)
(855 P 0 E BRGNS EZ sigo )

11.44 (0.74%)
11.44 (0.77%)
11.43 (0.72%)
11.41 (0.51%)

11.43 (1.01%)
11.43 (0.68%)
11.42 (1.24%)
11.43 (0.66%)

MEEFR 9 WSER AR AT LUKEL, 24 loops, MK
T-900 I, FIAIISE 5 VAT B BE A 25 R ARy
FsE o APRERNRSS RIOFSENE, AR,
AL B AIEEE loops, =1000 ,

532 KitEEMEMFRER RS A —
[
PATTHe VF 5 e IMELFR ST B 1 R BB o T —

BRI AEIR AR, JRATAT UM FHAH R R
BOHERFEREA T St ME R 48, R A7
DRA 3 1) Foe/IMEFIF- 3508 HAT S ey ml Bk

ARAE DL BRI, FRATIA 21 [ IR 03X 1 B30k Bk
P SE IR e /N L S8 R E 22 (1) 70, il Al
WERH =, HARMR %R

1) XHAT - foo P I 8 A AN B0k AT W4
KHE SAMPLEL FHIE KA SAMPLE;

2) BATHILHKAE SAMPLEL; fEM AT loops, IX
y-foo, H:Hloops, =1000, y=20; V15 SAMPLEI
t cycles(y - foo) IR av, FIbRHEZE sig,, FE:

sig, = 0.05x av,
E=UE N TARIE SAMPLEL H 432[ cycles(y - foo)
bR UEZE RE A2t/

3) AT IEAKFE SAMPLE2; I8 H0UAT loops,
K y-foo, H.H loops, =1000, y=20; 7L loops, Ik
R AE R R, 2 2 ORI I ) (el ey ) 1E
[av, —sig,,av, + sig,] ol I, KX CRFE L —
YA WERFE; T SAMPLE2 H cycles(y - foo) FR T
HRCRAE B ME v, ~ PIE avy FIFRREZ sig, ;

4) SAMPLE2 455, H AT A WK FE R AL
100D 4904 WAL :

l00ps 4pq = 90% - loops,
I H. SAMPLE2 brifE 7 sig, i 2
sig, <10%-av,
IS, A A I D), %A TRUE. 5 HAAN B
T, FEHCRAE D R

5) AIELLNNE 10 JCHR A AT L) TR bR 22 1)
AR BRIE TG 5%, FRHAEFERAENSE . 5 4briE
FE AR sz R SE B 2 T B 30% I, 475
WS, WIR[H FALSE, W8 K00 .

R oR £ — O AR 7V 7 B

FET O MRAERE T ARG H BRI &R
TR EFIRRAMEERITTIE

Method 7 Testing function two: the method of testing
the minimal speed, the average speed and the standard
deviation proposed by us

I pr K —
Input:
foo, y = 20,loops, =1000,loops, =1000,/en

loops g,pg = 0,101 =0.1,Icnt =0
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Output: v, ,av,,sig, 39 Vmin =(cl—1, )/(x*len)
1 Procedure SAMPLEI1 40  sig, = sig, / av,
2 for i=1 to loops,do _
41  av, =(av, —t,)/(x*len)
3 cy = readtsc() 42  return TRUE
4 y-foo (o, WTEV S /INERE R RE b, VTR 6 90 5
5 cy = readtsc() —cy IR A . )
6 avy+=cy,sig;+=cy*cy _ .
54 WITHSTSSKEIEUE
7 end for o
8 av, = av,/loops, 541 AATHES A
. . T I 285 0 B9 ) A A S T BE I, IR B0
9 sig, =sqrt((sig, —av, * av, *loops,)/ loops,) N - . o Y o
10 0. = (sig, < 0.05%av 20,05 o) PEEHE AT RE G . A ST 5 A HE BRI 3N 1 i ok
sig, = (si . av, ?0. av, :si . PN
& = ! L S5 LI, FURASE L T EE . BRI I T
11 call SAMPLE2 TR Y A b 5 SR A S 2 FF T T2t
12 end SAMPLEI HASIRIEIP DT IS JUHE ET WL 2«
N HFRATR T 6 AU T I RTATEREAT 20 A
13 Procedure SAMPLE2 1) MR e /NS 1) 5 ¥2- D77 66
14 ¢l =INF i EEFEARMERE. WAy oEd# e
15 for i=1 to loops,do FrHEBRIEFE AL (2), RS E A (1) (3)
16 cy = readtsc() AR 25 R . 5286 5 PIgE IR o, A 3) A4S
17 y-foo RAE
18 cy:readtsc()—cy ii. m“ﬁ#ﬁ%mﬁ%o ﬁzl—(%ﬁ‘]ﬁﬂﬁﬂz‘ﬁﬂﬁﬁ
s —sig) wd <oy rsig)  SRPIUEE. RRREOKTLUIA A
hen SHMEHA . IR, R SRR, AR R i
20 avy+ = cy,sig,+ =cy *cy Ko FAT 70 ) 3L 52565 2 AN SRy 6 I HL T x A loops 1Y
21 100ps 4y ++ HUH: x=20, loops=1000 .
g R ST T 5 2 SR TTL T  ( s T S i
’ = (el < ep2el i) AWK 5 LIRS0 S I
23 end lf 3‘%0 ﬁxilﬁ%%%éﬂ%ﬁ‘ﬁ%ﬁ‘/z, HE:’{I‘]E‘J@;’I%S‘EE*H
24 end for ZEAK, BRI LLALH x F loops HIHUAE -
25 if [00psg,,q > 0.9 loops, then 2) [l N R PS8 38 (R T E- T35 T 6
26 av, =av, /Zoopsgood ‘ 1. ﬁ}gﬁﬁé\\ﬁmﬁ%o %&(L}Eﬁ /A\\ﬁ(3)i+ﬁ§-i/J\
, (st R Y PUYL VI /A W
sig, =S sig, —av, * av, * loops
. 82 =8¢ 8> 2 2 DS good av=( Z v -00) /(3 * loops,) )
loopsg(md) - ‘ loops,
28 if sig, >tol-av, then ﬁ‘ﬁ$i?lfﬁg° . o .
i. WA ERIERE. BATET LI RFEA
29 loops g,,, =0, restart SAMPLE] . s o ek p .
. RN 25 S B sE M o IIAURE AR 12 1R K/ A
i(l’ eflld it {BRAIE I 5 S T S P (1 D, 2 e A
else 2 TR A4 B e S SIS 7
- i fonf++==10 then o P15 Ik 525 2 FISLES 7 ML T y Flloops,
33 lent = 0, t0l = tol +0.05 I y=20, loops,=1000
34 if tol >0.3 then return FAUSE TIPS IR ) 00 g L A S e B 1) S DR S A
35 100pS 4ypq =0, restart SAMPLEL Ko AN CH G R84 R EVE, EATTPI S A
36 end if AR, PRI EASLH] y # loops, IIHUE .
37 end if i, FRATIAYFH [R]— AR 254 () I o B e /N Jk
38 end SAMPLE2 PRSP, A4S 38 il g S R & mT b k.
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iv. FEMBRIE R, FRATT R s A v 25 AN
I 30%. 1% 7980T LA B0 D i S B <o I 4 R
R, AT LR AR E TEE
5.4.2 SZIGIGAF

AV 1 6 A3k 7 IS TURFIE S 45752 2
. 2 1 24 Matsui J7¥E(R Fog J75). SUPERCOP
Jii5 A K Gladman J7 V5 )& TURFAE . B 1 FISE
2, FRATATLIKT LA 6 Bl vk 11 s [R) s fi B L 2

bk 6 FIJTVE 7 Ry SRR E
PE, BAT5 B i 7 MRS5S Matsui J7iE(R]
Fog J7E) IR S5 5 . SUPERCOP J5 i (1R 45
PLK Gladman J7 35 IRRES AT LI . #6575 7
W, SRV 6 TN

TATHEAT AR PR AL SE5

75

439K FH Matsui 772 (Bl Fog 777%)SUPERCOP
JPVERTTE 7, T AES-128 Hfif 25 5 i S8 i 52
I

1) KH Matsui JE(EP Fog J7v%), WA nfe =
BB B /NS foo ) AES-128 Jil1a R $ (Bl fift 2
PR, x=1; loops=1000; len HIHUE Ny 128~
4096B;

2) X SUPERCOP J5i%, WA s 5
PSSR FIRRIE %S foo S AES-128 I bk K ( sk it
BRH0); x=1; loops=1000; len [HEUE N 128~
4096B;

3) RHFTEE 7, M ok 2500 fse /N L
BB RbRUE 2 foo ) AES-128 In% ek A (sk fif
PRI%D); len [HUE N 128~4096B.

S 8 A TR 256 25 AL PRAERR 10
F10 K4 8 MIKLER
Table 10 Results of experiment 8
Enc Dec
oty ik e
len (Bytes) Ave (cpb) Med (cpb) Min (cpb) Ave (cpb) Ave (cpb) Min (cpb) Min (cpb) Ave (cpb)
128 13.96 15.63 13.48 13.92 (1.38%) 14.20 15.81 13.58 13.89 (1.70%)
256 12.88 13.41 12.29 12.49 (0.83%) 12.76 13.59 12.34 12.55 (1.50%)
384 12.68 12.69 11.91 12.08 (1.40%) 12.37 12.85 11.94 12.06 (0.88%)
512 12.32 12.37 11.80 11.94 (1.06%) 12.14 12.52 11.85 11.96 (1.05%)
640 12.09 12.13 11.65 11.78 (1.54%) 12.01 12.30 11.69 11.81 (1.29%)
768 11.80 11.98 11.53 11.64 (1.05%) 11.98 12.14 11.59 11.75 (1.55%)
896 12.12 11.87 11.48 11.67 (7.92%) 12.04 12.04 11.52 11.60 (1.28%)
1024 11.64 11.79 11.42 11.55 (1.42%) 12.98 11.96 11.48 11.55 (0.84%)
2048 11.67 11.50 11.25 11.43 (1.61%) 11.96 11.71 11.31 11.40 (1.01%)
3072 11.60 11.46 11.20 11.29 (1.01%) 11.69 11.61 11.26 11.34 (0.95%)
4096 11.69 11.38 11.18 11.27 (0.97%) 11.65 11.55 11.25 11.38 (1.17%)

(H: “Med” FVPHIEHERRITH oyi] (0 <i<loops — 1IN B med , “Min” H| P IEIEFRE/NEE v, ,

“Ave” B IEIRE R R

SERIEE av, “Ave” FUTEE S H R T BRI AR ZE sig o )

S 9

73 IR Gladman 73207515 7, M AES-128
T T g S R R A S B

1) K77 4, W0 i 25 e B0 g5 /)
foo Jj AES-128 % ki A0 (iR % s £0); x = 8;
loops =100 ; len HJHUHEA 128~4096B;

2) KHTT¥E 5, M iR 2 ek 25 )~ 25 34 5
PRyt ZE: foo y AES-128 N bR £ (2l i 25 bk £0);
y =16; loops, =1000, loops, =10000; len [FIHL{H
h 128~4096B;

3) SKHITTEE 7, DN 2 ok 25 B /N P

B FARE 2. foo A AES-128 I35 iR B (i %
PRI%D); len [HUE N 128~4096B.

PATRE LI 45 A AR 11 s

WEER 10 F1R 11, 20518 Matsui J57E(H] Fog
J7¥%)« SUPERCOP J5 £ A1 Gladman J7 2 1l ik 45 S
551 7 MR 45 AT LhAR, wT LRI

1) R J7E 6 5k 7 432 (AR 45 5 5 nfa
s B R K ARk, AR 4 B Bk AR
/N ARG AT B A BE ARG, i 2k A /N
(1325 3 A

2) M5k 7 133800 e IME AT 3E 2 [ 2 AT
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Table 11 Results of experiment 9
Enc Dec
Dot Gladman J7 A4 i T R Gladman J7 72 T T R
Min (cpb) Ave (cpb) Min (cpb) Ave (cpb) Min (cpb) Ave (cpb) Min (cpb) Ave (cpb)
128 13.71 13.66(1.25%) 13.48 13.92 (1.38%) 13.95 13.86(1.02%) 13.58 13.89 (1.70%)
256 12.47 12.32(0.71%) 12.29 12.49 (0.83%) 12.64 12.53(0.84%) 12.34 12.55 (1.50%)
384 12.05 11.90(0.70%) 11.91 12.08 (1.40%) 12.25 12.11(0.74%) 11.94 12.06 (0.88%)
512 11.94 11.78(0.86%) 11.80 11.94 (1.06%) 12.11 11.95(0.72%) 11.85 11.96 (1.05%)
640 11.80 11.66(0.76%) 11.65 11.78 (1.54%) 11.97 11.83(0.60%) 11.69 11.81 (1.29%)
768 11.72 11.55(0.75%) 11.53 11.64 (1.05%) 11.89 11.75(0.77%) 11.59 11.75 (1.55%)
896 11.66 11.48(0.77%) 11.48 11.67 (7.92%) 11.83 11.67(0.73%) 11.52 11.60 (1.28%)
1024 11.61 11.43(0.69%) 11.42 11.55 (1.42%) 11.77 11.61(0.61%) 11.48 11.55 (0.84%)
2048 11.44 11.27(0.79%) 11.25 11.43 (1.61%) 11.63 11.45(0.69%) 11.31 11.40 (1.01%)
3072 11.41 11.22(0.80%) 11.20 11.29 (1.01%) 11.55 11.42(0.93%) 11.26 11.34 (0.95%)
4096 11.38 11.22(0.91%) 11.18 11.27 (0.97%) 11.52 11.41(0.89%) 11.25 11.38 (1.17%)

(E: “Min” BT OB o5 e N v,y

WA (R ORI PE AT e, AN BB/ ME L P {E
KIEL;

3) A5k 7, BATRAEA AT IRE loops, ]
{EIE 498/ 1000, LLEE AR, MEEER 10 A1
K11 ATLURBL, loops, IEIE/INIFBCA 5 MR £
o BRSO M AT FEME

gidy ESCTAT M M SE I 6 e, F AT
giie: X T oA mEEk, MR 6 ik 11453
(RIS R RN, TEM, R,

FEART )t a, BT LRI — g A
JiiE 7 VAR BV A fe MR B R LR AR
FIE M. X N AEIEACRAE SAMPLE2 [ HUFE
AR, R bR EZE AN T 30% I, PSR
R A S e 32, IXFE AT DAHE SR I 5 iod 2 o
PR AN E B o AR AE ZE RN, B ik B
SEAIRAS, I MEATF IR LB AT K (L 2= 2 A

S o
6 MikTF RNz

RATRFEE 5 Wy IRk 6 Arik 7, MK
AES SLIEA SM4 B350 25 3 JE R 3R A S
B
6.1 AES &%

6.1.1 AES-128

1) MK AES-128 Hnfig % 5y S s/ NEEE L P
T R 22 o SIS 4 DS AER 12

2) MK AES-128 D i ol i dee N o S
B 25 FAdsRAE R 13 1

“Ave” HIH BRIV EIHL av , “ Ave” FIHE 5 H K FT 0 B R Gt DR IR sig o)

R 12 AES-128 MRERIHSEEMRER
Table 12 Testing results of encrypting and decrypting
short messages with AES-128

Enc Dec

len (Bytes) Min Ave Min Ave

(cpb) (cpb) (cpb) (cpb)
128 13.38 13.69(0.87%) 13.6 13.94(1.01%)
256 12.20 12.36(0.90%) 12.40 12.56(0.83%)
512 11.70 11.80(0.81%) 11.84 11.99(1.34%)
1024 11.36 11.44(0.63%) 11.53 11.61(0.79%)
2048 11.20 11.25(0.60%) 11.37 11.43(0.63%)
3072 115 11240.71%) 1132 11.40(0.70%)
4096 11.13 11.19(0.63%) 11.31 11.35(0.48%)
5120 11.13 11.19(0.81%) 11.30 11.38(0.93%)
6144 11.13 11.20(1.07%) 11.30 11.38(0.94%)
8192 11.13 11.19(0.88%) 11.31 11.39(0.95%)

(E: “Min” FIPRIEAER RN vy, “Ave” TIPS
TR T av, “Ave” TR S BT 23 BOR AR Go vt DR A b fe
7 sig o )

R 13 AES-128 MEEKHEREMILLER
Table 13  Testing results of encrypting and decrypting
long messages with AES-128

len (Mbytes) Enc v,;, (cpb) Dec v, (cpb)
1 11.33 11.46
2 11.34 11.50
3 11.32 11.47
4 11.32 11.47
5 11.35 11.50
6 11.35 11.51

6.1.2 AES-192
1) M AES-192 Ik i i) due M e -1
P BERRAE RS o SER 2 RALSRAESR 14 1
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R 14 AES-192 fnfiRe 58 H SR E KR
Table 14 Testing results of encrypting and decrypting
short messages with AES-192

& 16 AES-256 MiRERHSERENRER
Table 16 Testing results of encrypting and decrypting
short messages with AES-256

Enc Dec
len
(Bytes) Min Ave Min Ave
(cpb) (cpb) (cpb) (cpb)
128 15.90 16.19(0.45%) 16.08 16.39(0.40%)
256 14.43 14.63(0.37%) 14.62 14.80(0.39%)
512 13.77 13.88(0.81%) 13.96 14.05(0.26%)
1024 13.39 13.46(0.23%) 13.54 13.60(0.19%)
2048 13.20 13.24(0.23%) 13.35 13.39(0.25%)
3072 13.13 13.18(0.30%) 13.28 13.32(0.27%)
4096 13.10 13.15(0.34%) 13.26 13.29(0.45%)
5120 13.09 13.14(0.45%) 13.25 13.28(0.50%)
6144 13.09 13.14(0.66%) 13.24 13.29(0.71%)
8192 13.09 13.15(0.86%) 13.25 13.29(0.87%)

(: “Min” HP BRI v, “Ave” ISR
FORPIIE av, “Ave” FIPEES I E 5 BER G INR 1 AR v
7= sig o )

2) P AES-192 Jnfii a8 K30 B e /N . 52
gk RACSKAER 15 s

R 15 AES-192 MMREACHREEMXER
Table 15 Testing results of encrypting and decrypting
long messages with AES-192

len (Mbytes) Enc v, (cpb) Dec v, (cpb)
1 13.20 13.44
2 13.21 13.48
3 13.21 13.47
4 13.21 13.48
5 13.21 13.48
6 13.21 13.48

6.1.3 AES-256

1) WX AES-256 Infi s 5 i B i /Mg . F
B B RIbREZE o SIR 45 DR AE R 16 T

2) MR AES-256 Hifi A5 K S dse N . 5K
a5 FACSRKAER 17 s

SRR

H 12 ML 13 45 . 3R 14 FIEE 15 4L
* 16 MK 17 MERTLEH, MR K EIT
1024B I}, AES 52 0 fi 2% () Bk Bk e R A& .
6.2 SM4 &%

1) WK SM4 i 2 4 3 JE AR e /N B P-4
JERBRAEZE . SEIR 45 Rl K AE 3R 18 .

Enc Dec

len (Bytes) Min Ave Min Ave

(cpb) (cpb) (cpb) (cpb)
128 19.15 19.50(0.50%) 18.90 19.22(0.45%)
256 17.31 17.55(0.35%) 17.15 17.35(0.34%)
512 16.30 16.45(0.40%) 16.19 16.32(0.40%)
1024 15.68 15.78(0.28%) 15.63 15.74(0.51%)
2048 15.37 15.44(0.63%) 15.37 15.45(0.70%)
3072 15.26 15.36(0.96%) 15.27 15.37(0.89%)
4096 15.20 15.30(0.86%) 15.24 15.34(0.87%)
5120 15.19 15.29(0.89%) 15.23 15.31(0.78%)
6144 15.19 15.27(0.75%) 15.22 15.31(0.90%)
8192 15.16 15.31(1.41%) 15.21 15.33(1.42%)

(E: “Min” FIPRIEAE R R ADNBE vy, “Ave” SIS

FORPRIHEE av, “Ave” PRSI0 E 2B R GEvT Wl br vk
7E sig o )

R 17 AES-256 fEZKHERREN KGR

Table 17 Testing results of encrypting and decrypting
long messages with AES-256

len (Mbytes) Enc v, (cpb) Dec v, (cpb)
1 15.34 15.43
2 15.34 15.46
3 15.34 15.45
4 15.34 15.46
5 15.34 15.47
6 15.33 15.47

* 18 SM4 IR EH RIEE X LE
Table 18 Testing results of encrypting and decrypting
short messages with SM4

Enc Dec

len (Bytes) Min Ave Min Ave

(cpb) (cpb) (cpb) (cpb)
128 28.40 28.62(1.17%) 28.70 28.91(1.05%)
256 26.67 26.82(0.74%) 26.77 27.02(0.82%)
512 25.78 25.91(0.74%) 25.81 26.14(0.72%)
1024 25.36 25.50(0.73%) 25.18 25.47(0.80%)
2048 25.14 25.29(0.78%) 25.14 25.44(0.82%)
3072 25.07 25.26(0.85%) 25.12 25.43(0.86%)
4096 25.06 25.25(0.81%) 25.13 25.42(0.88%)
5120 25.07 25.24(0.86%) 25.20 25.44(0.94%)
6144 25.08 25.25(0.84%) 25.21 25.44(0.86%)
8192 25.09 25.34(1.83%) 25.25 25.58(2.17%)

(FE: “Min” FIPRIEAR R ADNBEE v, “Ave” SIS
R T EE av, “Ave” FIHEESH 0T 22 BN GET IR ) btk
7 sig o )

2) DA SM4 i o K i B AR B /NI o SIZ I 4
FAdskAEk 19 .
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S35 3k

R19 SM4 MREKIHBEENAER
Table 19 Testing results of encrypting and decrypting

long messages with SM4
len (Mbytes) Enc v, (cpb) Dec V., (cpb)
1 25.23 25.50
2 25.28 25.57
3 25.16 25.47
4 25.21 25.49
5 25.22 25.47
6 25.18 25.49
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