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Abstract The existing 5G (5th Generation Mobile Communication Technology) core network anomaly detection is
mainly based on the deep analysis of signaling traffic. However, the existing researches seldom consider the interaction of
core network functions. Aiming at the above problems, an interaction-based model for anomaly detection of network func-
tion in 5G core network is proposed. First of all, driven by behavior analysis, this model extracts multidimensional attrib-
utes based on signaling traffic and network function registration data, and characterizes the network function behavior
mode through behavior portraits. In addition, the model also uses the integrated learning algorithm RFECV (Recursive
Feature Elimination with Cross Validation) to select attribute features, so as to reduce the feature dimension and screen out
the attribute features highly related to the differentiated network function behavior mode. Then, the core network is mod-
eled as a graph based on the network function interaction relationship, and the graph structure data after modeling inte-
grates the network function attribute information and interaction information. Finally, this model uses graph convolution
network based on spatial domain to aggregate attribute information and structure information of neighborhood nodes to
fuse behavior pattern features. The newly generated node representation is used for classification, thereby transforming the
core network function anomaly detection problem into the graph node classification problem. Through the data collection
on the free5GC simulation platform and the experiments in the built anomaly detection system, it is shown that the anom-
aly detection performance of this model is superior to the traditional machine learning model based on attribute feature
analysis, graph embedding model based on structural feature analysis and some 5G core network anomaly detection mod-
els. When 10% of the data set is used as the training set, the accuracy of the proposed model is higher than that of support
vector. The machine model is improved by 6.6%, 13% higher than the Struc2vec model, and 8% higher than the deep neu-
ral network model.
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K] #2825 (Graph Neural Networks, GNN){£ 4
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3 /AT RS

4 For v in V Do

5 For £k =1,2,...,K, Do
6 fia —Eq(2);

7 End For

8 For k =1,2,...,K,, Do
9 fin < EaQ);

10 End For

11 For k =1,2,...Kz Do

12 fis a4y

13 End For

14 fo <~ Ea();

15 End For

16 /] FRAERRHEAL,

17 Sosmo — Ea.(7);

18 I B

19 fy.ser < RFECV Algorithm;
20 F «—Eq(3);

21/ EWgE

22 G < Eq.(9);
23/ EMEM%%
24 For e =1,2,..., E Do

25 For [ =1,2,..., L Do

26 D —Eq.(10), K" e Y,
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28 L «—Eq.(12);

29 End For
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31 End For

32/ R

4.6 GAD Bk

IBNAD #5884 (1) 1% L 2 55T 1 1) 57 5 Kl (Graph-
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Figure 7 Schematic diagram and topology diagram of the networking scheme
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Table 2 Dataset Information
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Precision FEA5 Y 0 A7 1 FRIFE A o S Br 4 1E 1)
FEALLAI, Accuracy Fi TN IE A I FEAS A )
EEA, Recall $i5 55 Bk 1E IR A TG A 1E OREAS LE
2(Precision * Recall) % Precision
(Precision + Recall)

i, Fl_score=

Recall [{JFFIT-24)ME, AUC $8 43 228 A5 IEFEA FIE
T ORFEARMEINER, 185 F1_score Al AUC {H
1, IS AR RE B
53 SKIEGERROM

ARSI FEASE 2 Har. 1) AR 3
o5 I T R MR AR AR G LA 2 IR BE T4
5 B EHRABIE . 5G %0 M S0 RS R 56 Lk
iEW] IBNAD AP RE A At ADLBkE s 2) vl
S g IBNAD BRI AR BEAT LU, LA
B UFE NF AT 9 HAZ  FrAE bR AR BRI R AR B AR
(RN o S8 A A BRI B W1 3 iR, GCN 2

B B S 2% SCRR[SS1L A L J5 ik 4 B, fide
2% Adam.

#3 LUREHINMEEE
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GPU 7! NVIDIA GeForce RTX 3090
GPU %= 1

WAF(G) 36
A PR (%) 10

il (G) 1000

free5GC v3.0.6

Pytorch v1.8.1

Python v3.7.10

#*4 GCN WS

Table 4 Parameters of GCN
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Figure 8 Relationship between number of feature selections and classification performance
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Figure 9 Feature ranking and feature selection
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Table 5 Performance comparison of each model under different training set proportions

Metries M gyy  Random e png Nede Strue XGB MKC DNN IBNAD
%o Forest 2vec 2vec oost

10 0.7579 0.7319 0.7211 0.5415 0.5661 0.8066 0.7034 0.7196 0.7256 0.9392

. 20 0.8152 0.7559 0.7473 0.5883 0.5732 0.8046 0.7123 0.7679 0.7664 0.9432

Precision 40 0.8434 0.8096 0.7330 0.5583 0.6159 0.8096 0.7431 0.7741 0.8323 0.9417

60 0.8791 0.7977 0.8567 0.5453 0.6448 0.8161 0.7214 0.7860 0.8421 0.9433

10 0.8858 0.8743 0.8632 0.7036 0.6897 0.8356 0.8413 0.8538 0.8739 0.9445

20 0.8995 0.8902 0.8781 0.7101 0.6978 0.8432 0.8575 0.8750 0.8931 0.9458

Accuracy 40 0.9177 0.9161 0.8800 0.7061 0.7315 0.8525 0.8767 0.8900 0.9138 0.9480

60 0.9311 0.9168 0.9278 0.6909 0.7536 0.8606 0.8825 0.8967 0.9222 0.9482

10 0.8359 0.8089 0.7846 0.5246 0.5578 0.7349 0.6670 0.7137 0.8104 0.9353

20 0.8333 0.8374 0.8102 0.5701 0.5598 0.7656 0.7581 0.7611 0.8247 0.9362

Recall 40 0.8418 0.8780 0.8497 0.5372 0.5758 0.7889 0.8333 0.8360 0.8242 0.9408

60 0.8601 0.8939 0.8601 0.5338 0.5979 0.8086 0.8485 0.8452 0.8421 0.9403

10 0.7889 0.7649 0.7487 0.5182 0.5584 0.7494 0.6831 0.7135 0.7643 0.9358

20 0.8209 0.7928 0.7716 0.5711 0.5629 0.7802 0.7309 0.7636 0.7916 0.9372

Fl_score 40 0.8393 0.8409 0.7855 0.5340 0.5777 0.7963 0.7854 0.8029 0.8275 0.9409
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60 0.9086 0.9092 0.9051 0.5992 0.6840 0.8923 0.8711 0.8801 0.8951 0.9688
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Figure 10 Performance of the IBNAD model and nine comparative models
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Table 6 Performance comparison of different variants of the model

Metrics Train IBNAD IBNAD IBNAD IBNAD IBNAD IBNAD IBNAD
% (BA) (NA) (BxA) (STD) (SEL) (Feature)
10 0.9392 0.5742 0.5378 0.8129 0.9281 0.8797 0.8460
20 0.9432 0.5784 0.5418 0.8188 0.9300 0.9044 0.8564
Precision
40 0.9417 0.5773 0.5407 0.8172 0.9316 0.8941 0.8667
60 0.9433 0.5779 0.5413 0.8181 0.9340 0.8904 0.8748
10 0.9445 0.5721 0.5359 0.8099 0.9120 0.8827 0.8572
20 0.9458 0.5794 0.5427 0.8203 0.9300 0.9072 0.8707
Accuracy
40 0.9480 0.5813 0.5444 0.8228 0.9344 0.9088 0.8744
60 0.9482 0.5834 0.5464 0.8259 0.9427 0.9096 0.8797
10 0.9353 0.5552 0.5200 0.7859 0.8696 0.8425 0.8409
Recall 20 0.9362 0.5689 0.5328 0.8053 0.9108 0.8760 0.8689
eca
40 0.9408 0.5746 0.5382 0.8135 0.9204 0.8967 0.8647
60 0.9403 0.5796 0.5429 0.8206 0.9408 0.8991 0.8720
10 0.9358 0.5625 0.5268 0.7962 0.8939 0.8551 0.8433
20 0.9372 0.5727 0.5364 0.8107 0.9198 0.8888 0.8623
F1_score
40 0.9409 0.5756 0.5391 0.8148 0.9257 0.8932 0.8657
60 0.9416 0.5786 0.5419 0.8190 0.9372 0.8937 0.8734
10 0.9644 0.5833 0.5463 0.8257 0.9410 0.8705 0.8756
AUC 20 0.9687 0.5888 0.5515 0.8335 0.9568 0.8760 0.8780
40 0.9690 0.5912 0.5537 0.8369 0.9572 0.8966 0.8787
60 0.9688 0.5918 0.5543 0.8377 0.9585 0.8998 0.8788
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Figure 12 Comparison of ablation experiments
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Metrics JHE 5 PR
Precision 0.9392 0.9342
Accuracy 0.9445 0.9390

Recall 0.9353 0.9305
F1_score 0.9358 0.9312

AUC 0.9644 0.9599
TR SR R A 0.9166
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