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Abstract Operating system has a large user base, which makes the kernel vulnerability very versatile. As an efficient
vulnerability mining method, fuzzing has also been applied to the operating system kernel, and has achieved good results.
However, Syzkaller, the popular kernel oriented fuzzing model, has some blindness in generating seeds, and cannot auto-
matically generate system calls with dependencies, which will restrict the code coverage ability of fuzzing. To solve these
problems, this paper proposes and implements a kernel fuzzing model SyzMix based on seed intelligent generation. On the
one hand, the model combines with LSTM (long short term memory) neural network, uses syntax template, automatically
generates more system call sequences with potential dependencies through serialization and deserialization, and effectively
improves the success rate of seed execution; on the other hand, the explicit dependencies of system calls are obtained by
static analysis method, and the implicit dependencies of system calls are obtained by dynamic analysis method, and further
optimize the relationship of system calls within the seed through the above dependencies. Combined with the generation
strategy and mutation strategy of test cases, the accuracy of selecting system calls is significantly improved. Based on the
above methods, SyzMix achieves higher code coverage and the code coverage speed-up. To verify the validity and practi-
cability of the model, SyzMix and Syzkaller are tested in different versions of the kernel. The success rate of seed execu-
tion is increased by 16%, the accuracy of selecting system calls is improved by 88.8%, the kernel code coverage is in-
creased by 7.87%, and code coverage achieved a speed-up of 132.3%. In addition, SyzMix found eight unknown bugs in
different versions of the kernel and requested CVE number CVE-2021-45868.
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4=

: bpf$BPF_BTF(cmd const[0], arg ptr[in, bpf_btf _id], size len[arg]) fd_btf

: read(fd fd, buf buffer[out], count len[buf])

[\

(o)

¢ connect$unix(fd sock_unix, addr ptr[in, sockaddr_un], addrlen len[addr])

()

¢ 10ctI$SIOCAX25ADDUID(fd sock_ax25, cmd const[ SIOCAX25ADDUID]) )
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Figure 7 Procedure for obtaining explicit dependencies of system call
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1: case = dequeue(Q)
2: IF validate(case.Prog) == false
3: RETURN
4: 1F case.Calllndex == 0 ||
hasNewCoverage(case. Prog|case.Calllndex]|)==false
5: RETURN
6: cov = getCoverage(case. Prog|case.Calllndex))
7: p = case.Prog
8: FOR i = 0; i < case.Calllndex; i++
9:  RemoveCall(p, i)
10: newCov = getCoverage(case.Prog[case.Calllndex—1])
11: IF cov == newCov

12: case.Prog=p

13: case.Calllndex = case.Calllndex — 1
14: i=i-1

15: ELSE

16: p = case.Prog
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1: WHILE !isEmpty(Q)

2:  case = dequeue(Q)

3:  FOR front = 0; front < length(case) — 1; front++

4. FOR rear=front+1;rear<length(case); rear++
5
6

IF M([front, rear] != prioHigh
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Fz 4 SyzMix &I E bug
Table 4 Bugs found by SyzMix

b PAZ A et
1 bug-213539 5.13-rc4 use-after-free
2 bug-213575 5.13-rc4 stack-out-of-bounds
3 bug-214463  5.15-rc-ksmbd-part2 use-after-free
4 bug-214655  5.15-rc-ksmbd-part2 use-after-free
5 bug-215405 5.16-rc6 use-after-free
6 bug-215421 5.16-rc4 bad-rss-counter-state
7 bug-215423 5.16-rc4 null-ptr-deref
8 bug-215517 5.16-rc4 stack-out-of-bounds

deref. 1 /™ bad-rss-counter-state . H. 71, 7F N #%

5.15-rc-ksmbd-part2 H1[1] bug-214655 EL &N If1&
110000

100000 == — -
90000 1 ///
% 50000 -
00 /
70000 /
/
00000 /! — - Healer
500001/ Healer-LSTM
0 2 4 6 8 10 12
B fa)/h
(a) Wi%5.16
12
Figure 12

5 BHE5E

AT WAZAH R BRI MR, JF AL
HIIHESE Syzkaller FHEH T FhEE TR 58 4E 1k
] N AZ AR AR Y SyzMix. 1ZEE 5| N LSTM 4!
W 2E, BIEEIH T RGO R R . L4
WRM, AR T Syzkaller, Fi AT HF T
i, JEFE RGP AR VE T4, SR, s
Bk, IEHRILT 8 A8 bug, HIETSE] CVE %'y
CVE-2021-45868.

TR 2 TAE, K AT B S 1t 16 28 99 2%
GERE, KRR 1 SO REAT B4R BEAG I 25, B
FhFHAT B2, t— i s A s 2.

S35 3k

[1] Linux Kernel History Report. https://www.linuxfoundation.org/
wp-content/uploads/2020_kernel history_report_082720.pdf. 2020.
[2] Testing Linux at a time. http:/linux-test-project.github.io/. 2021.

@ https:/mvd.nist.gov/vuln/detail/CVE-2021-45868

2, I B3 %] CVE 45 CVE-2021-45868"
4.7 FhFHRI 5 1E Healer 2 1E M M

1T Healer 1 SyzMix #f LA syzlang #% =X 1 S {4
FBE NN, AT A2 G 7 % Healer
FIE . T2, T SyzMix f#H Go &
=52, 1 Healer /1 Rust S28, 7 IS4
BKZER, PIBA NP AT 0 AT R A .

Healer-LSTM 1 [l LSTM I %5543 3 it Fh 13
F, T Healer {3 FHAH [RIZCE MBENLR 7S 1. AHLE
Healer, fENH% 5.16. W% 5.18 $47 12 h J&, &5 34
12(a). 12(b)fi 7%, Healer-LSTM %5 75 0] 43 i
4.77%- 4.76% . AT SEHG AT LAUE A1 A2 R 4 F
Healer - HA—@& MG H M.

110000 A

90000 1 / ~
#E 80000 e
i )

70000 1 /y

1 )
s / — - Healer
/ — Healer-LSTM
6 : 4 6 8 i0 12
I El/h
(b) %518

50000 A

Healer. Healer-LSTM 78 25 % LL %
Healer Healer-LSTM coverage compare

[3] Linux Kernel Selftests. https:/www.kernel.org/doc/html/v4.15/
dev-tools/kselftest.html. 2021.

[4] Richard McNally, Ken Yiu, Duncan Grove. Fuzzing: The State of
the Art. Technical report. Australia: DSTO Defence Science
Organisation, DSTO-TN-1043. Jan. 2012.

[5] Michal Zalewski. American fuzzy lop: A novel type of compile
time instrumention fuzzer. http://lcamtuf.coredump.cx/afl. May.
2015.

[6] Wang, D., Zhang, Z., Zhang, H., et al. SyzVegas: Beating kernel
fuzzing odds with reinforcement learning[C]. 30th USENLX Secu-
rity Symposium, 2021: 2741-2758.

[7] Dmitry V yukov. Syzkaller: the next generation of kernel fuzzer.
https://www.slideshare.net/Dmitry/syzkaller-the-next-gen-kernel-fu
zzer. May. 2017.

[8] Dunk O. Applying OS Fuzzing Techniques to Unikernels. Technical
report. BSc (Hons) Computer Science, University of Manchester.
Aug.2021.

[91 Zhu X G, Wen S, Camtepe S, et al. Fuzzing: A Survey for Road-
map[J]. ACM Computing Surveys, 54(11s): 230.

[10] Lin G J, Wen S, Han Q L, et al. Software Vulnerability Detection
Using Deep Neural Networks: A Survey[J]. Proceedings of the



THA X A TR

(1]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

€A R RO U A 7

IEEE, 2020, 108(10): 1825-1848.

Godefroid P. Fuzzing[J]. Communications of the ACM, 2020, 63(2):
70-76.

Ren Z Z, Zheng H, Zhang J Y, et al. A Review of Fuzzing Tech-
niques[J]. Journal of Computer Research and Development, 2021,
58(5): 944-963.

(EEEAR, HRS, 5KaEIC, 5. BRI HAR 4R (0]
TLLTAHE 2021, 58(5): 944-963.)

Barkworth Ashley, Mcdonald Lucas, ljaz Ul Hag Muhmmad. Sur-
vey of Software Fuzzing Techniques[M]. 2021.

Liang H L, Pei X X, Jia X D, et al. Fuzzing: State of the Art[J].
IEEE Transactions on Reliability, 2018, 67(3): 1199-1218.

Li H, Zhang C, Yang X, et al. Survey of OS Kernel Fuzzing[J].
Journal of Chinese Computer Systems, 2019, 40(9): 1994-1999.
(BB, skitlt, WdE, % BAE R A AR EOR SR8 ).
NP F 2 2019, 40(9): 1994-1999.)

Oliver M. QEMU,Unicorn,Zelos,and AFL. https://insinuator.net/
2020/07/qemu-unicorn-zelos-and-afl/. July.2020.

ncc group. Project Triforce: Run AFL on Everything! https:/www.

. i HHLOF

nccgroup.trust/us/aboutus/newsroom-and-events/blog/2016/june/
project-triforce-run-afl-on-everything/. Jun.2016.

Dava Jones. Trinity: A Linux Kernel System call fuzzer tester.
http://codemonkey.org.uk/projects/trinity, May. 2016.

Rao. Arvind. Linux Kernel System Call Fuzzing[D]. Masaryk
University, 2018.

Schumilo S, Aschermann C, Gawlik R, et al. KAFL:
Hardware-Assisted Feedback Fuzzing for OS Kernels[C]. The 26th
USENIX Conference on Security Symposium, 2017: 167-182.
Maier D, Radtke B, Harren B. Unicorefuzz: On the Viability of

Emulation for Kernelspace Fuzzing[C]. The 13th USENIX

ERIRIRE

6201613047 @stu.jiangnan.edu.cn

Yo

HHLAS

#8224, Email: wangxf@jiangnan.edu.cn

FEX T 2020 FAE LRI ED)R
20T . IAEVL K2R
Y o /g R 10 R =2 VAR TR b |
248 R s, WHROGEBAEE: BOM
W, RG24, W24 5% . Email:

EBREE T 2007 SEAERRIE TR
CE ARG LAy . BUE
TLR RS WEICAEC MR L K

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

137

Conference on Offensive Technologies, 2019: 8.

Improving AFL’s QEMU mode performance. https://abiondo.me
/2018/09/21/improving-afl-qemu-mode/. 2018.09.21.

Li J, Zhao B D, Zhang C. Fuzzing: A Survey[J]. Cybersecurity,
2018, 1(1): 6.

Pailoor S, Aday A, Jana S. Moonshine: Optimizing OS Fuzzer
Seed Selection with Trace Distillation[C]. The 27th USENLX
Conference on Security Symposium, 2018: 729-743.

Li D, Chen H. FastSyzkaller: Improving Fuzz Efficiency for Linux
Kernel Fuzzing[J]. Journal of Physics: Conference Series, 2019,
1176: 022013.

External usb fuzzing for linux kernel. https://github.com/google/
syzkaller/blob/master/docs/linux/external_fuzzing usb.md. 2019.
Song D, Hetzelt F, Kim J, et al. Agamotto: Accelerating Kernel
Driver Fuzzing with Lightweight Virtual Machine Checkpoints[C].
The 29th USENIX Conference on Security Symposium, 2020:
2541-2557.

Tu X W, Wang X F, Gan S T, et al. Diskaller: Kernel Vulnerability
Parallel Mining Model Based on Coverage Guidance[J]. Journal of
Cyber Security, 2019, 4(2): 69-82.

GRFIC, Tk, HKiE, 5. Diskaller: 3ET-78 o5 2 H) 5 14
1E RGN IR AT IE IR, 58 22547, 2019, 4Q2):
69-82.)

Sun H, Shen Y H, Wang C, et al. HEALER: Relation Learning
Guided Kernel Fuzzing[C]. The ACM SIGOPS 28th Symposium on
Operating Systems Principles, 2021: 344-358.

Xiaochen Zou, Guoren Li, Weiteng Chen, et al. SyzScope: Re-

vealing High-Risk Security Impacts of Fuzzer-Exposed Bugs in
Linux kernel[C].
3201-3217.

31st USENIX Security Symposium. 2022:

HkiE WL, KIAFHRG N
VAR IWSRPR IR

com

. Email: ganshuitao@gmail.

XU VLR K T RE T S B

%, CCF mglisx by, f-1/ER, IEE)VE
QI A Y 2% e 4, BT IR SE . Email:

lyuan1800@jiangnan.edu.cn



