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Abstract Software written in C++ has always been a difficult challenge in binary reverse analysis. Binary code no longer
retains the classes and their information in C++, especially Commercial-Off-The-Shelf (COTS) enables compiler optimi-
zation by default, resulting in significant reduction of residual information. It makes COTS C++ binary reverse analysis
particularly difficult. At present, the existing research work does not fully consider compilation optimization, resulting in a
low recognition rate on recovering classes and class relationships under compiler optimization , and it is difficult to iden-
tify complex relationships such as virtual inheritance. Second, the recognition algorithm has low efficiency and cannot
meet the reverse analysis of large-scale software.

This paper conducts research on the identification technology of classes and their inheritance in C++ binary under
compiler optimization, and makes achievements in three aspects. First, using the inter-procedural static taint analysis to
extract the object memory layout from the C++ binary, effectively resisting the impact of compiler optimization (inline
constructors); second, introducing four heuristic methods, which can recover lost information in C++ binary files; third, an
adaptive CFG (control flow graph) generation algorithm has been developed to greatly improve the efficiency with mini-
mal loss. On this basis, a prototype system RECLASSIFY is implemented, which can effectively identify polymorphic
classes and class relationships (including virtual inheritance) from C++ binary.

Experiments show that under both MSVC ABI and Itanium ABI, RECLASSIFY can identify most polymorphic class
and recovery class relationships from the optimized binary in a short time. In a data set composed of 15 C++ binaries in
real software (O2 compiler optimization), the average recall rate of RECLASSIFY recovering polymorphic classes under
MSVC ABI is 84.36%, while the average recall rate of most advanced solution OOAnalyzer is only 33.76%. In addition,

BIER: 2BmRB, Wi, 1E &g TR, Email: gongxiaorui@iie.ac.cn.
ARUREAT BAE 5T R VR P46 25 ) BUSTRE R B R A A 5 97 B ST HET & g I RS (No. Z181100002718002) % B«
Wik 1393 2020-06-05; & F31: 2020-06-12; 5EF H 3 2022-12-07



Pl 5 T CH R RS AR R R AR

139

compared with OOAnalyzer, the analysis efficiency of RECLASSIFY is improved by three orders of magnitude.

Key words binary analysis; class inheritance recovery; static taint analysis; adaptive CFG generation algorithm
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Class A{ Class E{
public: public:
int a; int e;

A(){cout<<“A”<<endl;}
virtual ~A() {cout<<“~A”<<endl;}
virtual void funcA(){...}

E(){cout<<“E”<<endl;}
virtual ~E(){cout<<“~E”<<endl;}
virtual void funcE(){...}
35 |5
Class B: virtual public A { Class D: public B, public C{
public: public:
int b; intd;
B(){cout<<“B”<<endl;} E object_member;
virtual ~B(){cout<<“~B”<<endl;} D() {cout<<“D”<<endl;}
virtual void funcB(){...} virtual ~D() {cout<<“~D”<<endl;}
} virtual void funcD(){...}

I8
Class C: virtual public A { b

public: void main(){
int c; D *d=new D();
C(){cout<<“C”<<endl;} d->funcD();
virtual ~C(){cout<<“~C”<<endl;} delete d;

virtual void funcC(){...}

§ :

1 AR CHIRE
Figure 1 The C++ source code of five classes

main() AZAQ

1. call new 20. mov si, rex

2. mov rex, rax

3. call D::DQ 21. mov qword ptr [rsi], vfiptrA

D:D0 é)

4. mov rsi, rex

B:B(
22. mov rsi, rex

23. mov qword ptr [rsi, vitptrB1

5. mov qword ptr [rsi+8], vbtptrD1
1A - @) 24. mov rax, qword ptr [rsi+8]
6. mov qword ptr [rsi+0x20], vbtp@rD2 b 25. mov rdi, qword ptr [rax+4]
26. mov qword ptr [rdi+rsi+8], vitptrB2
7. lea rex, [rsi+0x40]
8. call AzA() c=c()
?O"‘CC;‘“‘EX*Br(S)‘ 27 mov rsi, rex
. 3 rd ptr [rsi], vitptrC1
11. lea rex, [rsi+0x18] . 9. qword ptr [rsi+8]
12. call C::C() @) 3. ax+d]
31 rd ptr [rdi+rsi+8], viptrC2

13. mov qword ptr [rsi], vitptrD1

14. mov qword ptr [rsi+0x18], vitptrD2
15. mov rax, qword ptr [rsi+8]

16. mov rdi, qword ptr [rax+4]

17. mov qword ptr [rdi+rsi+8], vitptrD3,

E:E()

@

PR, -

32. mov rsi, rex

18.lea rex, [rsi+0x50]
19. call E::E()

2 XD MEI R RS

Figure 2 Assembly code for class D initialization
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Figure 3 The object memory layout and object initialization of derived class D
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KM . 45 R R, RECLASSIFY -3 # [k
84.36%, 1tk OOAnalyzer = 1 50%7:44, 1 H F
score W& —f5%, Al LAUERH RECLASSIFY 7E 1k
RLZE/FL Lok, itz 4, RECLASSIFY A
A8 = AR 2£(97.17%) o

W 3 fioR, X/ RECLASSIFY 7E Itanium ABI
NUONSEITEA S5 . 453 WoR, RECLASSIFY fE
Itanium ABI N Up 28 (1)~ 1-35) 4 (0] 22 R0 HAEN 2 70 501l hy
80.06%#! 97.54%, F score 4 0.88, 1X5 MSVC ABI

<2 MSVC ABI Z#9iR 5
Table 2 Class recovery under MSVC ABI

o Jorln RECLASSIFY ‘ OOAnalyzer ‘
SRR ey T ams s rseoe U pms wE Fsoe D
(h:m:s) (h:m:s)
Cryptopp.dll 2041 287 213/287 213/228 0.83 00:01:09 131/287 131/131 0.63 02:25:09
muparser.dll 379 15 14/15 14/14 0.97 00:00:04 10/15 10/10 0.80 00:15:53
libz3.dll 17065 1130 693/1130 693/694 0.76 00:18:50 545/1130 545/547 0.65 102:00:35
solc.exe 7273 1002 867/1002 867/947 0.95 00:02:39 0/1002 X 0 35:25:23
yulrun.exe 3244 629 572/629 572/584 0.94 00:01:30 0/629 X 0 09:46:30
yulopti.exe 2113 456 413/456 413//426 0.94 00:00:45 0/456 X 0 04:31:53
Ma:ifiﬁ"d' 3907 125 95/125 95/99 0.85  00:01:27  48/125 48/48 055  01:22:52
Repo.exe 522 132 119/132 119/121 0.94 00:00:11 34/132 34/34 0.41 00:25:31
QuantLib.dll 22185 1954 1468/1954 1468/1720 0.80 00:04:18 274/1954 274/276 0.25 50:59:02
mysql.exe 4127 74 62/74 62/62 0.91 00:00:11 34/74 34/34 0.63 01:01:10
libmysql.dll 3995 74 61/74 61/61 0.90 00:00:10 32/74 32/32 0.60 00:53:34
protobuf.dll 1345 86 79/86 79/79 0.96 00:00:06 67/86 67/67 0.88 02:58:35
opencv_core.dll 3956 106 89/106 89/91 0.90 00:01:27 58/106 58/58 0.71 11:16:53
opencv_dnn.dll 5024 444 358/444 358/358 0.89 00:04:23 0/444 X 0 21:45:34
libzmg.dll 623 98 97/98 97/102 0.97 00:00:07 45/98 45/95 0.47 00:56:38
SFE 84.36% 97.17% 0.90 33.76% 95.12% 0.44
% 3 Itanium ABI ZAJiR 7
Table 3 Class recovery under Itanium ABI
kS K/MKB) GT FEf S HERf % F score Ff 18] (h:m:s)
libcrytopp.so 37142 656 406/656 406/422 0.75 00:07:24
libmuparser.so 408 6 6/6 6/6 1 00:00:30
libz3.s0 23585 1185 1009/1185 1009/1025 0.91 00:11:18
solc 8294 494 419/494 419/425 0.91 00:07:54
yulrun 4029 236 182/236 182/185 0.86 00:02:15
yulopti 2649 190 149/190 149/151 0.87 00:01:08
MarketModels 1965 19 14/19 14/14 0.85 00:00:02
Repo 1111 18 14/18 14/14 0.88 00:00:02
libQuantLib.so 450101 1979 1460/1979 1460/1705 0.79 00:42:03
mysql 10975 65 53/65 53/53 0.90 00:00:18
libmysqlclient.so 9581 65 53/65 53/53 0.90 00:00:14
libprotubuf.so 9596 83 60/83 60/60 0.84 00:00:20
libopencv_core.so 5222 89 69/89 69/71 0.86 00:02:00
libopencv_dnn.so 5201 370 324/370 324/324 0.93 00:01:16
libzmg.so 1155 82 72/82 72/80 0.89 00:00:19
SEHME 80.06% 97.54% 0.88
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KKARTTMRB T, M4 RECLASSIFY 512
KF A ] Z 0 HE B 00 0 2 2/4(50%) A1 2/3
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R4 EXRBDAZ

Table 4 Class relationship recovery

MSVC ABI ITtanium ABI
RECLASSIFY OOAnalyzer RECLASSIFY
BRI S GT , ZREISC A GT
FEJEIES Wi HblE AR EEJCIES HERf 2
Cryptopp.dll 168 32/168 32/67 0/168 X liberytopp.so 708 43/708 43/110
muparser.dll 8 3/8 3/4 0/8 X libmuparser.so 2 2/2 2/2
libz3.dll 1094 47/1094 47/195 2/1094 2/4 libz3.s0 1147 183/1147 183/466
solc.exe 209 68/209 68/155 0/209 X solc 593 47/593 47/113
yulrun.exe 106 18/106 18/49 0/106 X yulrun 305 17/305 17/29
yulopti.exe 91 18/91 18/51 0/91 X yulopti 225 16/225 16/28
MarkerModels.exe 73 8/73 8/21 0/73 X MarketModels 17 2/17 2/2
Repo.exe 45 8/45 8/23 0/45 X Repo 22 2/22 2/2
QuantLib.dll 1047  104/1047 104/364 5/1047 5/8 libQuantLib.so 2078 89/2078 89/200
mysql.exe 64 3/64 3/13 0/64 X mysql 66 9/66 9/10
libmysql.dll 57 4/57 4/13 0/57 X libmysgqlclient.so 66 9/66 9/10
protobuf.dll 72 1/72 1/24 0/72 X libprotubuf.so 62 1/62 1/1
opencv_core.dll 48 9/48 9/43 0/48 X libopencv_core.so 81 6/81 6/10
opencv_dnn.dll 123 21/123 21/207 0/123 X libopencv_dnn.so 345 8/345 8/19
libzmgq.dlIl 89 53/89 53/65 0/89 X libzmg.so 90 15/90 15/19
EME 18.49% 3567%  0.04% X 14.87% 69.42%
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Table 5 Function statistics for data set

MSVC ABI Itanium ABI

RS o N w teen cwwr ohaey ST PREEC e
Cryptopp.dll 2041 4736 1357 28.65 libcrytopp.so 37142 8761 2102 23.99
muparser.dll 379 1069 267 24.98 libmuparser.so 408 898 52 5.79
libz3.dll 17065 38238 6237 16.31 libz3.s0 23585 31254 10360 33.15
solc.exe 7273 20513 6276 30.60 solc 8294 9856 3764 38.19
yulrun.exe 3244 10772 3029 28.12 yulrun 4029 4883 1769 36.23
yulopti.exe 2113 7806 2086 26.72 yulopti 2649 3466 1196 34.51
MarkerModels.exe 3907 2154 450 20.89 MarketModels 1965 418 41 9.81
Repo.exe 522 1515 483 31.88 Repo 1111 316 24 7.59
QuantLib.dll 22185 44161 7418 16.80 libQuantLib.so 450101 24969 6042 24.20
mysql.exe 4127 3454 500 14.48 mysql 10975 3581 328 9.16
libmysql.dll 3995 3248 500 15.39 libmysqlclient.so 9581 2865 328 11.45
protobuf.dll 1345 5777 454 7.86 libprotubuf.so 9596 3079 540 17.54
opencv_core.dll 3956 7042 597 8.48 libopencv_core.so 5222 5331 442 8.29
opencv_dnn.dll 5024 12621 2560 20.28 libopencv_dnn.so 5201 7090 1671 23.57
libzmgq.dll 623 2272 411 18.09 libzmg.so 1155 2991 257 8.59
SEHE 20.64 19.47
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