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Abstract As 5G technology accelerates the development of the Internet of Things, it is expected that there will be about
25 billion IoT devices connected to people’s lives by 2025. Among them, the routers that play the role of network man-
agement of [oT devices are used a lot, but there are many security problems in the routers. Attacks through router devices
can illegally obtain user information. In order to maintain network security, it is of great research significance to discover
the vulnerabilities of routers in advance. This paper takes the Tenda AX12 router as the research object, we start from the
firmware, the 0-Day stack overflow vulnerability mining research is carried out, and propose a reverse analysis vulnerabil-
ity mining method based on dangerous function tracing. First, analyze the corresponding position of the front end of the
function from the dangerous function, and correspond the front end and the back end; then analyze the Web service in the
firmware, and analyze the dangerous function of the httpd binary code in which stack overflow may occur. The common
form and expanded form of the dangerous function are located, and the parameter analysis and dynamic detection of the
dangerous function are carried out; then the binary file of the service is run on the emulator by building a simulation ma-
chine, and the potential vulnerability location is packaged on the Web front-end page. Capture; finally, rewrite and send the
packet according to the dangerous function parameters analyzed in the previous stage, so as to trigger the vulnerability,
verify the existence of the vulnerability, and verify whether the dangerous function has a stack overflow. In order to more
realistically determine the existence of the vulnerability, we verify the real existence and exploitability of the vulnerability
on real devices. The experimental results show the effectiveness of the mining and detection method of this vulnerability.
We have mined four 0-Day vulnerabilities on different types of routers, and compared with the SaTC tool, the experimen-
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tal results show that the detection method can more accurately locate the location of the function where the vulnerability

occurs.

Key words 1OT; router; dangerous function strcpy; 0-Day stack overflow vulnerability; SaTC
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Figure 5 Method framework

BN, AT T, (AL RIS C
ZEAERAE T 19 2 ph 2% R RROAS A, B IR R AR
AT DU 75 2, T8 A N EAT T A A ]
PEFFR S EE S shell fiy 2441 7 23RAT 44 o

AR SCIR T3 25 0] EUH T AN R B R s T 42 S
XHLLL Tenda AX12 ¥ H#% 22.03.01.21 cn FiAS (1) i
PE R0 . A Binwalk JEAT [ 4F43 4T, % T HBEA H

AX12.bin:

000®, Entry Point: Ox00000000,

DECIMAL HEXADECIMAL
ox0
OxEAB4EB74, created:
ss: Ox®, Entry Point:
e: Multi-File Image,
72 0x48
®x4730172C, created:
s: BxAG020000, Entry Point:
PS, image type: 0OS Kernel Image,
inux-4.9.206"
136

compression type:

0x88

2097224
ompression:xz, size:
d: 2021-08-23 09:11:57

0x200048 squashfs

uImage header, header size:
2021-08-23 09:12:0,
8x0, data CRC: Ox+D32E297, 0S:

uImage header, header size:
2021-08-23 09:11:35,
0xA0020000,
compression type:

LZMA compressed data,
size: 8388608 bytes, uncompressed size: 7074804 bytes

9188230 bytes, 2663 inodes,

BNAGIR R mA] DLFS By FRATTHE IO R &8, T h 3]
HEAT [ 53 B7 o FRATRECEN [ 12— AN Elbin Ry )5
RIS, T RS A file v 2 B binwalk iy
XL AT R G5 B A A, T binwalk A1)
DATS 2 R A R RRCAAE B RN BL B B 4545 5
wE 6 Fiaw, MBS H SCPE RS2 Squashfs
filesystem, 47 () MIPS 2244 /2 little-endian /N o

root@xqq-virtual-machine: /home/xqq/Desktop/AX12# file AX12.bin
u-boot legacy uImage, OpenWrt fullimage,
(Not compressed), 11285390 bytes, Mon Aug 23 ©9:12:00 2021, Load Address: ©0x0000
Header CRC:
root@xqq-virtual-machine: /home/xqq/Desktop/AX12# binwalk AX12.bin

Linux/MIPS, Multi-File Image

OXEAB4EB74, Data CRC: OxFD32E297

DESCRIPTION

64 bytes, header CRC:

11285390 bytes, Data Addre
Linux, CPU: MIPS, image typ
"OpenWrt fullimage”

64 bytes, header CRC:
image size: 2080384 bytes, Data Addres
data CRC: OxFBB469AB, 0S: Linux, CPU: MI
1lzma, image name: "MIPS UGW L

, lmage size:

none, 'i.rnage name :

properties: 0x6D, dictionary

filesystem,llittle endianl version 4.0, c

blocksize: 262144 bytes, create

6 Binwalk E{4{E24H

Figure 6 Binwalk firmware output

3.1.2  REEMG S RE R E RS

7E AX12.bin /5 H 3 F 3% BIUE L E S
(14 B 7 5 AT A v 4 BRI 21 1) SO e R4, AR
P magic 2544 I 45 A AT 1 VA B E o AR 1) £

4R F| Tenda AX12 B i #4% XA/ RS T 7E H %
squashfs-root.

h T RUEA R A B R HER P, FRATTE [
PRI 24850 HT BusyBox ) ELF SC3k(5 8,
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UK E SCIE AR G MIPS (VI3 88, SkSCPHI 34T A
Ja S0 FR B E RE LA R M B R St T 2
%o M BusyBox :HUEI A KR 7 % R G T
MIPS K, @& 7 Fros. WEEPIRAG R 45 R IFAS
M, XFBOCEME MIPS BUR) ITIE M HIE I,

AL LA I A E I SO E R GHE R 2 MIPS K
s, WIS A T A8 Binwalk AT H Sk 145 S E 17
FOABT AN, 2 S ET RN, I 22 Rk Ex
o trfE B, iR P IR I M IEFI I RS
=35

H /oo

root@xqq-virtual-machine: /home/xqq/Desktop/AX12/ AX12.bin.extracted/squashfs-roo

t/bin# readelf -h busybox
ELF Header:

Magic: 7f 45 4c 46 01 602 01 GO O01 OO GO OO OO OO 6O 0O
Class: ELF32

Data: 2's complement,
Version: 1 (current)

OS/ABI: UNIX - System V

ABI Version:  f

Type: EXEC (Executable file)
Machine: MIPS R3000

version: Bx1

Entry point address: 0x403abe I

Start of program headers:
Start of section headers:
Flags:

Size of this header:

Size of program headers:
Number of program headers:
Size of section headers:
Number of section headers:
Section header string table index: ©

52 (bytes into file)

® (bytes into file)

Ox70001005, noreorder, cpic, 032, mips32r2
52 (bytes)

32 (bytes)

9
® (bytes)
5]

readelf: Error: Reading 466997 bytes extends past end of file for dynamic string

table

7 BusyBox HiH{ER
Figure 7 BusyBox output
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AR &5 4, RN et B AT s i 1 S ke MIPS $54
I G ARIS RE g, $E4t C PRSI, FACHS o
BN R IAL A . [ IDA R0 1S 505 &,
FE AL B e ECR FH AL, I CLIE R JE Al ) B3 ) 4y
BT BRI A S5, 3048 2 0] B A7 75 98 70 I T 1)
(A
3.22 ETIBERER RS strepy 3%\ 2047
ARSCIEW T httpd SCAFE ISR 4L, httpd 3L
2 T B — A R SO, SO AR TR U e
HEELL C EFMIERRRR, TSR
BE. C/CH TS AR 2 PE s B, XL o %k
TR SO H TR (% RS, B NI F R A AR
i, ESHATREP B, X R A AR AR =, 1R
5 Ty WG i DX S R O, X R R B PR Ol S
6 b P2 X A 6 bR B0 T 16 2 LR R S
FINAFEE UL, PR DL, AUt N B v DA
Ko W AERIEEA ST e 003 ot I R TR AEAR,
i 2 5 B an A AN Y, AR 2R ) g e X
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FER PR 9 =28, e N R R A B S ek 2L
AT R AR pR L, Wk 1 R T % e
B BRI, 3K bR B L T REATAE ) RBP4 R AL B
B, BT RECRET AR A, M5k
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X ai . BN strepy(a,b), EREUE AR b
LB o T, b MM, B
NGRS S E A G AR AN S ¥ LN
TR P A e SR A T g A T D, U R R ET
BEMEAR /N, A S0 SR AE T 5 o R 2 JE AL B, ] P AE
ANHITE ARG Py 8 R A O R N AR TR, e
F BRI O IR o 120 23 IR 1R 7 A A A R
S REY G AE T S v A A A g A B, R A W
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AR (TS S R R (A SUATIVS TRV RSE PN
b AR R EUCR G, I 4822 A IR A Sk,
XTHE N BRI T HLS .

x1 BRMREREES%E

Table1 Common hazard function classification

el LIACNE ot e B TAT R AL FRAE
fget() printf() strepy()
get() sprintf() strcat()
scanf() vsprintf() strnepy()
PRI TR sscanf() strecpy()
vscanf() streepy()
gete() strncat()
fscanf()

ARCHE TR strepy fERE RS, WFIT R strepy
BB AR 7R, strepy PRABURERIR 7455 42 ) 2]
G X h, WA R T B A B AAEH, Bt
SHITFAFECH B TR R H,
RIEFFF RSk A A, BB LT R
KB A AT Re S R X it o R strepy
(10 BRI B T, I i 338 ) A R A2 2] Web ST, 18
A1 o A FH 2 ek HO0T H P B N BEAT SR pR A, A
TE— 0 0 106 5 | S 8 DX 3 HH ) R

1E 1) 2 A7 75 2 A 3 R 0% 20 e M, fl T A
BRI S R e, T B0 o M 2N 2 oR A
ST ATAEWEAE I o 1% 71 S I pR 1l 20 M
LRSS H, 2 A6 16 ek HoR dt i N 4k B ik
FIZe, I N g% H AR 1 05 ONFR 3 23 B R 2
7 FSE TR TR R T o e 3 B Ak 2 A N 1) 3R R () B
NI, KR 48 SO b 0 eR BT A A, R
SRR A T R R R Bk R A HR R, Wk

165

A FH A o8 H5 1) R B AL o [R]— N A5 S R AT
162 4 IR, 2l sk 2 Kl b 4
NS B oA B S 500, T8 BURE 4% A R0 1 ) B s
T A R AT IR Ak PR AR AR R 5 it B ) 2 H
NG G55 FE 8 bR H A N S B0 75 A AH S IR 50dls vt 17
Kafig . W, s AL By C IS0 KW s,
PR C AfER gL, %L A A T A% B, K2 B
WH TR C, AT A C S 5% B
e S H a2, TSNS 505 o E REEH
Ja BT AR S B S AL T 45 MR C, LI R 0B 21 bR
£ C el B — A AR, W E
FIFRBIR N L1, B4 0 R . LR AR T g
IS DA BRI AL C AR NS E S AL B AR NS
HORAARSCHAE, B A AR CEE i i, e AT
WA R — 5 A s 12, Il 5P 4 AT
N FEAR TG AR AR K0 73 BT IS T, B 20 M (R0

int funcA(char *a , char *b) int funcA(char *a , char *b)

char* at; char* a1;
char *d; char *d;
al= a; al= a;

d = “argument” ; d =*“argument” ;

N T

int funcB(char *m , char *n)

int funcB(char *m , char *n) {

{ char* m1;
char* m1; char *
char * ; char *p;
444444 p = “keyword”;
mi=m+n; [
funcC(buffer , m1) m1= m+n;

444444 funcC(buffer , p)

N

funcC(int a, int b) funcC(int a, int b)
{ {

return off_46738(a , b);
} }

return off_46738(a , b);

funcC-->funcB-->funcABRIERIR funcC-->funcB F3B&12

8 AVEFTLHERE
Figure 8 Valid and invalid paths
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AR AL 390 1) 23 A R AR xRy 2 1R FE 5 b B
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b_407760C sub_408430 sub_408504
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9 strepy 7E httpd XX EIAR XA EEBE
Figure 9 Partial diagram of the calling relationship of strcpy in the httpd file
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3.3 QEMU {AE Tenda AX12 BSHI 8%
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FILE 2 FL S IR 35 8 e T 30 A 42 4 S 41 1 w5 B 5,
hy b e ft TS O A
3.3.1 QEMU W41

HORAUEREAUALAE RS 55 4P SIS, Qemu A HEFUAL
PEpE M 2% v, KPITE ENLM-RE L, AL
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RH, ABNES EHUBCE P (DHCP) IR 55 2% SR
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P [ S SO RS B T A R R 4518
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) MIPS 222 MIPS Kuitll, 22280 W [ 28 46 P %
SO R o B MIPS REAUNLI TR & MR,
¥ QEMU JEFUMNEEN M 45 o

% v T TN A R TR AT O SO R S
squashfs-root 4% %] MIPS FEFUNL, ALK EAE G
75 MIPS LS 3%t #5119 Web 255, proc H 3% F
TEREIERET T S0, dev H SAEMEAH %, Bl
BEX A H 232 chroot FREE R JF)H 3) shell. A
Bl A5 1 Web 245, JFREAX httpd HRF, bt
A MIPS32 Linux ] shell B! BusyBox, & 7~{/j B4
PRI, ZENNE RS TR UT A TP, i 1 ERIACA 80 11
Tenda AX12 Web fili%5, Kl Tenda AX12 2% fH#8 17 EL
g
34 mRKE

AN 32 BN T e 0 9 AR YR IR AT B . AR
WFFT 20 1 0 ST R 45 1) httpd — 3R SO T 15 3 J5
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1t Firefox X Y2 5 A\ 7 S0 B 248 16 TP btk 10E N iy i
Ftif, SKH Burpsuite FACER T HF S O e ok
A RBEAT A (R I PAT AR A, R4 A 2 T
11 51 bR Z5 PR30 [ o3 AT A EH PRI 5 SR, 0]l 4 21 1 s
AL REAT AR A3 My, o 3 1) 43 A i B A 381 11 G
B 30 1 A A B OB AR I, I s £ b
(PR BE - N AT B B o X TR X H 2R 2
P, 22 B 00 WA SN R 45 K R AT
HUE, L8 BARAE AT A T s, AH R E o B
i AR T H v] DLGE I IR AR sk 8, 38 N i o
RIS HEATHIOR, RIEAEH Burpsuite TG $E 21 1
A0 TR DY IR O B - N AR AT 8 o, A e R )
TEAASE FH 0] 5k wT DL S R TR A, DT 3 R 4
i &

4 SREREERSH

4.1 SRR

S G A5G IR 45 T A S A LAEAT IR SR Al o AR
AR T S P e R 7 5P B R Y T 42 9 S 56 B B
TH.
4.1.1 HESE

SEEGHE Linux 24017 Ubuntul8 kAT, 8%
5g FOuh i e 2SR B, Tenda AX12 % HH 2547 HL5E
6 P A K AR 2 i

% 2 Tenda AX12 IEH=Z{AELLTEH
Table 2 Tanda AX12 route simulation experiment

tool
05 EIABE T G /A TR FR
sl Rk S Tenda aX1 B
LEE B Ubuntu 18.04 LTS Ubuntul8
RGN T A Binwalk v2.1.1 Binwalk
REFANL FL % 2% Qemu v2.11.1 Qemu
MIPS [EHIHL Big endian MIPS K i B 0L
Web 31 Y 2% Firefox v91.7.1.esr(64 fif)  KINHIE2%

%45 Binwalk [ H Jf%%& sasquashfs. jefferson.
ubi_reader. yaffshiv. unstuff 5% LAHEE Squashfs.
JFFS2. UBIFS. YAFFS. Stufflt &%, Binwalk
AR 5 LURE NS B 1A Tl A1 04T 2 R =X 0 0 A A0 e o
ARG PRI, DA 2 3 e A VA, i
O AN [ AR e, BRI, Sl
G e LA B A S A
4.1.2  WIRIZHESERINE

S S R G AT AR B %) Tenda AX12 % HH 4%
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HHTIRIATZ I, SCRM BT 3.

%3 Tenda AX12 BRHSEKHEHFEIZIEIA
Table 3 Tenda AX12 route stack overflow vulnerabil-
ity mining tool

TH R IRA TR

Tenda AX12
v22.03.01.21 cn

Tenda AX12 {5 EHL Tenda AX12 1/i EL AL

Tenda A‘X 1A2 httpd httpd httpd
A
Wi o b TE IDA_Prov7.5 IDA
METH Burpsuite_pro v2021.6 Burpsuite
SaTC 24758 Ubuntul8.04 LTS Ubuntul8
Docker v20.10.14 Docker
Web 31| 2% Firefox v91.7.1.esr(64 {7) S (i
Web ﬂf%ffﬁﬁ FoxyProxy FrifEhi FP BT 1F

4.1.3 IRIAF LIRS

He 28 AE Y I LU ) I SR AT R, R D e T
LA AL, Sl R eI . SER IR IR 4
B o

4 Tenda AX12 ¥t HiRRFAIAMELR
Table 4 Tenda AX12 stack overflow exploit tool

TR ENA fATFR
Tenda AX12 Hf) Tenda AX12 Tenda AX12 UM/
HUITHL v22.03.01.21_cn Ml
Windows10 |\E<JJ< . N 3 WA B
; mv; e Firefox v91.7.1(64 fif) SRS 5
KA B A A QR o .
KRR FoxyProxy AnifERR FP AR B
e
s TH Burpsuite_pro v2021.6 Burpsuite
POC #i'5 T.B python v3.7.8 python3

42 W EERHH

AR SCASE 3 ) 23 B ) 7 V2 B i 2 strepy i
AT A G R AR ST RA R B T o7 | DA RE = MDA K = Bl
HEAT T My, T 05 B A IR A U7 i), RSk
T U (A7 A AT A, R R AL BT T
TR S5, 30 T RFEME5E . 1% D3k
CNVD Al CVE “F& KINIIE.
4.2.1 JRIAEHE LI

BATT T S0 T B 2 AT TR B 4> M, AN ]
PR BT H SRR R, A 7 SCRR B (9 45 i A 7 o
(T HE 2%, TR A ST 28 45 v A5 308 o) 0 7 100 5 0T
FE R R AT I B B, N S A R A AT AR
BR HU A AE T ity O TR (R4, A5 2R BT LR R i 0L 1
(WS, B ENIZIT Web RS, X IR iR HEAT it
RAH .
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TEI ) 53 H7 fE B R £, {5 IDA 437 httpd —
HERISCAE, DA SCHIESTI strepy 1656 BB 1, R
AL 200 AR A E BRI A T ek, SL
A 75 ARECEIL A T SRR R EL strepy, ANSCHE
P ar A AT HE 2 1 OCHE 7 setMacFilterCfg HEA
JRAE I RR AT, 751 R ECH 2R strepy fa B R 21 AL
X5 A%, TR 75 ANREOHT T R E K R
o it it 75 AR % strepy BRELTIIR FHAG & AT
PLAHR, #4) strepy BREUE R i€ 1) 74 oA 5
30— AR, %5 R B DA B2 1 b
IR, (R — 820 s Ok F P N IR AR 1
Bl AN E N AE RN AR B

ARSZIGATH IDA T Rl 2 strepy BREUHAD
XHHEE R E sub 423160, 4KL:43H7A8 X 51 FH 46
FI| pK A sub_424334 I Al T & % sub_423160,
sub_423160 pRELI1) 2 NS4 a2 XN T sub_424334
BRIECR F I )28 = AN 5003, R 10 R

{
unsigned _ int8 wo9; // 5s3
int v11; // Sve
int v12; // %s4
int v13; // %s2
int vl4; // %a2
char vis[16@]; // [sp+2Ch]

if { stromp(al, "black™) )

[V ST i o T I o I B R ) B A WY ST S xR T o R I VR, B S WY (S S

1l {
1 vi = 1;
1 if ( strcmp(al, "white™) )
4l {
1 puts("filter_mode Error!™);
1 return -1;
- }
18}

else

1

vl = 8;
h

memset(vls, @, sizeof(vls));
vll = strchria2, 13);
if ( vil )

4

*(_BYTE *)wil = 8;
w12 = w1l + 1;
printf(
"¥s[¥s:¥s:¥d] Fsparase rule:
"\x1B[@;33m",
(const char *)&dword_449F34,
"parse_macfilter_rule”,
284,
"\x1B[@;32m",
a2,
(const char *)(v1l + 1));
to_lower_str(vl2);
strepy (&v1s[32], a2);
strepy(vls, wl2);

}

W k= @000 s N

B

ol Ll L Db RO RS R RS R BRI R ORI R R
s . r c 5 3 I

Y

= Q@ W0 Cca s ;o

P

sub_424334¢(...)
f

3

sub 423160(..V3,........ )
}

\_/_\

10 a2 FAVv3 BN E R

Figure 10 The correspondence between a2 and v3

sub_423160(....a2....,....... )
U

53 M7 sub_424334 pR A0 v3 1172 B A L A]
G0, v3 T4 P A/ devicelist, B[R 44 i)
H A MAC k. MG devicelist $f
BBy v3, v3 WM a2, a2 GBI GRS %
strepy 52 sub 423160 pREE X v15 |, W&
11 7R, SR v1s HORE T 160 /N715, R
MBI F5F Bt 5 S 80k s . 5N

int _ fastcall sub 42316@(int al, const char *a2, DWORD *a3, int a4, int a5)

[-A8h] EYREF

name == s, mac == ¥s\n\x1B[6m",

11 a2 HAFBAREIE, £ 8ITEX vI5 EEMKEN 160 MFT5, F 39 1TEHM strepy G a2 TEEH
BT E v15,FEIREF a2 BRKEHITIIE
Figure 11 a2 is the data input by the user. Line 8 defines the length of the v1S variable as 160 bytes. Line 39 uses
the strepy function to copy the a2 variable to the variable v15, and the length of a2 is not filtered.
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4.2.2 JWRBERIA
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i T ER I ) ik e R B P N ) AR
FAPERHE W 160 75, DMk, FRATEE 3k 21
TR devicelist 19 7 U KT 160 4>
PIFRFER, ARV K o eI R B i o 02 1] 2 s 0%
R, TR ERE B RS54, IR o S R
Segmentation fault 45 R 15 &, WK 13 Pros. Hitk
A AR v D Ak e, A Web IR S5 2% it 1A
B AEL RS H .

sub 424334 E X

eRm

HUT P A E R
47

BAHEER B

sub_423160 | v3Rla2
PR

%KU'*'WT[charvls[lso]] (EXsHa )

4 et Fstrepy fE 6 iR K R a0

\4

strepy(v15,a2)

12 EERER RIS E DT
Figure 12 Tracing the reverse analysis process of the hazard function

get mac filter mode: ! 0!

parase rule:

name == l1234aaaaaaadaaaaaaadaaaaaaaaaaaaaaaa

ddadaddaaadaadaalaadaddaaadddddadadaddaaaaddadaaadddaddaaadadaadaaaddadaaaaaddsaaaaaaaaaaaaaaa
daadaadaaadaadadaaadadaadadddddadadadaddaadadadaaadaddddaaadaadadaaaadadaaaaaaddaaaaaaaaaaaaaaaa
daaaaadaaaddadaaaadadaaaaaaaaaaa, mac == AZ2:A3:A4:AS5:AG6:AT

Seamentation fault

13 Web fR$5/E ARE
Figure 13 Web service background error

BHZ LA T Tenda AX12 (IELHL BB T X,
[FIFEF3F 2] T Web g 45 4% 01 it (1 45 K, 1EW] Tenda
AX12 ¥ FH A IR R 78 AL S50 s

056 UE I I PR B SE Pk S, U R B 5 A
POC(Proof of Concept)fths, & &—Btnl UL I
(PIARS, 0] LU — AN BEAS fid & A% P o 35t 1) 20 T S
1, AT DL T A 5 F R SEEURF A I RETK). Python
A, Bt POC AR EIE, HEZR T HT)
5 110 i i s W) B 3 i A i R

ATLLA Python3 i H kAT POC [Tk, il
% request BEHRRIE hitp TH¥) POST ik, LLade
pwn BEHAE ) cyclic() R F 32 oK & = T4,
55 LA I B P B E

LAR 4 Tenda AX12 B ) POC fl&l 14
JioR:

2t My LR 2 DL E S A0, B4R AL % i
#511 Web JIx 451 httpd A5, X T Tenda AX12 >Kiji

T EAE QEMU Jii 811 MIPS FEIHLIY) BusyBox fir 4>
% 8 httpd 455 14T Tenda AX12 FTHLK UL FF
PR e I 2 LS T K AL S httpd R4S,
Web UL [f1HRFE N FHTHC S % H A 1 A1

423 HT SaTC It Hse%

Chen 25 N8 SaTC @8 =AM F T
7 SO S SR I i N S B AR RS . H T
T8 Ji ity 3 SO e A N % B BB NS5 H U
28 DL T 250k I 3 VI 1) B O\ UK s 5]
SaTC [#)JE  2 KL T Ghidra A1 Karonte SZHLIK), &%
FrfAT 22 Fh I (Ko SO, 46 JavaScript. HTML
A XML SCPF, JF BT LA i 2 A8 F I 42k b ik )5
i, 1 x86. ARM 1 MIPS.

Ak P P NI i R 50T 5 R I R I i S
PEIC AL G 7 ERT oG, D S o6
B AR IR R D AR B L A S i, AH R A B
() 0% B 7 T O 0 SR BOH P N o DR,
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#coding=utf-8
import requests

i

from pwn import *

url="http://192.168.136.153/goform/setMacFiltercfg’
payload=cyc1ic(230)

header={

"Host’™: "192.1688.136.153",

'"User-Agent'
fox/91.0",
YAccept’ iiay st
"Accept-Language’
'Accept-Encoding':'gzip, deflate’,

"Content-Type': 'application/x-www-form-urlencoded; charset=UTF-8',
'X-Requested-wWith': 'XMLHttpRequest”',

'origin': "http://192.168.136.153",

"Connection':'close’,

'Referer’':'http://192.168.136.153/mac_filter.html?random=0.008005922687726486&",

"Cookie': 'password=b6ae3aded4146ebb29ddadesleSdeacSooobex '}

datal ="macFilterType=black&deviceList=¥s\r\rA2:A3:A4:A5:A6:A7 "%payload
ret = requests.post(url = url ,headers = header,data = datal, verify=False)
& 14 POC

Figure 14 Proof of concept

:'zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;q=0.5,en-US;q=0.3,en;g=0.2",

:'Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101 Fire

Chen 25 NI\ A FH Wi i 9 308 T 5 7R R ik
AN ER G R I 04 SRS R Web Il 25 (1 5 i
S 78 A7 A B FH AL (0 B0 1 S i AR . RO SR
H SaTC T B A A%t L SESG
AW b Sy BT IF) Web 45 4% P 1K) httpd SCAEAE
M SaTC T HBEAT 4041, 133 1 8% 76 I T A7 & A
macFilterType JCHEAb, PR 2 AT SLL 77 24K 2

(1 S5 B ()R A7 devicelist S B 7 {3 #3i (_E SCp
PN A Bk sORD A IR A7 D), (HAE SaTC )l
A5 Th A A B SEBR R AL R, s 15 Al
Wy SaTC T Bl th >4 (1 ok Z00 F Ko (R, SaTC Hif
i i 08 ) S e PR 9 R A AR (KRG 0 B AR S
(103 B3 15 86 o P 305 1) 23 BT 7 325 PR RS A S A7 AT —
S22

i[Param "macFilterType"(0x00452bd®), Referenced at FUN_00424334
3e4] >> OxP04245d8 >> FUN_00423160 >> 0x0042326C -> strcpy
i[Param "macFilterType"(0x00452bde), Referenced at FUN_00424334 :
3e4] >> 0x004245d8 >> FUN_00423160 >> 0x00423278 -> strcpy
I[Param "macFilterType"(8x00452bd8), Referenced at FUN 860424334 :
3e4] >> 0x004245fc >> FUN_00423160 >> 0x0042326¢C -> strcpy
I[[Param "macFilterType"(0x00452bde), Referenced at FUN 00424334 :
13e4] >> Ox004245fc >> FUN_00423160 >> 0x00423278 -> strcpy
[Param ' macFllterType"(Bxeﬁ452bde), Referenced at FUN_@0423cfo
'fﬁB] >> 0x004237f80 -> FUN_004237a0 >> 0x0042386C >> FUN 694235d4
423780 -> strcpy

i[Param "macFilterType"(0x00452bd0), Referenced at FUN_080423cfo
f60] => Ox00423f9c -= FUN_004237a0 =>> Ox00423B6cC == FUN_BG4235d4
423780 -> strcpy

I[Param "macFilterType"(©0x00452bde), Referenced at FUN_©0423cfo :
f60] >> 0x00423fa8 -> FUN_0042399c >> 0x00423al18 >> FUN_004235d4
423780 -> strcpy

[Param "macFilterType"(0x00452bd@), Referenced at FUN_0©42adas8
eec] >> Ox0042aflgd >> FUN_B&4235d4 >> Ox00423780 -> strcpy
[Param "macFilterType"(0x00452bd@), Referenced at FUN_0042adas8
eec] >> Ox0042bofc =>> FUN_0B042aaec =>> Ox0042acld4 -> strcpy

E 15 SaTC 44l macFilterType & £08 F &
Figure 15 SaTC detects macFilterType function call graph

Ox00424

0x00424

0x00424

0x00424

Ox00423
>> Ox00

0x00423
== Ox00

Ox00423
>> Ox00

0x0042a

Ox0042a
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> Ox0042f524 -> strecpy

Find 15 new params heuristicly:

[Param "upnp"(BxBB45§%?3), Referenced at FUN_©042f2e8 :

Time Elapsed: 16.6959998608
ferenced

29 of 271 parameters have way to sink function

171

ox0042f4a0] =

ddns, staticRoute, iptv, netIPv6, cloud, virtualServer, upnp, wanMask
, bandwidth, intfIPv6, nctrlsb, channel, remoteIP, sleepMode, nettype
(SaTC) satc@c®13fb87a181:~/output/ghidra_extract_result/httpds

&l 16 SaTC %47 httpd X445 R E
Figure 16 SaTC analysis httpd file result graph
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1 int _ fastcall sub_424334(int al)
2 Bt

const char *v2; // $s0
MACHEHTE const char *v3; // S$sl
blab_buf_init (vig, 0); .
A MACHIEHE: ©EEt (U7 5 = (comt har ) sub 41o1AC (L, [racrioeriace] weys
TR oBgE (RA i ) )
—_— if ( vlil < && V12 < )
REBIRERR MACitEHE BRE :; E ! for (i = 0; ; ++i )
il . ! . . .
i :io—:;:x:ru: )strchr(v3, 10):
if ( 1vo )
break;
BrenlEaT *yg = 0
. - |sub_‘123160((intlv2, v3, v15| (int)wl3, 1i);:
4@)\ ‘%/75 &jig\%’_;ﬁ/}{ | V3 = v10 ¥ L7
ﬁqi}i—éé'é/l’?/,]: Isub_‘123160((inc)v2, v3,|v15, {int)vl3, 1i):
goto LABEL 37
L, - B
_ fastcall sub_423160(EAt al, const char *a2, _DWORD *a3, Int a4, At as)
; unsigned _ int8 v9; // %s3
4| int vil; // $v@
5| imt vi2; // $s4
8 Ent v, /7 %<2
c T h] BYR
to lower_str(v12);
strepy(&v15[32], a2);
:_ strepy(vis, vi2); C
17 BEHIERRE
Figure 17 Malicious data flow
=5 REKRE
Table 5 Vulnerability achievement
W% RGHEN e TEBa IR AL E IR CNVDME 2351 CVE AIE
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FENLE] Web %5 (1) httpd  — 3E ) SCAF 1) pR %L
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