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Abstract The high degree of openness and disorder of the Internet environment has led to the universality and unpre-
dictability of network security issues. Network security issues have become a hot issue that the international community is
currently concerned about. Although the method of identifying malicious web pages based on machine learning has made
great achievements, with the continuous improvement of the demand for identifying malicious web pages, it still shows
great limitations in the identification efficiency. In this paper, a recognition method based on deep learning and feature
fusion is proposed, which combines graph convolutional neural network (GCN) with one-dimensional convolutional neu-
ral network (CNN), support vector machine (SVM) combined. First, considering the shortcomings of traditional neural
networks that are only suitable for processing structured data and cannot extract the discontinuity and long distance de-
pendence between words well, which affects the accuracy of web page recognition, the rich relational structure of GCN
effectively captures and maintains the global context of web page texts. Secondly, CNN can make up for the deficiency of
GCN in extracting local feature information, the local information of the URL of the web page is extracted by
one-dimensional CNN, and the local features of the captured URL are further fused with the global features of the web
page text, so as to select More representative webpage features that take into account the characteristics of the CNN model
and the GCN model; finally, input the fused features into the SVM classifier for webpage discrimination. In this paper,
GCN is applied to the field of malicious web page identification for the first time, and the advantages of deep learning and
machine learning are effectively taken into account through the combined model. The deep learning network model is used
as the feature extractor, and the machine learning classification algorithm is used as the classifier. The accuracy rate
reaches 92.5%, which is higher than the existing shallow machine learning detection methods and a single neural network
model. The method proposed in this paper has higher stability, and shows more superior performance in multiple detection
indicators such as precision rate, recall rate, and F1 value.
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Table 5 Test with different learning rate sizes

Bz peiipe Anx F1-score Accuracy
0.1 0.9219 0.8600 0.8853 0.9200
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0.001 0.9181 0.8500 0.8772 0.9150
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Table 6 Test with different epoch size

Epochs piipe FACIES Fl-score  Accuracy
100 0.9144 0.8667 0.8871 0.9200
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300 0.9100 0.8556 0.8773 0.9010

M 5 nf A, A S BRI
BN, B REE N 0.01 IR &R ([
i, T 6 AR SnAE BT v Aff 0 B R 1 2 3
AU R, Epochs {H ¥ & 4 200 st fE 1. B
A S DL R IS5, N — X L s
AT PR LA o
4.3.2 SRS

162 BUBUBTE S BT (R 380 b, X S8 g 45 A
SHATRE, 2% E N 0.01, Epochs E 4 200.
H T S AT A ST B AR Ay SR U P BRI A1, S
B cE T KNNL A D, BRI, s
4 T JZLAR 2% 2 TR b S50t B A SaR b i T
At 80% M 1E AN AE, TRl ZRae 4L
Ptz 8 1 2 HILLAI R 23 B SN R AR A kil ik
BN REE, W2 RS MBEME a5 R, SLk
SRR T PR

MNSZIG 25 ] DU, T AR SCRE I 4 A A5
TR 9 TUHEA T VA PR 2R A £ 92.5%, 5 HAth JLFh

187

AE R JENL RS 22 S B L, 20 S8R0 0 2 B 1),
HEFRE LS T 5% 3.5%. 3.45%. 4%, iFW T
AT AR TR (R R

®7 KRER
Table 7 Experimental results

SR A MR AMR%R Fl-score  Accuracy
KNN 0.8606  0.7900 0.8164 0.8750
3R DU 0.8692  0.8267 0.8447 0.8900
ZARFHA 0.8987 0.8000 0.8342 0.8905
R 0.9184 0.7767 0.8186 0.8850
AR 0.9310 0.8533 0.8556 0.9250
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Table 8 Deep learning algorithms compare experi-
mental results

REES ) 5k Rt HM%E Fl-score  Accuracy
TextCNN 0.7658  0.7826  0.7727 0.7758
TextRNN 0.8102  0.7374  0.8482 0.7907

BiLSTM-Attention ~ 0.8472  0.7658  0.8658 0.8206
TextRCNN 0.8508  0.7784  0.8674 0.8266
AR SRR 0.9310  0.8533  0.8556 0.9250
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Table 9 Ablation experimental results

S FE#i%E  HMHZE Fl-score  Accuracy
GCN 0.7740  0.5001 0.8726 0.7740
CNN 0.8225  0.6254 0.6496 0.8225

CNN+SVM 0.9305  0.8167 0.8834 0.9200
GCN+SVM 0.8769  0.5100 0.4494 0.7550
AR SRR 0.9310 0.8533 0.8556 0.9250
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