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Abstract The approaches based on traditional machine learning or deep learning algorithms are popular for Android
malware detection, however, the majority of existing approaches focus only on the permissions of applications and sensi-
tive APIs, and still lack in-depth analysis of the coordination of sensitive behaviors, resulting in low accuracy. There are
two main challenges to study Android applications based on domain correlation: characterizing sensitive feature domain
correlation and deep analysis and detection based on sensitive feature domain correlations. In this paper, we propose a new
Android malware detection model called GCNDroid, which is based on the main sensitive behaviors of the application
described by the sensitive feature domain correlation graph, and the domain correlation between sensitive behaviors to
effectively detect Android malware. First, in order to filter out the features that are more sensitive to classification, and
reduce the number of graph nodes to make the analysis faster, a dictionary of sensitive features is constructed in this paper.
Then, we define a class or package as a domain, and sensitive features in the same domain have a domain correlation.
Through the relative range of the sensitive feature’s domain, we construct various domain correlation weights between the
sensitive features, and generate the sensitive feature domain correlation graph, which can accurately characterize the sensi-
tive behaviors in a specific functional module and the complete relationship between sensitive behaviors. Then, based on
the graph, we design a deep representation with graph convolutional neural network to construct the Android malware de-
tection model GCNDroid. In practice, GCNDroid can also be constantly updated using new features, which can adapt to
the new sensitive behaviors of mobile apps. Finally, extensive evaluations of GCNDroid have been done, compared with
traditional machine learning algorithms(SVM and Decision Tree) and deep learning algorithms(DNN and CNN) and the
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results show that GCNDroid achieves high agreement on Android malware detection, in which the recall, fl1-score, AUC,

etc. all exceed 96%.
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Table 2 The comparison of related detection approaches
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SVM 0.8956 0.9095 0.9691 0.9630 0.9324 0.9362 0.9323
HF UK DT 0.9357 0.9300 0.9681 0.9705 0.9519 0.9503 0.9518
FFAE v DNN 0.9002 0.9087 0.9662 0.9624 0.9332 0.9356 0.9331
CNN 0.9362 0.9412 0.9778 0.9756 0.9570 0.9584 0.9569
SVM 0.7837 0.8616 0.9852 0.9494 0.8844 0.9055 0.8844
FE TR DT 0.9169 0.9207 0.9687 0.9671 0.9428 0.9439 0.9428
T DNN 0.9196 0.9386 0.9833 0.9750 0.9514 0.9568 0.9514
CNN 0.9287 0.9358 0.9765 0.9734 0.9526 0.9546 0.9526
GCNDroid 0.9363 0.9493 0.9848 0.9792 0.9605 0.9642 0.9605
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