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Abstract In recent years, with the flourishing of cloud computing, data privacy receives more and more attention and
cryptography is a widely used method in daily life to prevent data leakage. Searchable encryption can protect data from
leaking and retain the search functionality over encrypted data simultaneously. Although there are many followed works
on the expressive query and higher security, the keyword guessing attack(KGA)is one of the problems to be more explored.
The keyword guessing attack makes adversaries infer the meaning of keyword ciphertext, so data privacy is compromised
by leaking users’ search preferences even the personal information of data receivers. Therefore, it is very meaningful and
important to solve the keyword guessing attack problem. Specifically, pay more attention to how to solve the offline
keyword guessing attack against internal adversaries under the fact that the research of resisting offline keyword guessing
attacks against external adversaries has become mature gradually.

In this paper, we expound on the mechanism of an internal keyword guessing attack, that is, the cloud server can test
whether the keyword ciphertext and the trapdoor match at will. Then, we summarize and compare the solutions against
internal keyword guessing attack in recent years. More specifically, there are five kinds of solutions on the dual-server
model, authentication server model, witness keywords model, designated sender model, and fuzzy keywords model
respectively. Then, we point out that the general way to solve internal keyword guessing attacks is by hindering ability of
the server to generate ciphertext, get trapdoor, and run test algorithms independently. Moreover, resistance to internal
keyword guessing attack should be a basic attribute of the public key searchable encryption scheme. Finally, left problems
on internal keyword guessing attacks and further works are discussed. It is helpful to further solve the internal keyword
guessing attack problem in the public key searchable encryption, so that the public key searchable protocol is used in
practice.
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