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A Survey on Defense against Deep Neural Network Back-
door Attack
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Abstract While deep learning is widely applied in various applications, it also faces many security threats in its training
and inference phases. The neural network backdoor attack is a typical type of deep learning-oriented attack. An attacker
can implant an illegal backdoor into deep neural network model during the training phase by employing techniques such as
data poisoning, model editing or transfer learning. When the corresponding backdoor trigger appears in the inference phase,
the attacked model will give the wrong output according to the attacker's intention. This kind of attack endows the attacker
with the ability to control the output of the model through the backdoor trigger, which is highly concealed and destructive.
Therefore, effective defense against neural network backdoor attacks is one of the important tasks to ensure the security of
intelligent services, and it is also one of the important issues of intelligent algorithm confrontation. In this paper, the de-
fense techniques for deep neural network backdoor attacks are reviewed from the field of computer vision. First, the basic
concepts of neural network backdoor attack and defense are explained. The main attack methods are summarized into three
categories, and the reasonable positions, advantages and disadvantages of the corresponding defense mechanisms are out-
lined. Then, according to the different stages of the defense mechanism, the current typical backdoor defense methods are
divided into four categories: dataset-level, model-level, input-level, and certifiable robust defense. The methods of each
category are analyzed and summarized in detail according to their applicable scenarios, stages and research status. At the
same time, a comprehensive comparison of the specific defense methods involved in each category is made from the per-
spectives of defense principles, means and scenarios. Finally, on the basis of the above analysis, the future research direc-
tions of backdoor defense are prospected from the perspectives of defense methods against new backdoor attacks, back-
door defense methods in other fields, more general backdoor defense methods, and defense evaluation benchmarks.
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Figure 1 Classification of neural network backdoor
defense
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Figure 2 Backdoor attack processes on neural network
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Figure 3 The workflow of meta-classifier defense
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Table 4 Defense based on robustness certification
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