9L 4 i B %4 %M Vol. 9 No. 4
2024 £ 7 H Journal of Cyber Security Jul. 2024

RS R UL AR R G A AR AT

N i 1 N 2
SO N
VB nUIR B BARIBBOE B B st TR E 210003
TERUIR R AN RE B P E 210042

|.H

WE P ZEE AR L R 22 (W] AT L, BAT BT Piae o R4 0 SRR i, X206 B RSN % Atk
PR e R T RS RS S A RIS Bl A S S A S R A U5, LASR R K20 B RE ) AT TR
Bt —HERIRE AT, A CATEE (TSR, (B PAEPE R KA, ATl S PR A 2GS PR BAG PEREAN BRSO 42
Fei s OME LU T N ] 3 S A ) e DRLAE A TARRIFERE L, ASCUAB) AR FERE T 704 oA FU AR, A48 R G B AU AL AL
FRHATIRERL S, R — R —BERIREF S T T5E o 1207158 50 PR REAE R B RS H PR R P RO AT BEAT Bl A4,
RE 5 SEAE SN 7 BN IR AT A 3G 0 A, JERADET I Sh & 0 M oG WA A BT 58, LABR e 4iORE 3 23 #T IR 285 A 23 A
AR PR AT [R5 A R PP AT R 20 T EAT 2 B IR M, 10— 0 B AR R R0t F AR RE PP AT I A PR RE S . AL
£ Windows ~V- &5 LBt 777 A SR SEHU N I 20 BTHESR, SR REHERE P S B B IR PP adb AT KR S, J0iE 707 VA
FIATPEAT R, I BRSO SR BB R T RERAE SR 3 b BAT B N A (e

KR R ST R RGN AL

FEESES TP311 DOI S 10.19363/J.cnki.cn10-1380/tn.2024.07.04

Practical Dynamic Binary Analysis Framework via Inte-
grating Hypervisor with the Operating System

PAN Jiaye', SHA Letian

' School of Modern Posts, Nanjing University of Posts and Telecommunications, Nanjing 210003, China
% School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210042, China

Abstract All kinds of advanced malicious codes are constantly appearing in cyberspace. They have new characteristics
such as strong ability of anti-analysis and more concealed malicious behaviors, which pose a serious threat to the security
of various information systems. In order to deeply understand the malicious code and the related attack activities, it is nec-
essary to develop more practical and efficient analysis methods to improve the analysis ability and response speed of mali-
cious code. For binary program analysis, although there have been many research achievements, but with the development
of hardware and software technology, it still faces many problems such as low practicability and flexibility, high perform-
ance and resource overhead, and difficulty in adapting to new application scenarios. Therefore, on the basis of existing
research, this paper aims at the dynamic fine-grained program analysis, deeply integrates the operating system with the
virtual machine monitor, and proposes a new dynamic analysis method for binary programs. This method makes full use of
the new features of hardware virtualization to intercept the execution of the target program dynamically, which can be
more convenient to analyze the target program in user mode automatically, and designs a new memory management
scheme required for dynamic analysis to improve the efficiency of fine-grained analysis and the flexibility of analysis code
construction; at the same time the method combines the strategy of decoupling the native program execution and the in-
struction analysis to further reduce the performance impact of analysis process on the target program at runtime. In this
paper, a prototype of the method is designed on the Windows platform and the corresponding analysis framework is also
implemented. The feasibility and efficiency of this method are verified by a large number of experiments with the bench-
mark programs and practical application programs, and the high application value of this framework in practical analysis is
further demonstrated by the real data flow analysis cases.
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Figure 6 Analysis code adjustment after object code modification

332 oifrRESHE

N U0 7y B AR AN s IR R A A, HEZ
[ SR 7 1) 465 e 1A A Sl 7 A R 004 S 6 £ 7
HORSRBORTS: B 70 A &5 R o il T A B AT I R
Gy FFREAT IR, DAL 23 A A rhooxh B2 FR S A 2 A
T E RO, I FLIR] — AORS B 2> 4 2 A 2 fe o
Z MmN MO, DR A AR E I AR A
iy B AR . W T Pros, Xl B AR A
faA AL, AR A S AT AR b 2 B - T
IR, MRS AT DL, S NS B S

A2 EPT i IRRE IR A7 fiutil; 1 768 B (19 29 B X
A o [ RE 355 I 12 b Bk ) U ) 4584 o 326 TR AR5 ik b
HEXS B[ W AF LI /E AN /) EPT R P 3 Dot i &
25 Ui n) BRI, 2 B AR AR AT I G B A 7 )
e, AR S A B R B 2P AT o AR
o LM AN S 2 H R A A A B R R A 3tk
BREN T RENZSE . F5 L, 2805 550
Source A1 Sink i #5 E AL 5 G0 H & Bak, wT B
HEE N Z R ECR T, AT ZEH S H
AR



W 55 fE REAME AR RGBSR 7 AT HER

FARIAE ALY

jnz  NOT CHECK
mov [eax], FAULT ADDR

71

AR TN

mov  eax, [ebx+8]
mov  eax, [eax]

C2i

LOG_BUF

. AKWLCHECK|_.VMULKASbR|HJ;QULtADDR .

CHECK_QUEUE

|c2_Param|C1_PaRAM|

B7 SITRESHRE
Figure 7 Analysis status check

34 AGFERE

16 H AR R P AT I 58 i BRI aR AL 5, AT HiE
LA 1 e = N N I R T S R R T AR TN
5\ ATRES A DL o Al A . b, T H
AR B S (1 A A7 5 8 TR CPU k%, W]k
75 T 5 TG 107 ) [R5 ) . AR H bR P is AT
INf P9 A 512 B A8 R 1 Dok B 25 23 BE F T Ak 3 A7 ik
SINTIRAS AR A 8], B S48 4E R G A H AR ERE )
J FOL b B 52 o 43 B BE ORI IS, A SR A Sk i 40 b
I3 BEXT I R 43 RS A7 DL T
341 SRS RS

h A3 KT AR B BRI U ) 43 B IR 28 RTER H 4y
Brah B, HEZL Ak 2R i A4 RE M AE H A 12 2% )
R — R I AR 7 &, DA s A AR
AFAEHENE, [FII Gt H bR P RIS AT 3 R o
2 SRR o T R 0T H SR TR B T WS S5 A,
AP AT 5K A I 00 b 1 0 A [7 (1 485 2R U 1) A 7] 1)
PIEL U, WA EAE AN EPT ok SEIL.
I, A HTHEZRAEIZ AT 5 B 25 AR 4 BTN A7 T T A)
Bt 5 0 1) R 40 b 1k - e S5 47 B b Bk A O R
DL THF5E EPT gityiiiggt. Wikl 8 frw, Hx
Hihl: 2de83000 7EAN[F] EPTP Wit g AN A (1) 4 =
WL v, K, Rl 3£70000 £ A F K
EPT RT3 5 19 24N A Wy B kL, 43 A7 i
AR L7 7= A2 10 i s 35000 R o A A B A FH 1 23 Atk
A, XA U7 A 7] R 0L ik B e AR 4 3 5 7R
BB F s, BOR3R S T BT AR R 1 R
TETERPAT R . Bl 75 32 4 PAE B K, PDPT
FrR I H SRS 4 A, AR EEH T
M HE R, FTUAAE AT LT 2 AN TUH 3%
2% P BT I B0 U B T e . PAE B
PRy RE, 20 32 A RS 4GB UL )

PR A7 HE, SRS 64 7B R i1 B JL
55 64 7 BRI LR G510, DRIIEAE 64 A7 15 ¥
AR [FIRE 7 LI U H S B o thah, el
B R DG 1A L 2 I () [ R R AT EEB A 1, 48
A R FOLH T B 1 20 BT RS AT 2 TR W), () B A
TR G IR AT /3 C . BEXPHT M I TUR S5 1), 7E
32 RG] DL E AT TG, PN KIS L
THFE AMB Z5 (1), 0] LURH W% 23 i itk . {H7E 64
PFEF, TR A2 AR OK, N 3% 5K s 77 R
HATEN AL

JAEF AN BCI O H % TR DL T A7 i R
FUHBHE 7 MRS G N A7 23 (B 7E EPT &5 44 DA BE T
B RAEAE, HIAN T 22 B bRt B e s R4
WAZ IR RE L b IE, PR TE 18 B FRAREES I 2 2 B A0S
AT DL 20 Ik i U Sk U W) MR ES, AT LK
3 BT R AR A AT B AR R . Y A B H bR
NE UL 2 () AN 2 I, AT AR P A0 i a2 R 1) R UL
(i) > 6 400 H T B AT PR B RV T Y R G M
HEAF AR B, DCSE RUFAE SR R 1E 84T o Bhi N A7
THFE R N FH R 7 1T 2 H B 0T 1 98 h 1R s o, A
BRI A ZR G0 UL 1 U7 1) S ek AR ) Aoy Tk
ATARER o AEEF S = E I 2R 48 75 HOdE— 22 20 A LA
XF A RIAURE IP) 75 o 1R
342 FHFMEWSEMNR

£ HARRE P AT IS e, B es
SR TRAS T FH R A7 25 0], 1T 5 22 5650 W2 (1) 49 Btk
A5 R AR Y. il 2 [R]85 JEAT, 5 W) AT BE 25 3d B Y
TEBRIRA RGO o X TARSAAAE |, Tt 6
PN EE DL, A Be ) 2 ) /N B IR .t T2
AR AT &3 5 T H AR, 4 H AR R
KR WAFHAEJS, DI IR AR A (1) 43 B AT g ik oK 5¢
B, PR 5 S S AR RE JRAE i H b P9 A7 ik 2 IR A



72 Journal of Cyber Security 15 FV& 4244, 2024 £ 7 H, H o, FH4 M

Guset PA

2de83000

INTERCEPT

Host PA
2de83000

______________________

__________ T ———

'--»n ANALYSIS . 47a72000

2de83000 2¢240000
2de83000 [— e o= 2£3a3000

i INTERCEPT J »

: 2e240000 J B
3£70000 [> 2£3a3000

VA PDPT -
: Page Directory Page Table Page
EANALYSIS: 47a72000 481d6000

L 4927R000

481d6000 J J SRS

49271000

B8 MiFititmEsrEE

Figure 8 Memory address mapping diagram

(1) 58 By N A7 1), HEZESR FH — AN 2B 3R [1] Wi BA 71k Ak
HZ ), Wl 9 FoR, 4 H AR FE T R TR FL A A7 1
BERFCT AL A2), KO0 R (1 IR 25 A7 0TI 4\ 2]
I BA S FE 358, G SR iZe ik i SR FH (- AL,
W F AR L FOR S A TN FERDIRES . 7EIRES A
TUIR RS A e 56 J5, 4 A RDBC A 37 11 Sk 358 1647 43
fic, ek bR A RS K 2Ea)

PP T IR
A1l — Allocation
INAF LB

A2 — Allocation

1 G ASHHY
Al —Release

2m®E L ST | 4 fReesan

78/ [y gdE
Al — Allocation [~~~ ﬂﬁ”a """ ' | s2 gaialll
A2 — Release
A3 — Allocati <
ocation 3. MBABITF 3k
BUZs

B9 REAFRKMERIE

Figure 9 State memory recycling and reuse process
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Table 1 Statistics of object program execution and
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500.perlbench 89.3 36.6 423 167.8 41.8 1961.5
505.mcf 51.9 109 12.0 532 41.9 635.2
508.namd 304 145 195 88.6 37.3 2353

520.omnetpp 64.2 36.5 563 179.1 453 555.8
523 .xalancbmk 50.1 326 498 1732 51.5 959.7
525.x264 25.8 179 22.6 109.8 43.9 542.2
526.blender 119.0 56.2  67.1 287.2 45.5 1040.0
531.deepsjeng 77.2 123 475 622 42.8 1266.5
538.imagick 315 204 215 973 40.9 306.3

541.lecla 91.4 146 375 734 43.5 1138.2
544 .nab 73.8 12.8 184 644 39.4 566.4
557.xz 19.7 1.5  11.8 634 41.7 261.0
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Figure 11 Execution performance overhead of the
object program under different analysis scenarios
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Table 2  Statistics of resource occupation during ob-
ject program analysis

(IR (}13\/(131:) TAPP RSP CSP ﬁg) ?:/FBC) Xﬁ;
500.perlbench 2.4 33905 0 0 11 39 28
505.mcf 14 170537 39466 1 27 13 09
508.namd 1.6 40565 0 0 17 18 13
520.omnetpp 2.4 42384 0 0 18 44 29
523.xalancbmk 2.8 59208 0 0 19 44 28
525.x264 1.7 40057 0 0 18 24 17
526.blender 6.1 32922 0 0 18 71 46
531.deepsjeng 1.5 179229 0 0 28 15 1.1
538.imagick 2.1 4689 0 0 15 23 16
541.leela 1.5 4560 0 0 14 1.7 12
544.nab 1.5 5062 0 0 14 15 11
557.xz 14 225048 699 611 29 14 1.0
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pages in analysis mode) % 7~ 43 7 #5 =0 R 43 L 1Y) 00 3R 0T T £
CSP(Conlflicting state pages in analysis)# 787> T I FIF SEIRAS TUECH;
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Figure 12 Program execution reduction with differ-
ent HyDBA analysis schemes
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Table 3 Detailed execution information during program analysis

AR 7 S ST RAG(K) Gtk

MEC/MAC(MB)

Taint source L . .
Taint sink (buffer size/tainted bytes)

(bytes/bufters)
7z 3 15 235 7.4 2.8/1.8 4096/1 57436/57202
curl 2 22 244 1.4 2.8/1.9 4096/2 4096/3917
aria2c 2 41 48.6 0.6 6.0/4.0 4096/3 59/12
certutil 5 69 84.7 1.6 9.9/6.7 4096/1 1069358/622699
cscript 9 61 9.9 1.3 11.6/7.6 4096/2 845/845
pscp 2 34 34.1 1.8 4.1/2.7 4096/1 4176/4096
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