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Abstract With the rapid development of cloud computing, data users outsource large amounts of graph data to the cloud
to save the cost of data storage and management. However, the security and privacy of outsourced data is a major chal-
lenge for cloud computing. As the cloud is semi-honest, in order to protect the privacy of sensitive information, data own-
ers want to encrypt the graph data before outsourcing it to cloud servers, while retaining the ability to query and process
the encrypted graph data. Shortest path query, one of the most fundamental query types in graph application, retrieves the
shortest path between two given nodes in the graph. At present, many researchers have proposed a series of efficient
schemes supporting approximate or accurate shortest distance query, constrained shortest distance query and top-k nearest
keyword query on encrypted graph. However, there are fewer schemes supporting shortest path query, and the storage and
time overhead of existing schemes are large. In this paper, a structured encrypted graph scheme is proposed to support
shortest path query between two given nodes on the encrypted graph. In this scheme, we generate and encrypt a label index
that supports the shortest path query on the directed graph based on 2-Hop labeling, and then outsource the encrypted in-
dex to the cloud server. A modified order preserving encoding algorithm is utilized to encode the distance value to achieve
the addition operation and comparison of values, improving the efficiency of the shortest path query. The first edge and the
last edge on the shortest path between two given nodes are calculated recursively during the query process, and finally the
complete shortest path is returned. Security and performance analysis prove that the proposed scheme is secure and effi-
cient to achieve the shortest path query between two nodes with less storage overhead and higher query efficiency, and
protect the privacy of graph data.
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L, negl(A) & —ANTT 2GR, W5 %€ T X [l
FIEPEE W BT (L, L) -4

4 FR&EFHIA

4.1 2-Hop /7%

MR BRI AE i T &R s, WU
[R]85 9 4 A ) PR B o e 4 . ARSI 4R FE T 2-Hop
25 771%(2-Hop Labeling, 2HL )43 SZ R 9 17 5[] 5 4
B AR AT I RRSS o 2-Hop ARl L i o 55 (1 m]
F T s A S i M AR PRI R 51 450 o AU %
F= B B 1) B b ) AR A, (B FRATT AT B
¥ 0 1) B 00— 4 3 A — X6 7 T A S TR AT ) 32K
T K 2-Hop #2851, ML 7 & 103 FVE
HARY I 17
4.1.1 2-Hop HHEHZ

1 E R 2-Hop BEEAREBIEAMESWIT: 4
K G=(V, E), L 2K G ¥ 2-Hop #+%. L A4
v A BCFR AR L= {Low(V), Lin(V)} o Lin(V)AE (U, duy)
MRS, do RN u HEE] v BRI Low(v)
S (u, dy)NTREES, do RN v Bl u 1B EE

2-Hop PHE AR RS TAT R AT IS TR AT s
e, FFAEED AN u, WL (D, dy) € Low(s),
(u, du)) € Lin(0), Q)u 1EM s B ¢ [P #81% bo

R, 6 FAT R A AA T A s AL g, AT DUEH]
PARAIEARBEAE L LSRR 2 AL £ s B2 5 ¢
)1 B e R B 250 distQuery (s, ¢, L):

distQuery(s, t, L)=min{d,,+d,;} D
Ho, (u, do) € Lous) Hu, du) ELin(t)o WER Lou(s) A
L)AL u, B s 3] ¢ AnaE N e X
distQuery(s,t,L) =0 . WHRXHME G FEZE—X)
s e, Mos B ¢ IR B d=distQuery(s, ¢, L)



B 5 G in s B L R A AT A

BAL, WRAH L& G [F)—> 2-Hop Cover.

Akiba %5 NV 1) 85 B 3 AR AR %5 (Pruned
Landmark Labeling, PLL)&.% & —F#45 241 2-Hop #x
BRI, T T g R A ] P R AR AN A
VI ) 20 2 ) 205 W AT B R 1Y) BFS, B3k
& G [¥) 2-Hop Fr%5 o B ¥ L i k-1 AN 558 TR
(11 BFS N3 B IARSEAE, du]Je WA kAN 5 v WS iE
[ 320 RV W e B B AR KR, R
distQuery(vi, u, L*>d[u], ¥ (vi, dlu])fiN Lk, 750
X u BEATBYRE, HANFR4REL A u FFUR AT
FH RIRE IR 5907 ASRAS LY o

Kl 2 @ T — AT 10 1 2-Hop BE B AR 27 o
B 2(a) & — ML 7 AN AR 1T AU AT I G,
200)E B G 1 ARG AT PLL S5 2E Ik
) 2-Hop FE B hR%5. 11 A a /25 3 N UT IR BFS
BRI A, WAL L—L2 12 ={(c, 1), (d, 1)}, Ma
TFUAHTIE [ 17 [ AT BI B 14 BES 3543 L, 156
W a, d[a]=0, ¥(a, VBN L} (a); TEEViI b, d[b]=1,
i (a, DI L(b); RIEVi e Fld, t1T distQuery(a,
¢, L)=min{1+0}=1=d[c], distQuery(a, d, L*) =min{1+1,
140} =d[d], OS5 ¢ F1d 8K, L (o)F L3 (d) A
NHEE I LA ¢ M d TFIRAREEE . 5,
FAIRIRE I T E3R AT Lo BT A5 ¢ A1 d BEAT B4,
B LA(a, )RS HTA L (2)-
ol en
G RN
P AGRIGY

L) [ (d0)
LT (@ [, @0y
L) [ (€0)
LT (@ (). (@), @0)
L LD [0
L) (&), @2). @D, (:0)
Lol L@ @0 ,
N L8) [(c2), (d3). (e:2), (£1). (8.0)

(b) EIGH2-Hoplf B bR

(@) 7T IEIG=(V, E)

2 G BY 2-Hop FEBEIRE

Figure 2 2-Hop label of graph G

412 FEFRFMEBRZEMNK 2-Hop 772

2-Hop B FR 46 1T LAAT 280 SO 45 6] b dme o B
EWIFPEER P Z R . BARIEATN 2-Hop ARZEMIH
3 B, LG R T I e A i A A A D
WS IEACRIHE PP R . Al 2-Hop FRAERE 4T
M SZHEAT ) B R B R R AR A, JRATTXS 2-Hop FHES
PRESHEAT IR, E Akiba %5 AR H BT R H bR bR
BFLIEA_ FE G 2SIk 2 Pronif PLL 504,

85

AT PLL SR 3R A3 SR ) I 05 % 42 A 1 119
2-Hop ##%4E L.

PLL BEE WG — ANk L), RG
KB G I RO T HE T, A O RS
MAPATETR ) BFS $13% PrunedBFS, &% S FF
R B AR A1) 2-Hop #5328 L={Lou, Lin} - PrunedBFS
WE VTR, I R v 20 Sl 1 [ 32 R 1) 320 77 Tl
& G BATBIR BFS, 76 LM JLal bt bRtk
LY FERRAE L, ST (u, dy, W) E Low(v), w
JE N u R EAT SR BFS I v IRIRTER A, M v
) ow BHEEAR Ly RN ST, da, wE
Lin(v), w2 M u R AT IE 7] BFS I R2H v (R 9K TS
A, B w B v (AR By (1 B AN A
YT PR BAEA 0 I w A null,
¥k 1. LF — PrunedBFS(G, vy, L")

N HHE G=(V,E), 155 v, b M
Wil bREAE L= (L, L)
1:

Initialize a queue Q with one element vy;

Initialize L' — Lk'l;

Set d[vi]« 0, w[vi] «—null;

FORvE V' \{v;} DO

Set d[v]«— oo, w[v] «—null;
END FOR
WHILE Q is not empty DO
Dequeue u from Q;
IF distQuery(vy, u, L") < d[u] THEN
continue;
END IF
Add (v, d[u], wlu]) into L% (u);
FOR <u, v>€FE s.t. d[v;]= © DO
dvi]— dlult1, wlvil— u;
Enqueue v;to 0;
END FOR

: END WHILE

. Enqueue vito O;

: Replace (i) distQuery(vy, u, L") with distQuery
(u, vi, L"), (ii) L% (u) with LX (u) and (iii) <u,
v;> with <v;, u>, and then repeat the procedure in
line 3-17;

20: Output L= {L* L 1.

— o 00w

et ek ek
RN RN

Hi%: 2. L—PLL(G)
BN A1E G=(V,E)
Bt ARZEE L
1: Initialize an empty dictionary L’;
2: Sort the nodes of G in descending order of de-

gree;
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FOR k=1 to |V DO
L' — PrunedBFS(G, v, L");

END FOR

L 1"

Output L.

A

XFATRWATIE T 8L s B e, 7EC R iR AR
A1) 2-Hop b8t L EATH BAH Aot [m] 25
M s Bl ¢ ()5 R E B A ) distQuery(s, ¢, L):

distQuery(s, t, L)=min{d,+d,} 2)
Holr, (u, oy w1) € Lou(s) Bty duss w2) € Lin(t)o IR
Lol )M Lin(6) AT L2 5w, B s 3] ¢ ANTTIE, )
& X distQuery(s,t,L) = .

7t 2-Hop #% FRHT IR Bk AR A i R T
2 E S R s FIEE T 1, BRI Low(s)M Lin(t), UM s 21|
t IS, BDAFAE I KV AE M s B ¢ (R Ik i
o b, HEXNEARIN(, dy, w1) € Loul$) T, dy, W) €
Lin(0), WM s 2 ¢ SRR RSN dy=dyitd,,, SRBCATTE
RO BN AN R wy M e 1) BN R owoe B
T I AR I T R R R A, oy R w1
BT s RS, VEER X wy B wne LRSS
e, WERAERE 2GR wi 2 null, W s PREFANE,
SUHH ¢ 2 woy W0 wo 20 null, W) ¢ AN, U s
Hwie ELE wy Fwy 3570 null, BB, S6F R A
AN =S, B RETH

K 3 2SR 2 10 B G ki
T 2-Hop An%7nil. #5 BAEIX MR8 4L B il
Wb 2| g K RERAE, HERE Low(b)M Lin(g), 7T LA
WEEH] Low(b)M Lin(@) FHILF T ¢ Ml d, A1)
I b 2| g (MBI dye=min{1+2, 1+3}=3, ¢ 1L
XA AR L, NI (e, 1, )€ Lou(b)F(c, 2, 1)
ELin(g), WA b T M RM&E L g 19 LA
WRIIA RIS B, BAe FLf R ORI 28 5,
KB Low()M Lin(f), =35 1A ¢, REER T £ 1
EAT RN o BELEHN ¢, A Lu(c)M
Lin(c), $HILZEA T ¢, AL ULy A,
PEAE EANTRA AN A, I b B g s R R AR A
b—c—f—g.

42 HEHEBYRFHES OPE

HAQ)AT 4, 7 2-Hop FRZ5 L5515 ]
o R R B s ST — OInis A S LR . R,
AL TT T B PRE R I PR 7 4 B (Order-  Preserv-
ing Encoding, OPE)%&.7%, 7E R4 R &h Ho ks 1 [7) I,
AR HAEBAT — V2 S5 5 ATh e £ B 30 1) Wt e
i o ASSCRHA Liu 25 NP H 0 S0 0 07 4 i 5
OPE. W% 3 iR, N IEREECH P K M S d,

R BEHUE <> (0,K,/2), OPE ¥ %% d %t N
DK +d+ro S TAEE 4 NEEUE d« dow ds T dy, KT
I (R 465 53 A Die—OPE(Ka, d)), i €1, 4] W1
di+dy> dstdy, W4 Dy+Dy>Dy+Dy T

Ly(a)|(c.1.0), (d,1.d), (a,0,null)

L.(@) [ (a,0,null)

Ly (B)|(c.1). (d,1.d). (6,0,null)

L.(b) [(a.1,a), (b,0,null)

L,(¢)|(c,0,null)

L..(c) [ (c.0.null)

L. (d)[(d,0,null)

L@ L.(d) [(c.1.¢), (d,0,null)

L L,.(e)|(e,0,null)

7, [(e.L0). (d1.d). (e0null)

1o au) |(.0.0ull)

DL, (o). ([d22) (eTe). (-0l

L,.(2)](g.0,null)

L@ 1, (g)|(€2 ). @3S ). (€2/). (£1.).
S/ (g,0,null)

(b) TR FEAR AT 192-Hop b’

L(a)

L(b)

L(c)

(a) A1 [ EIG=(V, E)

3 XHHREKEEIAN 2-Hop 7%
Figure 3 2-Hop labels supporting shortest path query

IERATE. TR REECE P K A 4 MU d,
dyv d3s Pl dy, IR ditdy> dytdy, B4,
D, +D,—(D;+ Dy)
=Kydit it Ky'dy + 1= (Kyrds+ r3tKoedy + rg)
=Ky (ditdy—=dy—ds) + (n+ra—r;—rs)
= Ky 1H(r1+ ra—r3—ry)
>K, +(—K3)=0
JITLA, Dy + Dy > D3+ Dy JROL
Hi% 3. D «— OPE(K,, d)
N HHK,, ®Hd
vt PRFPgRASAE D
I re%(0, Ko/2);
2: D<K, d+r;
3: Output D.

5 FHUMBEERNREREERNAR

AT R SRR ) ] b AT 2 Y R T o R B A
IG5 I K 7% TT = (KeyGen, GraphEnc,
Token, PathQuery, Decrypt), FH1E4N/ A4 % )T %
(1) 5 MEE
51 ZEREMEEL KeyGen

A TR KeyGen WYL 4 iR, 4 € %4
S8 2, BRI A A R A 1 P AR
K={Ki, K>, K3}, Hf Ky 2> A ALBEHL AT R,
TR A9 IR RS R T I Ko Al K5 53 ) 72 Ok
79wt 5% OPE AR FR 2PN # SKE =8, HT
P00 143 o 2 02 L D 2 o




WRERT A SR N 1 B B R R AR AT ) 87
HE 4. K—KeyGen(1%) 12: Compute H,:= h(K;, u);
N GRS 13: Compute D,,«— OPE(K3, d,,,);
. SRR K 14: IF w # null THEN
) 1 15: Compute c¢,,«— SKE.Enc(K3, <v,w>);
K0 16: Set 7,0:= (I, K,);
2 Kz, 17: ELSE
3: K>« SKE.Gen(1%); 18: Pad c,,, and 7,, with random strings;
4: Output K ={K,, K, K}. 19: ENDIF )
20: Set ELowllw 1:=(Hys Dyus Cowy Tw') @
S S g(K,", cr);
5.2 fn#% &% GraphEnc . o
YN . o : et ctr:= ctr+l1;
P s ﬁ{i GrapEEnc ﬁﬂﬁ/ﬁ\ 5 Fias. Hdim 2 END FOR
A AT IS 2 o) PLL S50 K G /& 23 Set ctr = 0;
ISR B AR I 2-Hop 8% L={Low, Lin}, 2 24: Replace (i) subscript out with in, subscript

Jei, AT v KN I BR AR Low(V)F Lin(v) £ B
STRGINE, KO, K,), FERARZE AT 2%
HNRYE, 132N AR F M EL={ELoy, EL} -
KT, dyiy W) E Low(v), BRI AN L,
SRIGVES u ML BEALER L, H OPE Xt 21 d..,
Gty AHAEST N v 2w B B AR 5 AT s w ik
TNy, AN EBAEH] SKE.Enc N30 A w, 12
I AN i<y, w>, <v, w>H7n M\ v B u 10 3558
B A 4cid. BhAh, AEERE I AR AT S ow k)
[ out BRI R TIN CHE 1, =(1, ", K., "), &%AE¥
A S R AR A U I Dy 7 A TR — 0 4 A R
e IR X 5 D BB S g(K,, ctr)
BB A TR S N Tl . BRI R
LK 75N EE Lin(0) P BT [FIHE, X F(u, ds
W) E Lin(v), ME<w, v>IIAZE w, <w, v~ M u 2|
v IR AR B e — 4500 I se s, s
A HAF RN I (1) BIAR 5 EL={EL o, ELin} RI%E%
P
#% 5. EL—GraphEnc(K, G)
N BHEK, B G=(V,E)
BT A bR EL

1: Compute L < PLL(G) and parse L as Lo, and
Li;

2: Parse K as K, K5, K3;

3. Initialize two dictionaries EL, and EL;,;

4. FORvEV DO

5: Calculate 1, == h(K,, v||0), K, := h(K, v||1);

6: Calculate I, := (K1, V||2), K, = (K1, V||3);

7: END FOR

8: FORvEV DO

9: Set a counter ctr = 0;

10: FOR (u, d,,,, w) € Low(v) DO
Calculate 1,,, := h([v+ , ctr);

[a—
—

vu with uv and superscript + with —, (i) ¢,y
with ¢, (ii1) <v,w> with <w,> and then repeat
the procedure in line 10-22;

25: END FOR

26: Output EL={ELqy, ELi,}.

K 4 Jgon T 3y A1 E G MSCRrRdE AR
I 2-Hop FRAERIINE SR, (BRI R {4 H54
d, D(d)&7R d ORISR, * R BEHL 74T R

EL,.

D et G2K0) ] D0 0gK0) |
H,D(1).CoTy DKL) | H,D(0).*5 6 g(K,.0) |
H,D(0),*,*> ®gK,2) | H,.D(0).*.*> Dg(K.0) ]
H_D(1).¢,.70> Dg(K,.0) | H,D(0).*,%> ®g(K0) |
Ly P HoD().Cptp (K ) | [ P HoDO0).* > G g(K0) |
H,D(0).*,> ®g(K,2) |

EL,:

[L. H#H.D0).5 % 0gK,0) | [y P HDD.cpo D(K0) ]
H,D(D),cpt ®g(K0) | [y Pl HeDR)cpto gKeD) ]
[ 1, H 1,005, @g(K, 1) | [Iy | H.D(D).cprd ®g(K2) ]
AH,D(0)*,*> Dg(K0) | [1y PLHDO).F %> ®gK3) ]
H,D(D).ctp ®g(Kp0) | [1 P HDQ).cpt> @g(K0) ]
H,D(0).* %> Bg(Kl) | H,DO).cotp ® &K, |
H,.D(1).cce.r> Dg(K.0) | H,.DQ2).cr 1> ®g(K,2) |
HpD().cautp Dg(Kl) | H,.D(0).c1p> ©g(K,3) |
H,D0).**> ©g(K.2) | [1a Pl HD0).55 DK A ]

E 4 /nZE#Y 2-Hop Fr%E
Figure 4 Encrypted 2-Hop labels

53 ZhE4% E L Token

A JE RSV Token WISEVE 6 i, Sl 4
BRI F LB R g=(s, ), BN s
R BRS¢ EEIRAR, BURIAE HH AR <
RALLBAAE I B E A AR o RIS 5
M55 BT R R o
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8L 6. 1, —Token(K, q)
N BHE K, B g=(s, 1)
Bt 2 7,

1: Parse K as K, K>, K3;

2: Calculate I, := h(K, 5]|0), K, := h(K}, s||1);
3: Calculate I, := h(K}, |2), K, == h(K], ]|3);
4. Output 7, ==(I;, K, , I, , K, ).

54 RIZEIREX PathQuery

HAR U5 PathQuery H R4 #visfT LATH
SRR AR, TP TR AR AR R Sk
LabelSearch 11444 R 5% NextEdgeSearch.

PREEAY R 5TV LabelSearch LU ) B b 2 46
EL R4 v W N, BRI EL gy 15 s BRI AR D0
HVELy 15 ¢ RHRIIARAET 5 346 N L F1 L, FF3R[H],
WS T iR

1114825070 NextEdgeSearch U155 8 iR, HiA
LabelSearch W45 Lo A1 L, = R 2sfdidir Lo F0 L,
FEARINIEAT LU, WERAFAE H=H,, WRKH] Lou(s)
A Lin() ALY 5, Mos B ¢ 2k, A Liv
2 N\PUE I OPE ARSI, = iR4s il thisdk
HH R B 2 R R ) RARRE I, TSR s 2 ¢ 5%
TR AR A AR INEAE o PR — 451 NS
H co BLA s BN N0 g ¢ 1 E— A | R 5
ANH, HT AR B,
847, (L, L,) <LabelSearch(EL, )
BN IEARSE EL, 20 7
s FIL, L,
Parse 7, as (I, , K, , I, , K, );
Initialize two dictionaries L, and L

Set a counter ctr = 0,
Calculate 7, ::h(I;r , CIr);
FOR EL[l,]7# L DO
Compute Dy,:= ELou[Li ] © g(K,, ctr);
Parse @y, as (H,, Dy, Cs» rJ.);
Set L[H,J:=(Dyu» Cows Tw);
Set ctr = ctr+1,;
Calculate 7, ::h(ls+ , ctr);
: END FOR
Set ctr =0;
. Calculate I,; :=h(I; , ctr);
: FOREL,[I, 17 L DO
Compute @,,.= ELi,[I,, ] ® g(K; , ctr);
Parse @, as (H,, Dy, Cyi, T );
Set LH,]:=( Dy, Cyis T );
Set ctr = ctr+1;

— S0 ® NNk WwN —

ket ) ek
i A A ol

19: Calculate 1,, ==h(1, , ctr);
20: END FOR
21: Return (L, L,).

B 8. (c1, 2. 7) — NextEdgeScarch (L., L)

N THCL L,

W NI e, co BIARE Ty
1: Initialize dist«— oo;

2: FORLJH,]E L, L{H,]EL, DO
3 Parse L[H,] as (Dsu» Cowpr Tw));
4 Parse L[H,] as (D, Cws, Tw));
5: IF H,=H, THEN

6 IF dist> Dy, +D,, THEN

7 Compute dist«—Dg,+ D,
8 Set ¢ Coup €2 Cuyss
9: Set = T, Tw));

10: END IF

11: END IF
12: END FOR

13: Return (cy, ¢z, T'y).

B 45 A ) 9% PathQuery WI%L 9 fivR. =%
MRS M 1, J5, 1217 LabelSearch £1yL3EH 5
ELou($)F1 ELio(O)WIARZE T4 N Ly F1 Lo REEE Ly T Ly,
WK Ly S8 Lo, SIS Rl s B e AAEAE, W R
N 2 LA LR SN s 21 ¢ 0ik, =ik
528 PUT NextEdgeSearch 5k, IR[FIM s 2] ¢ R 5
RN s SUNIYIIE - E NSNS -3 =i SN YIS
B o M T AT 0 M oo (S o 384T
LabelSearch 595K L Fl LY, ARYE L' A1 L 1550
TRSE & AN BT (R I 253 31 R 58 RYPOFISERT L 5 Ly
LS LA, RIS B A, 153
SN fen, RO R OTER IR ARG NS R, R
R TSR R e L A 1 R 85 5
8L 9. R—PathQuery(EL, 1)

BN IEARSE EL, 20 7
B InE AR R
1: Initialize two sequential lists R and R’

Compute (Ly, L;) «<LabelSearch(EL, z,);
IFL=1 orL~=1 THEN

SetR=_1;
END IF
FORL#1,L#1 DO

(c1, 2, T's)«— NextEdgeSearch (L, L;)

(L', L',)«<—LabelSearch(EL, 7'y
IF L'.#1,L'#| THEN

N A A T




B 5 G in s B L R A AT A

10: SetLya=L', L:=L";

11: Append ¢ to R, append c; to R
12: ELSEIF L #1 ,L'=1 THEN
13: Set Ly:=L";

14: Append ¢ to R;

15: ELSEIF L;=1,L#1 THEN
16: Set L.=L";

17: Append ¢, to R’

18: ELSE

19: break;

20: END IF

21: END FOR

Reverse the order of elements in R’ and then ap-
pend the elements in R'to R in sequence;
23: Output R.

22:

Bl S 7l TAEE 4 Brosiiinss Bbr 24 bt
AT b B g BRI . W S@FTR, =
R 45 2R 740 FREL ELou(b)FN ELi(g) ™ EHH 053 51
TN LRI L, RIUHAS LT, 3T gy bl AL
PRRFE N H, R B e, MBI b 3 g foe ki
B B 5510 cpe FIIRSR 4510 ¢y BTAHR
t=(t, 7)o A, WK SOITR, M o=, 1)K
il ¢ B f iR LI, kA3 ELow(c)F1 ELy(f)
I, W E AR A%, BT LAERE LR L, V53R
19 e M E—530 ey FIAMR o'i=(*1)0 WK 5(c)
Fivn, BT LERGIN DELE ELoy FHRANEI I
HARIN, RIEANTE BT Lo ARFEIRAFHTIIA IR o=, *),
{BAE A iz 4T LabelSeach 455 4%, Bie FAH
A HAb, BB EARLE R R={Cpe, Cops g } o

WURLE) T IO
S AT O U s EE R
IH, H DO).conti | i% DR).cpti
VAN OR AR | O
H, 1 D(O), *, *

£ D, =min{D(1)+D(2),D(1)+D(3)}=D(1}+D(2)
R={ey}, R={eyd. T'mt, =@ 7y)

(@)
Tewy) 5 '=(x ) D
7 E37D(0), == TN
L ::_—_—%ll L D)%%
O Dl ot
" I_ “D%z‘; =l L DO
d 2Cepple — :
Dheyr] D??(O?D(O)
H, _D 0),*,* jlcbc;,
( ) RZ{Q&’C{;/}

E> Dbg:D(O)+D(l) TA(*,*)
R={c,.}, R={c, .cs} E> )
(T R={cp, ey}

(b) ©

5 EifFERA
Figure 5 Example of query process

!

89

5.5 MREEE Decrypt

fift % % Decrypt WAL 10 Frn. EodaffiH &
5 N B A 2 A1 2R 250 K, IR 2E R vh
PRI ¢y, c2, ...oom, P2 po

BE 10, p—Decrypt(Ks, R)

WA B K, SRR
W ®AEp

Parse R as (cy, ¢, ..

[a—

CIR);
2: FORi=1to|R DO

3 m«—SKE.Dec(Kj3, c;);
4: Append m; into p;

5: END FOR

6: Output p.

6 T

AT UE WA SCAR H 1) SR doe R A A R R 45 1)
e n% 7 % T1 = (KeyGen, GraphEnc, Token, Path-
Query, Decrypt) & CQA2-Z BT I H N %4
OREIEEY 3 R i T o S e S D QD O Rl S PV A vk g B
it (L, L) -2 4.

EH LARASCHR S5 KT % 1 =
(KeyGen, GraphEnc, Token, PathQuery, Decrypt)iifi /&
R pR B R L, IR 7 58 YT T 226 6 48 1 A
T (CQA2)E (L, L) - %411

UERA. RIS MM S . S
PRI 25 52 1R 5 DR £ R ., A8, — A AR o 2% P&
V%% EL = {EL,, . EL,} MEHFS ¢ o WRAERI
M2 2 B0 8T A A RE X 2 A S5
Real; , (2) Fil Idealy,  5(2). WA LA &5t b
K7 % TN FLE N IE PR W BEE 2 (4, L) -2 42

B EL : e it e s B L, B3R S AR £
EFET B G W% Low MR E RS EL, - 15,
S EMBRE Y K = (KK, Ky} o TRBETT AN
V={v1, ..., vab, S AT R v BEHLZE R AN IE 35
o S Y @ = Loy | o B, BSIEHURE LI
ABEHUE o010, 1}, fe—10, 1} KT 0<j< @, S
AT LR S BRB A 1 ELL, (v,)

(1) S WH ay= hlos, ), By =g(Bis J), h F1 g A
WLGHINSEAE

OMEBE u & Low(v)HH j DIRZEIRIILEAT A,
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