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Abstract As JPEG (Joint Photographic Experts Group) format images are widely used in network storage and transmis-
sion, malicious operations such as tampering and stitching based on the JPEG format have emerged, and the research on
exploiting the characteristics of JPEG images has received more and more attention. Among them, JPEG image character-
istics are closely related to quantization steps. If the JPEG compressed image is saved in the bitmap form, the researcher
cannot get the quantization step directly and thus cannot analyze the JPEG image characteristics effectively. Therefore, the
quantization step estimation is attracting more attention in the field of digital image forensics. This paper first introduces
the background of quantization step estimation and divides the problem into two issues: quantization step estimation for
single compressed images and first quantization step estimation for recompressed images. Secondly, based on the classical
JPEG compression model, the quantization step estimation models for these two issues are given. Various methods for
each type of problem are introduced and sorted out in detail. Then, the classical algorithm experiments in the same ex-
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perimental environment, and the classical algorithm is analyzed and evaluated. The experimental results show that in the
quantization step estimation task of single compressed images. The existing techniques are mature, and the estimation ac-
curacy of some algorithms is higher than 90%; however, in the first quantization step estimation task of aligned recom-
pressed images, the current methods can only estimate the quantization steps of low and medium frequencies, and the es-
timation accuracy is lower when the first and second compression quality factors are similar; in the first quantization step
estimation task of nonaligned recompressed images, the grid offset increases the difficulty of estimating the quantization
step, resulting in poorer performance of the algorithm on nonaligned recompression. Finally, the problems to be further

solved and the future development trends in the quantization step estimation task are pointed out.
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Figure 2 Chrominance standard quantization table and Luminance standard quantization table
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Figure 3 The process of single compression
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Figure 4 The process of recompression
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Figure 5 Connection and development of quantization step estimation methods
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compressions
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A8 NV VEAS VA D K (M R B 2 R R T 1
BEINT FEA, A R R D s 4 i O B AT 15
PEAZHAAR AL D K I HERf R 2R T A T 4 i A
AR X B Luo 45 NP5 voxt 11w i 2 [
TR KR AR 73 HEA AT

BEHEFREZERRBERRY. FTRRERFEEFERMEITRRNRE N T KAERR

Table 1 Accuracy of single compression algorithms for estimating AC frequency quantization steps at different

image sizes and different quality factor compressions (%)

or 64X 64 128128 256X256

Luo®! Lin!" Yang!'% Lit™! Luo®! Lin!" Yang!'% Lit™! Luo® Lin!" Yang!'" Lit™!
60 47.01 26.02 43.33 54.57 53.23 32.85 57.67 69.12 58.69 37.45 69.38 81.32
65 50.43 27.65 47.11 57.68 57.39 35.21 63.87 73.19 62.60 39.67 77.16 84.42
70 54.38 30.07 51.92 61.84 61.23 37.95 69.30 77.40 66.61 43.33 82.29 87.52
75 58.30 33.38 57.35 66.56 65.92 41.87 74.41 81.65 71.29 47.87 86.89 90.93
80 62.80 37.33 62.68 71.10 70.70 46.75 79.53 85.56 76.49 53.64 90.75 93.82
85 67.25 42.98 69.61 76.90 76.20 54.12 86.18 90.48 80.98 61.47 94.11 96.13
90 71.57 49.86 77.18 82.92 79.79 62.27 91.78 94.69 82.57 71.35 97.38 98.41
95 72.85 63.78 88.65 92.31 76.67 74.63 97.07 98.31 75.23 81.59 99.51 99.77

(G RHAIAR 7 A SRRSO T BOMEG A Bt (8 AL S A O SRR I UL HER A IR IR i)

=2

BEFREZEARERRS . TRREREFEHEFREITE] 15 N RRMRENTKBERE

Table 2 Accuracy of single compression algorithm in estimating the first 15 AC frequency quantization steps for

different image sizes and different quality factor compression (%)
64X 64 128128 256X256
or Luo®! Lin!" Yang!'% Lit™! Luo®! Lin!" Yang!'% Lit™! Luo®! Lin!" Yang!'"! Lit™!
60 81.24 80.05 92.91 94.37 83.54 94.11 99.38 99.39 81.23 98.09 99.93 99.98
65 80.64 81.25 94.31 95.31 81.11 95.02 99.43 99.63 78.22 98.47 99.89 99.98
70 78.07 83.78 95.33 95.80 77.98 95.12 99.41 99.49 74.50 98.40 99.90 1.000
75 74.70 84.71 95.25 95.76 75.37 96.03 99.54 99.67 70.58 98.77 99.86 99.97
80 72.03 85.79 96.12 96.45 70.07 96.39 99.47 99.54 64.86 99.15 99.91 99.90
85 66.27 87.18 97.11 97.24 62.67 96.95 99.70 99.73 58.03 99.37 99.98 99.99
90 60.67 87.39 97.88 97.48 55.56 96.86 99.86 99.85 48.41 99.66 1.000 1.000
95 40.33 92.73 97.67 99.15 34.87 99.09 99.65 99.97 26.57 99.98 1.000 1.000

(G RHAIAR 7 SRRSO T BOMEG A Bt i (8 AL S A O SRR I UL HER 5 IR IR i)

F 3 JRRIX PR S AE AN R TR R TR
BRI 64X 64 11 63 ALASHMR Ak
SKFEN . WE 3 T LA Y Luo 25 APVAI Lin 45
N A ot W B B KRR R, T Li
it N\ Sy )7 ke I R K-, Yang 25 AU eI IR K

R 1-3 ATLUEE H: Li 2 NS v e g
T 0L F R BIEBLE, A FEN B Ko Yang %5 A7
VERIHERA AU T Li 25 AL (EREIN EE Li 25 A
Luo 2 NP7 i keI B0, (EL7E R I 5R i PR I
RS 43 R R PR (R 2 R MER %A Lin
ai N RE N B, AT, (RS R K
HER R, (AT R RS K IR AT

R3 BESHEEMITBERELXSICHFERN
Table 3 Time consumed for single compression algo-
rithm to estimate quantization steps for a image

()
OF Luo™ Lin Yang!"”! Li"
60 0.0058 0.0057 0.0108 0.0234
65 0.0053 0.0056 0.0093 0.0229
70 0.0051 0.0056 0.0102 0.0234
75 0.0051 0.0056 0.0109 0.0251
80 0.0050 0.0057 0.0117 0.0256
85 0.0051 0.0057 0.0118 0.0243
90 0.0051 0.0057 0.0114 0.0248
95 0.0052 0.0056 0.0117 0.0258

(FE: BRI A FEIN S R AEL, DR 44 A eI U AR ()
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a8 NSRRI TR B 2 2 10 5 Niw 28 AP
Tondi 25 NPl HHI IR 45 B VAT 15 AMEAE K 1HE
5% A TR EA— SO i 2z, SL5
K 9 2 B 700 B N 25 AP Tondi 25 A\ PUYE
GitHub bARATI O INZRaF M 2% . Hor F T %5
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R4 MNFEEHMEMFEEREEGEITET 15 CERE U T KEERER

Table 4 Accuracy of aligned recompression and nonaligned recompression algorithms for estimating the first 15

first quantization steps (%)
oF 5% B 4 R Do AR
Bianchi!®! Yao**! Niult*! Tondi*"! Bianchi!®! Yaol* Niult*! Tondil*"
60 86.61 42.68 71.86 55.90 9.193 3.504 58.48 50.96
65 90.85 46.09 63.88 53.24 7.740 4.184 50.87 47.14
70 84.75 41.93 72.00 46.41 5.826 5.533 49.68 42.03
75 58.01 36.45 59.74 55.02 4.350 7.418 58.46 52.70
80 38.91 75.15 74.58 55.41 2.495 11.13 58.71 47.06
85 12.55 20.27 35.74 46.12 2.483 9.256 40.02 45.13
90 0.045 0.000 43.28 33.53 4.014 0.000 4.360 6.010
95 0.603 0.000 19.47 18.94 2.672 0.000 0.370 0.610
(FE: BRI A0 TR 3 do e {8, DR P HETR 3R X R {ED)

ML 4 RN DOWER Y, XS SEA T X 55
s i B AR A (R PR A 5 2 i Al T AR 5 s 4
AP RMHER A JRAE T, FERIE IR 5 H 4
HHE RN BRI R BT 17 3, 32X 4y Rk
NG [RIRE, DRI T Al o A 2 (1 TR A
S EAER AR TP R T BEALEBT A R 1K) W R i 2
XA GE T IR IS AR, 06 S5 2 5 1R v 5 i
Bohe JHNLET, ARG 5B 09T DCT RECRAN
THEAD A, MRS 2 508 DCT R E 73 A7
o HHB, HETUREESA 2T (07 AR R (1 s i R
FEAGTHRALD A, A R (i 206 T 52 AL/ o

XX FFERGAIN S, 1LGUAE QF 1<OF, It
HERfR I, (B OF) (IMIMES OF, Bt i A
FARE R R MAEXPE O T A2 & 117
IRIHER AR I e AR G R T AR 5 H s S i
&, ARGURERRER AR T OUK T 10%. AT
PGSk, RIEL S T A AL X R G D0 F 4t
—BYK, (HZAE OF = OF, I IHERR K.

R 5 P AR e R 1 E RS
KRR, Wbl DL A% G S04 I FE I
R S A RN

®5 ERHFEEMGIT-REREXS KRN
Table 5 Time consumed for recompression algorithm
to estimate quantization steps for a image

(s)
QOF, Bianchi®' Yaol*¥ Niul¥ Tondi""
60 0.0397 0.0189 0.1324 1.8733
65 0.0389 0.0191 0.1217 2.0631
70 0.0400 0.0180 0.1249 2.1089
75 0.0457 0.0165 0.1280 2.1948
80 0.0372 0.0170 0.1263 2.1092
85 0.0530 0.0167 0.1267 2.1396
90 0.0404 0.0168 0.1272 2.1202
95 0.0368 0.0188 0.1263 1.9460

(FE: BRI 7 A FEIN S A AE, DR 4 b BN TR AIRAE)

LR 4~5 v DUOWEE HH A0 55 F R 4l oE 5%
WA S, Bianchi F1 Pival® {1y 5 vk v i 2 4
fe FEIAE, AHIE Y OF [NHUEAE QF, B3 IR I (1)
HERfI 2 N B, Yao 25 NPURIREIN 06, (HZ MR
BAK; Niu 25 NP I 3AE OF = OF, R BLEST
FENRL, (HRAE OF <QF, MHERIHAR. mAEAREx
Rl v A D K, BUARAL G VI FE R
i, AHRAERGZAIC, IR ) Uik BARFEIN K, (H
FEUERA



160 Journal of Cyber Security 15 FV& 4244, 2024 £ 7 H, H o, FH4 M

JPEG 5Nz G, 151 JPEG
P A5 11 A 280 RORE T B B0 oA Wl L A o
N0 RO KAL TR L AT I, A kb
KA T 10 A5 e o b s 000 s Ak 1 o s 45 PR A5 1) AL
KL AT ERGEG R R ENEK. SR H
N R AV W R = PR LR X i
Ko ()2 8 ML BT IEAT 6 LERIVPAR . B4 D KAb T
WA R LE DA T e i, 2
75 JPEG BUEHRAE G R Z 8. B#HI0h, K
KN A H O R IR J LA () 8

1) BA T iEAUE 6 AR R, PR A A
KR TED], 5RKERBAE, EOEBT
JPEG 4 F2+H H RGB #8044k k) YCbCr %11 X
2B NI 220 DR e A A R (0 BB
AP, nTLOR) I M PR AL R 2, 7 A
RO R ARG RIS R,

2) PASIEINAE OF <QF, BelF LRt PERE,
YT OF 1 >0F, WHESL PR L. Bribz4h, B
A EIEIFE 0 5 I8 IR R i R AR Y e
AP . X R B R T B SRS R AU R
JPEG 452 [MIfkErE. Dk, Ao RAS TR o
T B — 20 P IR 4 2 ) (R T ) AR A

3) B A KAG T SRR T i B o Ak v
BN R, X BRG] T AN TP BN A o BT
AT P K I U RN AR, TR I I T DA i
B K AEIIE PG 3105 75 1T K 57 1 o 401 N 25 A B7)
R TE H A 0 R X IR B S X, I
B AR R TR AN SO v 22 BE X IR U

i) /3

BOW AREGALRLTLTIHFEELIFLE R
W, BB AL B L — i — 8 A 0 5 B E & U
my

S % 30k

[1] Stamm M C, Wu M, Ray Liu K J. Information Forensics: An
Overview of the First Decade[J]. IEEE Access, 2013, 1: 167-200.

[2] Huang F J, Wan C. Review of JPEG Image Recompression Detec-
tion[J]. Journal of Signal Processing, 2021, 37(12): 2251-2260.
%, JijR. JPEG BURERARNGER . /75407, 2021,
37(12): 2251-2260.)

[3] Thai T H, Cogranne R, Retraint F, et al. JPEG Quantization Step
Estimation and Its Applications to Digital Image Forensics[J].
IEEE Transactions on Information Forensics and Security, 2017,
12(1): 123-133.

(4]

[3]

(6]

(7]

[8]

9]

[10]

[11]

[13]

[14]

[15]

[16]

[17]

[18]

Fridrich J, Goljan M, Du R. Steganalysis Based on JPEG Com-
patibility[C]. Proc SPIE 4518, Multimedia Systems and Applica-
tions 1V, 2001, 4518: 275-280.

Li B, Ng T T, Li X L, et al. Statistical Model of JPEG Noises and
Its Application in Quantization Step Estimation[J]. IEEE Transac-
tions on Image Processing, 2015, 24(5): 1471-1484.

Lam E Y, Goodman J W. A Mathematical Analysis of the DCT Co-
efficient Distributions for Images[J]. IEEE Transactions on Image
Processing: a Publication of the IEEE Signal Processing Society,
2000, 9(10): 1661-1666.

Fan Z G, de Queiroz R L. Identification of Bitmap Compression
History: JPEG Detection and Quantizer Estimation[J]. [EEE
Transactions on Image Processing: a Publication of the IEEE Sig-
nal Processing Society, 2003, 12(2): 230-235.

Neelamani R, de Queiroz R, Fan Z G, et al. JPEG Compression
History Estimation for Color Images[J]. IEEE Transactions on
Image Processing: a Publication of the IEEE Signal Processing
Society, 2006, 15(6): 1365-1378.

Luo W Q, Huang J W, Qiu G P. JPEG Error Analysis and Its Ap-
plications to Digital Image Forensics[J]. IEEE Transactions on In-
formation Forensics and Security, 2010, 5(3): 480-491.

Yang J Q, Zhu G P, Huang J W, et al. Estimating JPEG Compres-
sion History of Bitmaps Based on Factor Histogram[J]. Digital
Signal Processing, 2015, 41(C): 90-97.

Ye S M, Sun Q B, Chang E C. Detecting Digital Image Forgeries
by Measuring Inconsistencies of Blocking Artifact[C]. 2007 IEEE
International Conference on Multimedia and Expo, 2007: 12-15.
Lin G S, Chang M K, Chen Y L. A Passive-Blind Forgery Detec-
tion Scheme Based on Content-Adaptive Quantization Table
Estimation[J]. [EEE Transactions on Circuits and Systems for
Video Technology, 2011, 21(4): 421-434.

Yao H, Wei H B, Qiao T, et al. JPEG Quantization Step Estimation
with Coefficient Histogram and Spectrum Analyses[J]. Journal of
Visual Communication and Image Representation, 2020, 69:
102795.

Yang J Q, Zhang Y L, Zhu G P, et al. A Clustering-Based Frame-
work for Improving the Performance of JPEG Quantization Step
Estimation[J]. [EEE Transactions on Circuits and Systems for
Video Technology, 2021, 31(4): 1661-1672.

Li W J, Li X L, Ni R R, et al. Quantization Step Estimation for
JPEG Image Forensics[J]. IEEE Transactions on Circuits and Sys-
tems for Video Technology, 2022, 32(7): 4816-4827.

Li B, Shi Y Q, Huang J W. Detecting Doubly Compressed JPEG
Images by Using Mode Based First Digit Features[C]. 2008 IEEE
10th Workshop on Multimedia Signal Processing, 2008: 730-735.
Fu D D, Shi Y Q, Su W. A Generalized Benford’s Law for JPEG
Coefficients and Its Applications in Image Forensics[C]. Proc
SPIE 6505, Security, Steganography, and Watermarking of Multi-
media Contents IX, 2007, 6505: 574-584.

Farid H. Exposing Digital Forgeries from JPEG Ghosts[J]. /EEE
Transactions on Information Forensics and Security, 2009, 4(1):
154-160.

Yang J, Zhu G, Huang J. Detecting doubly compressed JPEG im-
ages by factor histogram[J]. APSIPA ASC, 2011.

Pasquini C, Boato G, Perez-Gonzalez F. Multiple JPEG Compres-



Fid%

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

4 JPEG b KAk ok

sion Detection by Means of Benford-Fourier Coefficients[C]. 2014
IEEE International Workshop on Information Forensics and Secu-
rity,2014: 113-118.

Niu Yakun, Zhao Yao, Li Xiaolong. A review of research progress
in passive forensics of JPEG images. Signal Processing.38(6):
1170-1179.

(FIEHh, B, Z=mede. JPEG BUGMEhHGIEM it eLidk. 17
LA 38(6): 1170-1179.)

Lukas J, Fridrich J. Estimation of Primary Quantization Matrix in
Double Compressed JPEG Images[J]. Proc of the Digital Forensic
Research Workshop, 2003: 5-8.

Pevny T, Fridrich J. Detection of Double-Compression in JPEG
Images for Applications in Steganography[J]. IEEE Transactions
on Information Forensics and Security, 2008, 3(2): 247-258.
Galvan F, Puglisi G, Bruna A R, et al. First Quantization Matrix
Estimation from Double Compressed JPEG Images[J]. /EEE
Transactions on Information Forensics and Security, 2014, 9(8):
1299-1310.

Bianchi T, Piva A. Image Forgery Localization via Block-Grained
Analysis of JPEG Artifacts[J]. IEEE Transactions on Information
Forensics and Security, 2012, 7(3): 1003-1017.

Yu LY, Han Q, Niu X M, et al. An Improved Parameter Estimation
Scheme for Image Modification Detection Based on DCT Coeffi-
cient Analysis[J]. Forensic Science International, 2016, 259:
200-209.

Xue F,Ye ZY, Lu W, et al. MSE Period Based Estimation of First
Quantization Step in Double Compressed JPEG Images[J]. Signal
Processing: Image Communication, 2017, 57: 76-83.

Thai T H, Cogranne R. Estimation of Primary Quantization Steps
in Double-Compressed JPEG Images Using a Statistical Model of
Discrete Cosine Transform[J]. IEEE Access, 2019, 7: 76203-76216.

BE T 2021 AR TAEBe At TR
TR e LA, AR R B LR
IR SEAR L BEE L2

CCF %44 bt. MRASEANFER LS, £
PEAKIIE . Email: chengxin0314@126.com

EFR T 2020 HFAER RUE B TR
MR HHEAR LAV RG22 0. IUAE
5 W 5O 2 A Bl A 2 e Ok 1 1 2
fro WU B 24, 2 BRI
Email: sa875923372@163.com

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

161

Battiato S, Giudice O, Guarnera F, et al. First Quantization Estima-
tion by a Robust Data Exploitation Strategy of DCT Coeftficients[J].
IEEE Access, 2021, 9: 73110-73120.

Niu Y K, Tondi B, Zhao Y, et al. Primary Quantization Matrix Es-
timation of Double Compressed JPEG Images via CNN[J]. /JEEE
Signal Processing Letters, 2020, 27: 191-195.

Tondi B, Costanzo A, Huang D Q, et al. Boosting CNN-Based
Primary Quantization Matrix Estimation of Double JPEG Images
via a Classification-Like Architecture[J]. EURASIP Journal on In-
formation Security, 2021, 2021(1): 5.

Dalmia N, Okade M. Robust First Quantization Matrix Estimation
Based on Filtering of Recompression Artifacts for Non-Aligned
Double Compressed JPEG Images[J]. Signal Processing: Image
Communication, 2018, 61: 9-20.

Yao H, Wei H B, Qin C, et al. An Improved First Quantization Ma-
trix Estimation for Nonaligned Double Compressed JPEG Im-
ages[J]. Signal Processing, 2020, 170: 107430.

Sallee P. MATLAB JPEG Toolbox. [EB/OL]. [2020-2-12].
http://dde.binghamton.edu/download/feature_extractors/.

Schaefer G, Stich M. UCID: An Uncompressed Color Image Data-
base[C]. Storage and Retrieval Methods and Applications for Mul-
timedia. International Society for Optics and Photonics, 2003:
472-480.

Wang J] W, Wang H, Li J, et al. Detecting Double JPEG Com-
pressed Color Images with the Same Quantization Matrix in
Spherical Coordinates[J]. IEEE Transactions on Circuits and Sys-
tems for Video Technology, 2020, 30(8): 2736-2749.

Niu Y K, Tondi B, Zhao Y, et al. Image Splicing Detection, Local-
ization and Attribution via JPEG Primary Quantization Matrix Es-
timation and Clustering[J]. /EEE Transactions on Information Fo-
rensics and Security, 2021, 16: 5397-5412.

F&F T 2007 FIEMRE T R¥AE)
A2 B RAF 250 . AT R U B LA
REFEHFL, WA, DR 2 3
PRSI ZHRREGIE . 22 A 25 F
I IIE. Email: wjwei 2004@163.com

FEIBA A O RO A s SR HEBA
R TTRER IR WAl HEFEA
BROh AR B S MRS 20 B BOR . Email:

luoxy_ieu@sina.com



162 Journal of Cyber Security 15 FV& 4244, 2024 £ 7 H, H o, FH4 M

RELZ MR Tl K2 W 4 75 ) 22 4
AR AN, WFFTUEC 2 B
HIOES 224 N L8 %4 . Email:
guopu.zhu@hit.edu.cn

k1 A | B DN S RS Y S = i)
Pz LA WS )k AT A S
Be . K25 MBS 70 B0 HGIE . Email:
lixl@bjtu.edu.cn

)

BE  FE LR ML 24 % b
Bz WA BT A R
Bl 2 BEARIGIE . KBS 585 0.
Email: sddxmb@126.com




