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Abstract With the continuous development of computer and network technology, cyberspace faces increasingly complex
security threats. To effectively defend against cyber attacks, cyber threat intelligence has emerged. However, the current
network threats such as zero-day vulnerability and Advanced Persistent Threat (APT) are characterized by their complex
form, strong targeting, high harm, high covert, and long time span, which are difficult to be effectively dealt with by the
traditional threat intelligence technology. In recent years, the rise of Large Language Models (LLM) has not only reduced
the costs of attacks but also facilitated the widespread adoption of cyber attack techniques. Therefore, the goal of this ar-
ticle aims to explore the current state of technology application of LLM in the field of threat intelligence and to utilize the
potential of LLM to improve the ability to aggregate, analyze, and apply threat intelligence, so as to identify, analyze, and
respond to cyber threats more accurately. This paper first outlines the background knowledge of cyber threat intelligence
and then introduces the concept, development history, and research status of large language models to explore the possibil-
ity of applying large language models in the field of threat intelligence. Then, we analyze in-depth the relevant literature
on the combination of threat intelligence and large language model. Around the threat intelligence life cycle, we systemat-
ically combine the results of the large language model in enhancing threat intelligence aggregation, driving threat intelli-
gence analysis, and empowering threat intelligence application, and categorize them from the perspectives of technical
application scenarios and main methods. In addition, the research status, technical characteristics and potential develop-
ment directions are summarized for each of these three aspects. Finally, this paper discusses the challenges faced by the
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application of large language models to threat intelligence and cyber security and gives future research directions to further

promote the development of cyber threat intelligence.

Key words cyber threat intelligence; intelligence aggregation; intelligence analysis; intelligence application
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Figure 4 Application framework of large language model technology for threat intelligence
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